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Abstract: The cyber or the virtual world is evolving tremendously since the past and is continuing, so is the faith of 

consumer in this complex atmosphere is becoming important question. The cyber world in now becoming a huge platform 

for trade and commerce (for selling and buying of goods and services). Ecommerce can be defined as this buying and 

selling of good and services over the internet. There is a dramatic advancement in the networking facilities all over the 

world, now the consumers are offered several advantages of competitive prices, various choices, easier delivery services 

etc. there are various lucrative great opportunities that are offered on the online platform (example e-banking and online 

payments). Thanks to this growth of internet for the competition and convenience of the consumer that they are able to 

enter easily into any commercial transaction sitting inside home. 

There are concerns such as online identity theft, phishing, data privacy, salami attacks etc. and many times small but 

reoccurring problems such as product not delivered or the product does not confirm to the actual description are the usual 

affair. In such situations the buyer is often left without any remedy because of various loopholes in our laws that are 

concerned with these issues.  

In a vast country like ours it is generally not that easy for our legislators to make laws protecting the rights of the 

consumer in e commerce or otherwise in the virtual world as it is apprehended that such a legislation may hinder the 

development of trade and commerce through the cyber platform due to hasty legislation.  

This essay analyses the environment and tries to suggest how to accustom to the current situation and enforce fair 

practices, information disclosures, privacy and payment protection, consumer education and dispute resolution. 

_________________________________________________________________________________________________ 

I. INTRODUCTION 

To understand the whole complex phenomenon of consumer rights and their protection in special reference to 

cyberspace one must understand who a consumer is, how do we define a consumer? 

 Who are e-consumers 

E-consumers or (electronic consumers) are the types of consumers that are found in the cyberspace, who use the 

online portals of purchasing goods and services. In today’s time when the whole market is evolving to its 

extreme the use of online business has increased tremendously. Now people like to sit in the comfort of their 

lounge wear at home and purchase whatever they want to with a matter of click. All the consumers that use the 

online services are called as e consumers.1 

                                                             
1 Prateek Kalia, Dr Richa Arora, & Sibongiseni Kumalo. (2016). E-service quality, consumer satisfaction and future purchase 
intentions in e-retail. E-Service Journal, 10(1), 24-41. doi:10.2979/eservicej.  
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The over-all sketch of e-consumer is dissimilar from that of offline consumer in numerous ways. An e-

consumer is city, fresh, equipment savvy, cultured, convenience buyer and manifold selections oriented. 

Moreover, he is shrewd; he knows where to gaze for reduction on the web. As associated to physical world, 

ease of price assessment and larger selections are the major plus points in favour of e-consumers. It is thus 

significant to associate a physical shopping knowledge with that of online shopping knowledge to recognize the 

psyche of e-consumer – his desires and wishes.2 

To understand the relationship between e consumers and their protection it is important to understand what is e 

commerce. 

CONSUMERS 

(CONSUMERS IN PHYSICAL WORLD) 

E CONSUMERS 

(CONSUMERS IN ELECTRONIC 

WORLD) 

Shops in malls, supermarkets or in shops. Online shopping on websites 

Shopping through window displays Shopping through homepages 

Store layouts Searching through layers, hyperlinks 

General offers: in store promotions General offers: daily offers + mega sales 

Can have number of varios branches of the 

same store. 

Is generally one website per name, but can be 

a parent or offspring website. 

Can look and touch the products Can only look and analyze through looking. 

(Though now almost all the portals allow for 

return if the consumer is unsatisfied with the 

purchase. 

Footfall of the consumer can be measured in 

number of people coming in the store. 

Footfall can be measured in number of people 

visiting the site.  

Table 1. showing the basic difference between consumers and e-consumers.3 

                                                             
2 Jetton, Kevin. “E-Commerce.” Counterpoints, vol. 391, 2013, pp. 221–232. JSTOR, JSTOR, available at 
www.jstor.org/stable/42981448. Last visited on 11.04.18 
 
3 Su, Bo-chiuan. “Consumer E-Tailer Choice Strategies at On-Line Shopping Comparison Sites.” International Journal of Electronic 
Commerce, vol. 11, no. 3, 2007, pp. 135–159. JSTOR, JSTOR, www.jstor.org/stable/27751224. Last visited on 13.04.18 

http://www.jstor.org/stable/27751224
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II. PROBLEMS OF ONLINE CONSUMERS 

Legal Online shopping is one of the most popular ways to make purchases, but it's not something that everyone 

is comfortable doing. Shopping online is becoming more common every day, and spans every type of product 

and every type of shopper. Online shoppers are all ages, come from all types of backgrounds, and both men and 

women.4 

Today’s world is digital world because it rules by internet. The growing use of internet provides a developing 

prospect for E-marketers. Internet is changing the way of customers to buy the goods and services and has 

rapidly involved into a global phenomenon.5 With the increasing usage of internet, online shopping has become 

popular amongst people of different age groups. Customers choose online shopping as it is more convenient 

and faster than offline shopping. Online shopping is becoming a well-accepted to purchase a wide range of 

products and service6.  

Customer’s attitude towards online shopping refers to their psychological7 state in terms of making purchases 

over the internet. Online buying behavior process refers to the products purchased online. The process of online 

buying behavior consists of more steps and it is similar to traditional shopping behavior.8 For instance customer 

recognize the need for buying some product, they refers to the internet to buy online and start to search for the 

information and look for all the alternatives and finally make a purchase which best fits to their needs. Before 

making final purchase customers are bombarded by several factors which limits or influence customers for the 

final decision. 

Today, INDIA is a big market that is growing day by day. In this fast and pace competition, the Indian online 

shoppers have specific expectations for online shopping websites in INDIA .First of all, in India online 

shoppers have started expecting the option to return items purchased online, and some retailers already have 

made doing this convenient .Further, the retailers believe that this option is quite necessary to develop 

consumer trust and confidence in online shopping. Secondly, free door-to-door shopping is very much needed, 

                                                                                                                                                                                                                                  
 
4 Dr. A.Muthumani , V.Lavanya , R.Mahalakshmi PROBLEMS FACED BY CUSTOMERS ON ONLINE SHOPPING IN VIRUDHUNAGAR 
DISTRICT ISBN 978-93-86171-18-4  
5 WALLACH, BRET. “Shopping.” A World Made for Money: Economy, Geography, and the Way We Live Today, University of Nebraska 
Press, Lincoln; London, 2015, pp. 1–36. JSTOR, www.jstor.org/stable/j.ctt1d98bxx.4.  
6 Chiang, Kuan-Pin, and Ruby Roy Dholakia. “Factors Driving Consumer Intention to Shop Online: An Empirical Investigation.” Journal 
of Consumer Psychology, vol. 13, no. 1/2, 2003, pp. 177–183. JSTOR, JSTOR, www.jstor.org/stable/1480436.  
7 Chiang, Kuan-Pin, and Ruby Roy Dholakia. “Factors Driving Consumer Intention to Shop Online: An Empirical Investigation.” Journal 
of Consumer Psychology, vol. 13, no. 1/2, 2003, pp. 177–183. JSTOR, JSTOR, www.jstor.org/stable/1480436.  
8 MARTINSONS, Maris Gunars. “Shopping Online.” The Internet in China: Cultural, Political, and Social Dimensions (1980s-2000s), 
edited by Ashley Esarey and Randolph Kluver, 1st ed., Berkshire, Great Barrington, Massachusetts, 2014, pp. 24–29. JSTOR, 
www.jstor.org/stable/j.ctt1j0pt3f.7. 
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say online shoppers. Already many online shopping websites are providing these services. But, even today there 

are certain limitations regarding this. Today, in India online shoppers have been trained to expect.9 

1. Quality issues 

The biggest problem while buying things online is that you have no guarantee of a product's quality. Reviews 

are not always reliable and all the research can't assure you of a product's quality; fraudulent sellers who 

intentionally mislead customers to increase sales are the prime reason for faulty/sub-par products being sold 

online. With the volume of goods e-commerce companies handle these days, it can be quite difficult for them to 

conduct quality checks on each and every one of the products they're selling. Additionally, the issue of getting 

the correct size remains a serious drawback for buying clothing and footwear online. Sizes vary from brand to 

brand, and since you can't try out the products before buying them, selecting the size is always a gamble.10 

2. Delivery and logistics 

One predicament that constantly turns up while shopping online is when the order will be delivered. While all 

e-commerce sites have order tracking systems for their customers, they aren’t always accurate. Delivery 

personnel often turn up at our homes when we're at work or out somewhere as there's no way to fix a particular 

time slot for the delivery to take place. This same issue exists while returning products. Another problem is that 

the vast majority of the Indian population which lives in rural areas and Tier-III cities is unable to shop online 

because not all e-commerce sites provide delivery services to their locations.11 

3. Digital payment failures 

Whether a customer is paying by credit/debit card, netbanking, or one of the several digital wallets that exist 

today, the failure of digital payments always looms overhead while making online transactions. A faltering 

internet connection or a technical glitch often results in the payable amount being debited from a customer's 

account without being credited to the selling party. And retrieving this amount is anything but a quick process; 

one has to inform the site and then wait around 7-10 days before the amount is refunded to their bank accounts. 

But this situation is steadily improving as the sector is focusing more on cashless transactions and customers 

are getting more informed about making payments online.12 

 

                                                             
9 Mr. JUNEESH K KURIACHAN Assistant Professor (Ph.D Research Scholar) Online shopping problems and solutions. New Media and 
Mass Communication www.iiste.org ISSN 2224-3267 (Paper) ISSN 2224-3275 (Online) Vol.23, 2014 
10 Mr. JUNEESH K KURIACHAN Assistant Professor (Ph.D Research Scholar) Online shopping problems and solutions. New Media and 
Mass Communication www.iiste.org ISSN 2224-3267 (Paper) ISSN 2224-3275 (Online) Vol.23, 2014 
11 Zhu, Lei, et al. “Let's Shop Online Together: An Empirical Investigation of Collaborative Online Shopping Support.” Information 
Systems Research, vol. 21, no. 4, 2010, pp. 872–891. JSTOR, JSTOR, www.jstor.org/stable/23015651. 
12 Pozzi, Andrea. “Shopping Cost and Brand Exploration in Online Grocery.” American Economic Journal: Microeconomics, vol. 4, no. 
3, 2012, pp. 96–120. JSTOR, JSTOR, www.jstor.org/stable/23249912. 
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4. Additional charges 

How many times has it happened that you've spotted a great deal on a product and when you're one click away 

from purchasing it you noticed an additional shipping charges? This is commonplace on all e-commerce sites 

when your order amount isn't high enough to qualify for free shipping. And even when it is, sometimes these 

shipping charges are added on each individual product (if you're buying multiple products of course) and not 

the collective order. 

     5. Unclear return and guarantee policies 

Since you have no idea of product's quality until you hold it in your hands, returning things bought online is 

quite common. Unless you're buying from one of the established e-commerce companies, it's important to go 

through the return policy while making a purchase. But most sites have vague return policies that can leave you 

with a low-quality product and no way to return it. The same applies for guarantees, as most sites don't clearly 

mention what the policy is for a product and then refuse to carry out replacements if you receive a damaged 

product.13 

6. Lack of security 

Cyber security, or more precisely the lack of it, is a major problem on the internet today. E-commerce sites 

record important customer data like name, phone number, address, and bank details. If these sites don't 

implement stringent cyber security measures, your data is at risk of falling into the wrong hands who can then 

wreak havoc on your bank account. Most of the big players in online shopping certainly have the best-in-class 

security measures to protect their customers' details, but the same can't be said about the countless smaller sites 

who may not have the expertise to do so. 

Online shopping is far too convenient to get hindered by these problems. But if e-commerce sites can fix 

these issues, they will certainly improve customer experience and hence generate more sales.14 

7. Receiving wrong products:  

Many a times the product received are not of the same quality as promised customer have this fear since many 

of them wrong products or those are unfit to their expectations. 15 

 

                                                             
13 Davis, Susan G. “Shopping.” Culture Works: The Political Economy of Culture, edited by Richard Maxwell, NED - New edition ed., 
vol. 18, University of Minnesota Press, 2001, pp. 163–196. JSTOR, www.jstor.org/stable/10.5749/j.cttts95w.9. 
14 Davis, Susan G. “Shopping.” Culture Works: The Political Economy of Culture, edited by Richard Maxwell, NED - New edition ed., 
vol. 18, University of Minnesota Press, 2001, pp. 163–196. JSTOR, www.jstor.org/stable/10.5749/j.cttts95w.9. 
15 Wolfinbarger, Mary, and Mary C. Gilly. “Shopping Online for Freedom, Control, and Fun.” California Management Review, vol. 43, 
no. 2, 2001, pp. 34–55. JSTOR, JSTOR, www.jstor.org/stable/41166074.  
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8. Damaging products in transit  

This happens usually ,in long distances,product gets damaged in the way and then customer fail to avail its 

benefits.they are totally at loss then.  

9. Delay in delivery of products  

Companies located at far of distance tends to more delievry time. This is another feature due to which customer 

are not satisfied with online shopping. Sometimes customer failed to receive the product Federal law (the Mail 

or Telephone Order Merchandise Rule) requires retailers that process orders by mail, telephone, or the Internet 

to deliver items within 30 days. If you have not received your order within that time frame, you have the right 

to a full refund of the purchase price. Likewise, retailers are required by law to explain your right to a full 

refund for undelivered goods. Likewise, the Fair Credit Billing Act protects you from being billed for items that 

are not delivered, but nevertheless charged to your credit card. If the online vendor is unwilling or unable to 

help you, or denies your claim that the item was never delivered, you may write to your credit card issuer's 

billing inquiries department about the problem. Make sure you send it within 60 days after the bill with the 

errant charge (specifically, the charge for an item not received) was sent.  

10. Concerns When Buying from Foreign Companies  

Problems with online shopping can be especially difficult to resolve if the seller is located in a foreign country. 

Before you order, you will want to know how the item is priced and when it is converted to U.S. dollars (if 

listed in a different currency); whether the retailer will ship to other countries; the likely length of time it will 

take to fulfill the order; any applicable special duties or taxes. If there are problems with your order, such as 

getting the wrong item, most vendors require you to resolve the dispute in their local court. So is it worth 

traveling to Switzerland, for example, to assert your claim that you were sent the wrong Swiss Army Knife? A 

safer alternative may be to look for a U.S. reseller who offers the same items. As a general rule, though, you 

should approach international online orders with caution.16 

III. CONSUMER RIGHTS AND CYBER CRIMES 

In this chapter we will discuss whether we can combine consumer’s rights and cyber-crime? Can these two also 

go hand in hand? 

Cyber-crime means where there is a use of a computer network or device to advance other end by the way of 

unfair practices. The term is a general term that covers crimes like phishing, credit card frauds, bank robbery, 

                                                             
16 Mr. JUNEESH K KURIACHAN Assistant Professor (Ph.D Research Scholar) Online shopping problems and solutions. New Media and 
Mass Communication www.iiste.org ISSN 2224-3267 (Paper) ISSN 2224-3275 (Online) Vol.23, 2014 
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illegal downloading, industrial espionage, child pornography, kidnapping children via chat rooms, scams, cyber 

terrorism, creation and/or distribution of viruses, Spam and so on.  

Cyber-crime is a broad term that is used to define criminal activity in which computers or computer networks 

are a tool, a target, or a place of criminal activity and include everything from electronic cracking to denial of 

service attacks. It also covers the traditional crimes in which computers or networks are used to enable the illicit 

activity. 

The term cyber-crime includes every illegal practice that is done using a network or a device. Examples 

(especially e-commerce crimes) of such crimes are:-  

There are numerous types of cybercrimes. Some popular type of crimes are as below:- 17 

The cyber market 

 Commercial activities that are conducted through online mediums an offer different facilities can be termed as 

a cyber-market.  Use of computer to computer Communications at a distance that is united by common use of 

such communication can be seen as a collection of different media.  Newsgroup an email the World Wide Web 

are significant examples of The E-Commerce world. 

 This simple and elaborate use of online marketing websites may make it less interactive to the consumers.  A 

company's name provided with companies’ description of the products and services that it offers through means 

of Communications is simplest form of making a marketing websites.  And the advanced commercial sites 

allows consumers to make purchases online. a company can also advertise its products or even its own website 

on some other website as a mode of advertisement.  

 There are various frauds like chain letters and pyramid schemes which are generally generated through pattern 

websites and bulk email.  Such kind of deceptive marketing practices can also use other mediums of 

communication media chances of fraud is generally hai if the payment is made online.  

The most common types of online frauds are 18 

1. Pyramid schemes:   

In such schemes for a right to recruit new participants the promoters collect payments from consumers and also 

collect commissions for doing such job. Generally almost all the participants lose their money in such 

                                                             
17 Dr. Minakshi Kumawat, E-commerce, Cyber Crime and Indian cyber Law International Journal of Law ISSN: 2455-2194, Volume 2; 
Issue 1; Jan 2016; Page No. 45-48 
18 Dr. Minakshi Kumawat, E-commerce, Cyber Crime and Indian cyber Law International Journal of Law ISSN: 2455-2194, Volume 2; 
Issue 1; Jan 2016; Page No. 45-48 
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schemes.19  At times the participants pay fees to the lower pyramids and used to simulate the earnings that they 

have to pay to the earlier investors. 20 

2. Chain letters:  

In Chain letters 4or5 listed people whose name is in the top of the list will make a fortune if they follow simple 

instructions like donating small sums of money. 

“Chain letters promise recipients that if they follow simple steps and rules as guided by them and lists number 

of investments schemes where one can put in their money then the money so invested by them will be doubled 

or tripled.” 

 3. Bogus business opportunities  

Various marketing schemes like work from home scheme, credit repair services, and online shopping programs 

are marketed.  Such fraudulent schemes involved claims of a seller that can instruct the consumer on how to 

remove absolute negative information from the consumer’s credit reports.21 

 4. Cases of magical remedies:    

Bogus promoters who claim to cure various diseases and issues like importancy, AIDS, hyper pigmentation, 

mood disorders etc.  

5.  Items paid for but never got delivered:   

There are several cases where the consumers pay for the item they want to buy but the item never gets delivered 

to them. There are several cases that can be seen daily considering this issue. 

6. Bad packaging or defective item sent:   

another very common issue that can be seen almost daily is that the delivery of the items is not in conformity 

with what had been promised and is either A substandard comma a defective piece or just a bad packaging 

recently many states have registered various number of cases against various E-Commerce sites regarding this 

issue where the product is of substandard quality and does not conform to what had been ordered.22 

7. Investment and security scams:   

Another basic and common type of internet based security scam is the offer of overvalued Investments or phone 

Investments that ranges from Stock Exchange bones or to even more different type of investment opportunities 

like cattle breeding multi-level marketing programs online gambling etc.  The hawkers of such securities come 

                                                             
19 John Rothchild, ‘Protecting The Digital Consumer: The Limits of Cyberspace Utopianism’(1999) 74(893) Indiana Law Journal, 904 
20 Tracy Wilkinson, ‘Pyramid Scheme Fever Scorches Albanian Society’, L.A. TIMES ( 3 February 1997)  A1. 
21 Rothchild(n.3), 906. 
22 Rothchild(n.3), 906. 
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in various shapes and sizes that one can imagine.23  many a times false information through newsgroups online 

letters are circulated to manipulate the price of a security search false and misleading information make 

the  perpetrator dump his Holdings on and unwitting buyer at a very huge profit.  Offerings of such unregistered 

securities and illegal of exchange makes a failure to comply with the registration and the disclosure 

requirements 

 8. Spoofing: 

Impersonating another person or an entity that involves online Communications is called as spoofing.  There 

are various characteristics of the virtual world that makes this practice and the engagement one easy 

process24.  The Identity of the domain owner and the Communications are generally at a distance and the 

domain names are handed out without any verification of the same. 25an example would be a  a website with a 

domain name of a company which is very famous and well known matches with that of another one which is 

not known to the world and it also offers the products same as that of the famous company another much lesser 

price does leading to unsuspecting customers. 

9. Spamming:   

Bulk of unsolicited commercial emails and making the commercial oriented of the topic newsgroup postings 

this may be referred as spamming. This noted use of the marketing technique was held in the US in 1994 where 

a law firm in Phoenix Arizona started posting advertisements and in the thousands of newsgroup offerings the 

services of that company and the services of the immigrated lawyers and the form became very famous and was 

affair between the communities of the youth internet users26. But this was a breach of internet etiquette and was 

viewed as a serious offence.  This is one of the major ways through which the customers are trapped by such 

business entities.  for example generally daily we receive some of the Other offers from the credit card 

companies and personal loans guiding us through easy steps for opening a trading account in their bank or 

investment companies with their trading apps are free soft wares or even providing free comparisons between 

different investment all insurance companies. They provide as ways to avail free coupons for movie shows my 

flights, cab health insurances etc.  though  do most of these are not deceptive but still many a times there are 

websites that are operating only to manipulate a customer. 

 

                                                             
23 Joseph J. Cella III & John Reed Stark, ‘SEC Enforcement and the Internet: Meeting the Challenge of the Next Millennium’ (1997), 52 
BUS. LAW  815, 821 
24 Rothchild,(n.3),  
25 Rothchild,(n.3),  
26 See Dee Pridgen, ‘How Will Consumers Be Protected on the Information Be Protected on the Information Superhighway?’, 
(1997)32 Land& Water L.Rev..237-40 
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10. Misleading advertisements: 27 

Consider this you receive an email that offers free shopping for the first purchase that you make online through 

that site or you get a free ride for your first booking of an online cab services. But there are chances that you 

never get these offers on various Grounds like the offer is not applicable on the product other services that you 

purchased but on some other one.28 

And increase and deceptive marketing practices gives growth to the online commerce and Willy consumer 

loses29 a lot from the online deceptive marketing practices that can also be amounted to several million dollars . 

such misleading  advertisements also make a manufacturers liable for the frauds done for instance when a 

consumer purchases search products from a website which is malice in nature and the product gets delivered the 

manufacturer has to pay the whole amount by himself these deceptive marketing practices can include both the 

fraudulent misrepresentation and the negligent representations as per definition miss representation can be 

termed as spot fraudulent if the maker knows or believe that the matter is not as same as he represented the 

matter to be. 

IV. PREVENTIVE MEASURES FOR THE CONSUMER 

The online medium offers different facilities through which commercial activities may be conducted. The 

online medium can be seen as a collection of different media united by common use of computer-to-computer 

communications at a distance. The forms of online communication that are significant to e-commerce are the 

World Wide Web, newsgroups and e-mail. The online marketing websites may be simple or elaborate and may 

allow less interactivity to the consumer. The simplest form of a marketing website is a page that presents the 

user with company’s name, some description of the products or services it offers and means of communicating 

with the company. The most advanced commercial sites allow consumer to purchase products online. In 

addition to maintaining its own website, a company may advertise  

Likewise there should not be any use of unfair nonnegotiable contracts that hide or miss represent the terms and 

conditions of the contracts that may affect the consumers decision of making the purchase of the goods and 

services. The manufacturers should most importantly not indulge in any deceptive practices that may hinder the 

interest of the consumer. 

The traditional consumers ( offline)  has a right to be heard,  to represent the cases,  and has a right to seek 

redressal,  likewise the traditional consumers,  the a consumer should also have the right to be heard,  to 

represent their cases and should have a right to seek redressal in case of any  infringement of their rights.  since  

                                                             
27 RESTATEMENT ( SECOND) OF TORT, § 526 (1965) 
28 Ruthchild (n.3) 998 
29 Saul Handsell , “Internet Merchants try to fight fraud in software purchases”, n.y Times , (Nov. 17 , 1997),D1 
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the products are intangible  to us,  we can only see and feel them when buying online,  therefore we rely on the 

comments  made by other customers regarding that particular product,  therefore it is the duty of the website 

makers to provide for  comment sections where the customer can comment regarding the product.30 It is the 

duty of the online sites to provide for negative reviews or provide for return and exchange if the product is not 

of the desired quality.  

The advertisements and the promotions of the product must be same as that of the actual product. There should 

not be any deceptive marketing to fool and lure the customers. It should be consistent with the actual 

characteristics of the goods and services so marketed. They should be able to identify the advertisers on whose 

behalf the advertisements are made.31  It should be a duty of the advertisers to make such advertisements where 

if the consumer is not in a mood to receive the advertisements he or she can easily get out of it.  It should be 

easy for the consumers to make such choices.  

Following are a few preventive measures that can be taken by the consumers or that can be given to the 

consumers to help them protect their consumer rights:- 

1. Creating consumer awareness 

Consumer who is well known about his rights and knows what is right and wrong for him will be much less 

liable for getting trapped into any fraud against him.  It is the duty of the government to make awareness 

programs for the consumers so that they can know about their rights and how to function them if there is any 

Need for redressal in case of any dispute that arises with the consumer.  now even two tier cities opt for online 

shopping but are not much aware about their rights in case of online shopping does they must be made aware 

true classes or by creating awareness campaigns among the people.  There should be programs that should be 

designed in such a way that helps a consumer to understand his rights and also understands the problem that a 

consumer can face if he is shopping online or is getting any product or any services through the internet 

medium, to get those products easily without getting in between any internet malpractice.  While designing 

such programs one must keep all the different types of buyers in mind when shopping online. 

Children in school must be made aware about the consumer rights that are available in the consumer protection 

act, and also they must be made aware about the consumer rights in e-commerce business.  Because if we make 

a child aware. That means making a complete family aware about the rights and duties as per the consumer 

protection act. 

 

                                                             
30 Advertising Standards Council of India, January 2016 decision, ASCI https://www.ascionline.org./index.php/oct-2016.html 
31 Advertising Standards Council of India, January 2016 decision, ASCI https://www.ascionline.org./index.php/oct-2016.html 
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2. Self-regulation of industries 

 The industrial participants should also be placed into different kinds of cells regulations that are aimed at 

controlling the online deceptive market practices like: 

 the code of conduct that is applicable to online commercial activities. 

 the denial by the legal businesses to give support to the illegal conduct. 

 a third party certification systems 

 creating mechanism for the stigma of the types of complaints 

 In bringing an effective self-regulatory mechanism the trade associations can play a very important role.  these 

trade associations can implement a code that can secure compliance by expelling all those who failed to comply 

with the membership of that Association.  to all the providers Woodland services that are important for the 

operation of deceptive marketing  technique should always take care of not letting them support search 

services.  the ISP,  owner of online  sites,  the operators of payment systems and the advertising agencies can 

choose to agree to search trade associations that do not facilitate the deceptive and unfair means of marketing 

practices. 

For example a third party certification can become widely accepted if work towards that area in absence of such 

certification it will make the sellers  work more for getting the certificate and thus rising the standard of their 

products in order to get the quality certificate.  But it also must be kept in mind that the owners of providing 

such certificate should not be my lease and should not   indulge in corrupted practices.  When a transaction is 

made online the consumer and the seller are unaware of each other and do not know if any one of them is 

indulging in malice practice of the internet. the such a certificate will be of great help to get an idea that the 

consumer and the seller is a  trustworthy one.  

3. An informed consumer 

When comparing one informed consumer with that of an uninformed one, the informed consumer will always 

have an upper hand as that compared with that of the other.  And informed consumer who is well aware office 

interest will be self sufficient to look after his good in case of shopping online.  providing appropriate 

information of the products that are being sold online is a very important and very essential work of the 

manufacturers as that can help the consumers to know about the details of the products and to know whether he 

or she wants to buy that product or not.  Providing correct information’s makes it very less liable for the 

product to be Real. 
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 if the consumer is already aware of all the information about the product then there are very less chances of 

any disappointments or any disputes that can arise if the  person is unaware of the products information. 

An appropriate information about the products can be acted as a substitute for the real life touch and feel of the 

product that are  sold during offline transactions it is a legal regulation requiring the sellers or the E retailers to 

provide with the detailed information about their products the sale processes the terms of the contract  etc . It 

should be the duty of the manufacturers are the sellers to provide such information that can ease the buying 

process of the consumers.  Following are some of the information that should be provided by the sellers: 

 The e-retailer. 

 The information about the seller or the e-retailers must be provided completely as to who the retailer is where 

is he from does he have any certification of selling the product The Identity place of registration the physical 

location of the product ore of that of the warehouse the contact details should be a must the postal address the 

email address of the retailer and telephone number. giving all these informations makes it easier for the 

consumer to believe on The authenticity of the retailer. 

 The information about the product 

 A complete and a proper information about the product must be given by the seller.  since the consumer cannot 

touch and feel the product he can only rely on the information that is provided by the seller about the product 

does it is the duty of the seller to provide the complete information about the product so that the person is aware 

of what he is purchasing the information should include what the product is what are the characteristics what 

are the uses of the products if there are any limitations provided with the product is there any compatibility as 

well as it is very important to also make the consumer aware of the services and the maintenance of the product 

the price of the product and also if there are any additional charges or taxes that are applicable on the purchase 

of such product the warranties and the guarantees should also be provided in the information box. 

 The sale process 

it is not easy for a consumer to understand this process of the sale that undergoes after ordering a 

product.  when we buy from an offline Store we simply choose the product pay the price and get the product 

with us to our home.  but in case of online transactions we choose the product we either then and there or be 

paid through COD and wait for the product to get delivered.  but in between there are various processes that the 

product goes through before coming to the   purchaser.  to make it easier for the consumer to understand all the 

processes it would be a better way to give details of such process through which the product goes to the 

consumer so that he can understand the delay or the time taken in getting the product. 
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The seller should provide the delivery time and method the order tracking system the payment process that is 

selected by the party the consumers right to cancel or terminate the contract the process of getting the refund or 

the exchange or the return policies and about the security measures that are applied to such transactions. 

 The terms of the contract 

Buying and selling of any product is a contract does the sellers must provide the consumers with the terms and 

the conditions of the contract in a very clear unambiguous and simple language that any layman person or any 

lame and consumer can understand easily. 

 The information about the consumers personal data 

 to help protect the rights and that of the seller the consumer must also provide their personal data as to when 

name place of delivery phone number Extractor so that the seller can also understand that the consumer is a 

genuine buyer and is not any person who is indulged in malpractices and is just creating bogus purchases and 

creating a lost to the seller. 

 Information about the contract 

 Everyday we order online through any online website after the completion of the order we always receive an 

email or and a text message in our meals and SMSs about the conformity of the order this makes the process of 

trusting the seller a bit more easier the confirmation that is given by the seller contains the information 

acknowledging that the order has been accepted by the seller and should provide with the information regarding 

the expected delivery of the product these confirmation should be such that are printable and it is possible to 

store will in an electronic form. 

4. Fair contracts 

 it is not possible for every consumer to understand the terms and conditions that are legally binding the 

consumers as well as a sellers does they are poorly equipped to understand the significance of search terms and 

contracts most of the time are in fact 99% people do not read the terms and conditions of the contract that are 

provided by the seller in where the person has to click on the I agree button. the search consumers rely upon the 

legal system to protect them from such an fair contracts that is post on them.  

There are many Complex legal clauses that a contract contains for example the choice of forum clauses the 

exclusion Clause is that a consumer may struggle to understand as a result they do not read the terms and 

conditions of the contract that they enter.  it is for this sake that the consumer protection act has been created for 

the consumers to protect them against any miss happening against them.  it is created to protect the interest of 

the consumer. 
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5.   Unconscious conduct regulated adequately 

 the unconscious Mabel conduct by the sellers must be adequately protected and regulated for the consumers a 

lack of power off negotiating with the terms of the of the seller is a matter that is a rising almost every time it 

should be seen that the sellers do not use such processes or sales that can confuse a consumer into accepting 

those and reasonable terms and conditions. Consumer should be aware of his rights and that should contain a 

special rules box that protect the legal capacity of the consumer as that against of the seller. 

6.  Product quality and suitability adequate regulation for them 

the sold products must meet adequate quality and safety standards if the consumer mentions the purpose for 

which the product has to be used then the easily should only deliver the product if it is suitable for the purpose 

so described by the consumer also the products must be correspondent with the description that is provided by 

the retailer and should not be of some other terms. 

7. The policies for cancellation / return / refund 

 The cell you should provide information to the consumers for the cancellation comma return, refund policy that 

can help the consumer to cancel / returns / refund for the product that the consumer has ordered it should also 

include the time and should describe the available cancellation or return policies that can be made by the 

consumer.  if there is an option of no cancellation / return / refund then it is the duty of the seller to provide 

with such information prior to the completion of the transaction by the consumer.  for example in cases of 

buying Lingerie online it is clearly mentioned by the sites that there is no option of returning or exchanging of 

the product so purchased. 

8.  Creating dispute resolution and redressal forums  

an E-Commerce consumer should be provided with some access to the justice for the wrong done to them.  the 

justice must be fair transparent easy to use and should have efficient methods of dispute resolution as it includes 

even cross border E-Commerce disputes and disputes between places that are far from each other the system 

should provide a remedy that is inexpensive and is passed in nature because of justice  delayed is justice denied 

it should include an access to an alternative dispute resolution mechanism and the handling of the internal 

complaints the internal complaint handling means that an in-house dispute resolution platform should be made 

for a consumer so that they can easily resolve their complaint through the dialogue boxes or talking to the 

service providers as early as possible this helps the consumer to understand the problem and to get an answer to 

the question.  

 the alternative dispute resolution forums should include the online dispute resolution system that facilitates in 

the resolution of claims about The E-Commerce transaction with the special attention to the low value all of 
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that of the cross border transactions because these are the problems that are not handled properly by any 

consumer redressal forum the government should work towards creating such consumer organisations or other 

such self regulatory authorities that can easily handle the consumer grievances of those consumers who are 

competent or who are not that competent to take an action understand obtain and facilitate the consumer 

redressal.  

V. PREVENTIVE MEASURES FOR THE CONSUMERS 

After discussing everything in detail about the protection of consumers rights in cyberspace we can come to the 

discussions of the lacunas that can be filled in this context. 

Bringing crimes against e-consumers in the Ambit of Cyber crimes 

 One important thing that can be done in context of protecting the rights of the consumers is that connecting the 

cybercrimes with that of the crimes done against the consumers together.  as of now there is no mention about a 

crime done against the consumer in the  listed cyber crimes. we can frame a legislation that will connect these 

two crimes together.  as of now if there is any crime or a miss happening happened to a consumer he cannot 

take the advantage of the IT Act,2000  to seek redressal for the same.  One can only apply provisions of 

consumer protection act, Contract Act, certain provisions of Specific Relief Act,  one can cover cases through 

tortious liabilities against the manufacturer. 

Does we can see there is no provision for any wrong done to consumer in cyber crimes. 

 we should bring wrong such as wrong product delivered,  accepted the money but not delivered the product,  

deficit services provided etc in the Ambit of Cyber crimes. 

Creating a special redressal courts only for crime against e-consumers 

 as we know the use of internet is increasing day by day to such great extends that cannot be measured easily 

thus there is a very important need for creation of redressal Court that is specially only for delivering justices to 

the wrong done against the consumers.  Nowadays 80 to 90% of the Urban population uses the online websites 

to order goods and services. Thus one should have Redressal Court for speedy justice in this fast paced world. 

Providing proper definitions to the terms 

A proper definition to the terms such as e-commerce, e-consumers,  should be provided along with a proper 

legislation on the jurisdictional issues providing a common dispute resolution system. and all the other 

definitions that are needed in the case of e-commerce. 
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VI. CONCLUSION 

Now there is a major shift of the economy that focuses majorly on tangible buying of the girl to that of the 

intangible once.  Now the world is moving from the focus of physical manufacturing of goods to a new 

economy that concentrates more on the information and the knowledge than anything.  Here is the importance 

of Electronic Commerce or e-commerce as we call it. 

The E-Commerce brings a very tough business competitions among the various sellers and that creates the need 

for new marketplaces,  the transactions here are faster,  the growth of the technology is much Rapid.  The E-

Commerce can be generally termed as” a system or a method of conducting business through electronic media 

rather than through conventional physical means”.  this type of business is much preferred over the 

conventional methods as it is very convenient can be done from anywhere either when you are sitting at home 

or in the office are from anywhere else just with the need of few clicks.  the products are easily accessible and 

the transactions between the retailers and the consumers can be done easily.  The E-Commerce has made the 

cross border transactions so easy that it was previously unimaginable. 

Today, the E-Commerce is largely affecting all sorts of businesses. the electronic business not only helps a 

consumer to buy good or a seller to sell his goods but also helps in supporting and giving services to the 

consumers.  there is a rapid increase of the consumers that appear on the internet than that of those going for 

offline purchases.  in a very short span of time within seconds The  online websites Can attract numerous 

consumers at one go does it has become a very big market for almost all the growing firms.  the internet has 

changed the game plan so much so that majority of the business activities are now carried out online. 

As of now the rights of a consumer are provided in the consumer protection act 1986 but there is no such 

discussion about the electronic consumers in the Act there is a very important need for the legislators 2 frames 

at loss Where The Eagles humans can find the place in these acts. 

A physical consumer and an e-consumer is very similar in nature in a theoretical way but they are very different 

from each other in the way of operation and enjoyment of the services as the nature and the mode of the 

business is entirely different.  there are few unique practical issues like determining the place of business is that 

the jurisdictional issue or a non availability of an online common dispute  redressal system is  still a question.  

This problem of non availability of such a common dispute  redressal system is covered by many scholars and 

has gained a huge consideration even from the policy makers and now it is the duty of the government to 

frame  such  laws  that can help The E-Commerce and their consumers. A review of the existing frameworks as 

of now has failed to address the needs of the consumers.  the acts cannot protect the rights and then frenchman 

done to The E-Commerce and their consumers in the present scenario. the term of a consumer means any 

person who buys or purchases any goods or services and give some consideration in exchange of that does this 

term excludes the term II consumer and also  excludes the intermediaries or the isp’s from the term.  

It is true that there are various ancillary loss that indirectly protect consumers but now with the growing of the 

internet consumers at such a high rate it is a very important need to frame a  comprehensive legislation That can 

protect the needs specifically and exclusively of that of any consumer and all of his or hers online transactions. 

There is a demand for a user-friendly law which provides the protection to the consumer at the time of the 

transaction as well as after the transaction cases. 
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However this does not mean that a consumer himself should not be aware of his right and his duties and it is 

only the duty of the legislators to frame laws to protect their rights.  as discussed before a consumer should be 

well informed and well aware about the product or the contract that he or she is entering into.  the consumer 

should read all the terms and conditions so provided by the seller carefully and only then indulge in accepting 

the conditions.  

Thus going through all the above discussed cases it is very evident that there are not much cases available 

regarding cyber laws. And when we talk about a consumer’s protection in the cyber world there are a very few 

or near about none cases that refer in that direction. 

We can combine the sections from the consumer protection act, specific relief act, sale of goods act and 

information technology act and make use of those sections to overcome the wrongs done to a consumer. 

But we definitely need some amendments and special mentioning of consumers in the IT act so that there is a 

said fixed provision available. 

After going through all the types of e-commerce crimes and judicial pronouncements one can easily make out 

that there is no specific provision for infringement of rights of a consumer. If the rights of a consumer are 

violated in the cyber space there is no fixed provision that can be applied directly but we have to take a mix of 

various provisions of the various acts to bring it under one umbrella. There is a very vital need of amendment of 

the consumer act as well as the information technology act to bring the infringement of the rights of a consumer 

under the ambit of cyber-crime. 
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