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I. INTRODUCTION 

With the growth of internet, the trade mark law met with the issue of new type of trade mark infringement that 

are committed on the internet by way of „cyber- squatting‟ or „domain grabbing‟; key word advertising and the 

problems that the omnipresence of the internet poses to the principle of „territoriality‟ of the trade mark law.
1
 

The trade marks are distinctive signs whose pivotal function is not only to identify the product but it also serves 

as an indication of the source for the consumers. The trade mark law protects the interest of the traders and the 

consumers‟ altogether. It is generally seen in the sphere of E-commerce that unfair trading of trade mark 

usually takes place whereby the cyber- squatters who has no legitimate interests in the domain name and 

usually in bad faith, registers the domain name which is identical or somewhat similar to the trade mark of the 

proprietor,
2
 for example, where some unrelated party registered www. penneys.ie. Hence, the online consumers 

have no assurance as regards to the reliability to the source from which they are buying and what actually they 

are purchasing except for the domain name.
3
 The problem of cyber- squatting arose in late nineties in which the 

traditional trade mark action involved the use of the trade mark in the course of the trade. When there was no 

UDRP, some of the English courts inferred that the cyber squatters were making use of the trade mark as they 

were abusing and taking undue advantage by extorting money from the trade mark owner who did not get his 

domain name registered. The traditional cyber- squatting involved passive use of the trade mark where the 

defendant replicated the trade mark in the domain name with the purpose of selling it to the trader or the 

competitor. But now, it involves much more active use as the cyber squatter takes the domain names which 

usually corresponds to the trade mark of the plaintiff with an intent of selling counterfeit goods or legitimate 

goods by inducing the consumers to the website by using the complainant‟s mark. In the beginning, the judges 

relied on the traditional trade mark principles in resolving domain name hijacking issues where the defendants 

were known and present in the plaintiff‟s jurisdiction. There arose cases where the defendant was not present in 

the same jurisdiction as that of the plaintiff and in certain cases the defendants was anonymous too. Therefore, 

in these cases the traditional approach of trade mark action did not fit in. And also, the traditional jurisdiction 
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principle is not applicable now as the internet is borderless and the website is accessible from everywhere 

therefore any court of the world can have the jurisdiction.   

II. DOMAIN NAME DISPUTES 

Cyber- Squatting and Uniform Dispute Resolution Policy: 

The domain names are divided into two major categories namely: generic top- level domains (.com, .org) and 

country code top- level domains (.ie, .uk).The former is regulated by the Internet Corporation for Assigned 

Names and Numbers (ICANN) whereas the latter is administered by the national authorities.
4
 In order to deal 

with an increase in domain name related litigation/ disputes (particularly cyber- squatting), the ICANN 

instituted the Uniform Dispute Resolution Policy on 26
th

 August, 1999 which is a non- binding, alternative 

dispute resolution policy aimed to resolve the disputes between the trade mark proprietor and the domain name 

holder.
5
 The administering bodies which are responsible for managing the particular domain names such as 

World Intellectual Property Organization,
6
 IE Domain Name Registry Limited

7
 and Nominet

8
 are governed by 

their own dispute resolution methods. All these bodies follow similar procedures whereby the complaint is filed 

online and there are no pleadings and hearings.
9
 When there is an objection by the complainant related to 

registration, the ICANN registration terms and conditions foist an alternative dispute resolution system. The 

ICANN has adopted the Uniform Domain- Name Dispute Resolution Policy which applies to all the generic 

top- level domains on the first come- first served basis. The UDRP does not deal with all kinds of internet based 

trade mark disputes as such it is only applicable to the cases where there has been a use of trade mark in the 

domain name. The complainant can seek assignment or cancellation of the domain name under the UDRP on 

the basis that the domain name is identical or similar to a trade mark or service mark of the complainant;
10

 the 

applicant neither have any right or legitimate interest in the domain name
11

 and the domain name has been 

registered and used in bad faith.
12

 Firstly, the claimant (it could either be a trade mark owner or licensee) is 

required to establish that he has a right to the mark and there lies confusion with it. That right might arise 

through protection of goodwill (in case of passing off and unfair competition) or by registration of the mark. 

The claimant is likely to succeed where circumstances such as unfair competition and passing off can be shown 

to persist. As the internet is borderless, some of the panellists consider that there is a relevant danger of 

                                                           
4
 Glen Gibbons, Trade Mark Law (2

nd
 edn, Clarus Press2016) 

5
 Jessica Sganga, op. cit, p. 307 

6
 For domain names concerning „.com‟  

7
For domain names ending in „.ie‟ (which was previously been administered by the UCD)  

8
 For domain names concerning „.uk‟ 

9
 Amanda Michaels & Andrew Norris, A practical guide to Trade Mark Law (5

th
 edn, Oxford University Press 2014) 272 

10
Article 4 (a) (i) of the Uniform Domain Name Dispute Resolution Policy 

11
Article 4 (a) (ii) of the UDRP 

12
Article 4 (a) (iii) of the UDRP. 



www.ijlmh.com                        ©2018 IJLMH | Volume 2, Issue 1 | ISSN: 2581-5369 

International Journal of Law Management & Humanities Page 3 

confusion whereas some other consider it as incredible.
13

 The second condition that the complainant is required 

to prove is that the respondent has no right or legitimate interest. The UDRP states that the defendant can make 

a defence
14

 by showing that he has used or made genuine preparations to use the domain name for a genuine 

website; he/ it (individual, business or organisation) is commonly known by the domain name and he is making 

a legitimate fair and non- commercial use of the domain name without any intention to have commercial gain, 

divert the internet users or tarnish the complainant‟s mark. Thirdly, the complainant is required to prove that the 

bad faith existed both at the time of the registration and use the domain name. It includes circumstances where 

the domain name has been acquired for the purpose of selling it to the complainant or the competitor for a 

consideration in exceeding out- of- pocket costs; registering the domain name so as to disrupt its business and 

precluding the complainant from reflecting its mark in that particular domain name and registering it for the 

sake of diverting the internet users to the website of the respondent by creating a likelihood of confusion.
15

 If 

the trade mark proprietor is not able to establish bad faith on the part of the domain name holder, it will be safer 

option to start proceedings in the IPEC.
16

 Article 4 (k) provides a limitation period of ten working days to start 

a court litigation. Also, the criteria of establishing bad faith in domain name cases is quite different to the trade 

mark concept of bad faith. In Kaspersky’s case,
17

 it was being held by the arbitrator that the domain name 

holder who was a re- seller of software in a competing company did use the domain name in a bad faith by 

taking “predatory advantage” of the trade mark proprietor‟s name and mark in order to divert internet traffic to 

the website which is directly competing with that of the complainant. Similarly in Cath Kidston’s case,
18

 it 

was held that the registration as well as use of the website „www.cathkidson.ie‟ amounted to bad faith. The 

arbitrator held that the trade name- CATH KIDSTON is unique, non- descriptive which represents the 

complainant‟s brand and the founder‟s name. The arbitrator concluded that the registration was effected for the 

very purpose of targeting the trade mark. The arbitrator in ASOS PLC’s case,
19

 observed that an evidence of 

use of the “As seen on Stars” mark was being submitted by the domain name holder but still this evidence was 

de minimis and also the domain name holder was aware of the ASOS‟s mark of the complainant. In Lifestyle 

Management’s case,
20

 Edwards- Stuart J granted relief to the plaintiff on the ground that the websites of the 

defendant contained material that defamed the plaintiff. The remedies that are available under UDRP to the 

complainant is either transfer of ownership of the domain name registration or cancellation of registration of 
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domain name holder.
21

 The advantages of UDRP Administrative procedure is that it provides the faster, cheaper 

and efficient way to resolve the dispute as the procedures are informal as compared to litigation. The decision 

makers are experts in varied field and it is international in scope as it serves as a single mechanism for resolving 

the dispute irrespective of the location of the registrar, domain holder or the complainant. It also provides that 

the complainant can proceed against an anonymous defendant even if he is located on the other side of the 

world. Despite of various advantages, the policy is seen to be pro- complainant and there have been issues 

regarding the consistency of decision making.
22

The other disadvantages includes: Domain names                                                                                                                                                                                                                                                                                                              

are registered on the basis of first come, first served and if the domain names are similar, in internet terms 

single digit can make it different. And also, it is not necessary that if the domain name holder is not using the 

domain name it could be inferred that he is a cyber- squatter as domain names are being used by non- traders as 

well.
23

 The issue of reverse domain name hijacking or reverse cyber-squatting is of great concern where the 

complainant attempts to obtain a domain name by making fabricated cybersquatting claims against the 

registrant in order to oblige the registrant to suffer transfer of the domain name. 

III. TRADEMARKS USE ON THE INTERNET IN RELATION TO KEYWORD ADVERTISING 

When a search engine is used to find something by the internet user then apart from displaying the actual results 

searched for, the search engines also displays small advertisements which are known as sponsored links. It is 

the advertiser who registers the keywords so that whenever the internet user searches for a relevant term, the 

search engine displays a „sponsored link‟ to the website of the advertiser. In practice, it is also seen that the 

advertiser reserves the trademarks of their competitor‟s as their key words. The ranking of the advertisements 

on the display is dependent on various factors. In the case of Google, the advertisements quality score in a 

search engine is calculated by the click through rate, account history and prominence of advertiser‟s keywords. 

The display of sponsored link is dependent on the payment of particular fee per click amount by the advertisers. 

It provides that the trade mark proprietor may rank behind their rivalry in the display of sponsored links 

depending on their fee per click. The problem in keyword advertising arises when the search engines allow the 

advertisers to purchase keywords that are identical or similar to the registered trademarks.
24

 In Google France 

Sarl’s case,
25

 the case was referred for a preliminary ruling to the Court of Justice as the national courts found 

it difficult to deal with this issue and made different inferences (some argued that there was an trademark 

infringement by the Google and advertisers whereas some said it was not an infringement). The interest of the 
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trademark proprietor must be safeguarded as their trademark rights will be abused if the competitors are 

permitted to make use of their trademark as key words so that they can promote sales for rivalry products. 

Although, it was being held that the advertisers were making use of the trade marks in the course of trade
26

 in 

relation to goods and services as the trademark was commercially being used for financial gain in their own 

commercial communications.
27

 But the ECJ held that the Google didn‟t infringe the trade mark that were 

operating in the AdWords system because it did not use the trade mark in the course of trade as it did not use 

these trademarks to advertise their own products and services therefore it implies that it did not use in  the 

course of trade.
28

 Although Google under Article 14 of the E- Commerce Directive was entitled to have safe- 

harbour defence
29

 but the ECJ held that it would not have such defence if its role in assisting the use of 

trademarks as AdWords was active. The key finding of the court was that as the Google was not using the 

trademark, there was no infringement by the Google. The advertiser who has selected the key word of that of 

the competitor with the aim of inducing the internet users to its website had made the use of the sign which will 

constitute infringement. If the internet user can distinguish the websites of the advertiser and trademark owner 

and is clear that the sponsored link is not related to the trademark proprietor, then the use of the trademark as a 

keyword by the advertiser could be legitimate. In the L’Oreal case,
30

 the plaintiff filed a case against eBay 

claiming that eBay had infringed the trademark when it purchased the keywords corresponding to the plaintiff‟s 

trademarks from the Internet referencing services. The court ruled that where the defendant made use of 

keywords corresponding the plaintiff‟s trade mark to promote its own service that won‟t amount to use in 

regards to identical goods and services whereas, the defendant uses the keywords to promote its users‟ postings 

in regards to identical goods and services. The court observed that when an auction site permits its customers to 

display signs corresponding to trademarks on its websites, it does not use the signs as it is the use by the 

customers. The service provider‟s liability is limited as regards to hosting third party information under Article 

14 (1) of the E- Commerce Directive. Whereas, when the service provider plays an active role as such when he 

has the knowledge or control over the data regarding offers for sale then it cannot be exempted. In cases where 

the operator was having knowledge that the online offers for sale were illegitimate and failed to act 

immediately to remove the information then he cannot rely on the exception as well.
31

 It places a heavy burden 

on the operator to inspect the content of user‟s postings.  
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IV. CONCLUSION 

The growth of the internet has posed several issues with respect to the trade mark law in regards to the 

registration of a domain name as a trade mark (domain grabbing), use of the trade marks in connection with 

keyword advertising and the problem of applying the traditional principle of territoriality to the trade mark 

rights that are infringed on the internet. Taking domain names which corresponds to the trade mark (whether 

registered or unregistered) is the main reason for the disputes arising over the ownership of domain names. The 

trademark owner who owns the mark physically would prefer to own it on the internet as well. The UDRP 

which is a sui generis alternative dispute resolution system has been successful in meeting all the challenges 

posed by the internet. UDRP has overcome the lacunas of the traditional trade mark actions. Although internet 

is global whereas the trade mark law is specifically territorial. Therefore, when the trade marks rights are 

infringed on the internet, applying the traditional principle of jurisdiction becomes problematic which 

recognizes the territorial location of the infringement.
32

 The UDRP has also facilitated in resolving this problem 

of jurisdiction as the complaint is made online and there is no physical/ oral hearings. Despite of disadvantages, 

UDRP is the fastest, cost effective and the efficient mode of solving the trade mark related issues. 
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