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ABSTRACT: 

Media is a tool for spreading positive propagandas and morale as an awareness outreach to a large population but what 

it is, is a communication which has the power of persuasiveness.  Terrorism is wide spread and is used a mechanism for 

the rebels to threaten the security of the opposition, to this concerning issue media also aids in different forms such as 

social media. The followers are able to read and understand the motive and propaganda of the terrorists through any 

posts or a blog in social media: training and recruitment occurs mainly through the communication that media grants. 

The study and the objective of this project is to understand how to reduce the impact of terrorism through social media, 

whether it would violate the Freedom of speech under Art.19(1) of Constitution of India, Whether other Countries like 

US, UK and Europe have opted for a policy or a procedure to curtail the communication of terrorism through social 

media. The purpose of this paper is to emphasize that media also contributes to the fear, risk and uncertain future of the 

peers of social media and is influential to the non-users. This article would be a doctrinal based research. There are 

various methodologies used in this article including Content Analysis Method with secondary data collection from books 

and articles. The methodology that is being adopted in the said project is purely doctrinal in nature. The research is 

completely relying on primary resources such as statutes and also secondary resources such as notices, commentaries 

and various books of eminent authors have been referred and cited. The said research paper also has a high reliance on 

the study articles and other works of eminent universities/colleges and also websites have also been referred. 
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I. INTRODUCTION 

States are entrusted with the duty to protect the rights of the citizens as well as protect them from any harm or 

societal influence of mass destructions. Media is the new popular cultural mechanism through which 

persuasiveness occurs, it is an essential part of democracy and it is essential for bringing awareness about the 

nation‟s news, for gathering accessibility and availability of communication. Art.19(1) (a) of Constitution of 

India guarantees freedom of speech not only to the citizens about also to the forum of mass media. Media not 

only includes TV, Radio but all form of electronic communication, one major field which is prevalent and 

popular is the social media
1
. Various forms of communication take place through videos, blogs, texting, news, 

articles, pictures; social media is the platform to rely on for timely information, for fast spreading of data and 

sometimes accurate information to the public, even the government had moved to E-governance. Media is a 

tool for communication and is platform for wide range of people to connect, it is now become a tool which is 

impossible to survive or grow without but in the wrong hands the social media can lead to destruction of a 

nation. 
2
 

                                                           
1
UNODC, Incitement to Terrorism through the Media: UNODC organizes workshop on anti-terror law for Journalists, Security 

Agencies. 
2
Narula S, Jindal N, „Social Media, Indian youth and Cyber Terrorism Awareness: A Comparative Analysis‟(2015) J Mass 

Communication Journalism5:246 <https://www.omicsonline.org/open-access/social-media-indian-youth-and-cyber-terrorism-

awareness-a-comparative-analysis-2165-7912-5-246.php?aid=40289> accessed 12 September,2019. 
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Social media is a platform in which the netizens participate, communicate using the facilities available in the 

virtual reality. With technological development and globalization, the dynamic value of the social media has 

impacted and improved the life of the netizens to better. With click of one button any obscure character can 

become a star, it has been useful for even a political campaign-spreading good news, the act of kindness etc., 

but now it strikes as a realization that even terrorism could be involved, the dangerousness can be pondered 

over
3
. Transmission of messages in the form of social media is so prevalent that terrorism can be sprouted. ISIS 

propagandas have been very impactful that many people of age 18-25 have joined the mass terrorist gang, 

mostly the target was for the people who have been affected by the racialism in social media. The target group 

of young generation are affected mostly by the activities of the terrorist by rapid spread of messages, the radical 

ideologies, the know about of making a bomb is so evident in the internet.   

II. TERRORISM 

Terrorism is used as a term for the activity of turning the citizens against themselves, intentionally through the 

form of violence, majorly for political purposes rather than for personal influences
4
. It creates a fear among the 

public bringing chaos and tear the peace. There are different forms of terrorism, one such is cyber terrorism. 

Cyber is any electronic means of communication, terrorism denotes the violence that is triggered by some 

against the government causing fear among the people. 

"[T]errorist means any person who with intent to overawe the Government as by law established or to strike 

terror in the people or any section of the people, does any act or thing by using bomb, dynamite or other 

explosive substance or inflammable substances or firearms or other lethal weapons or poisons or noxious gases 

or other substances (whether biological or otherwise) of a hazardous nature, in such a manner as to cause or as 

is likely to cause, death or injuries to any person or persons or damage to or destruction of property, or 

disruption of any supplies or services essential to the life of community."
5
 

The Supreme Court of India in the case of Hitendra Vishnu Thakur v. State of Maharashtra
6
:  

Cyber terrorism uses different mechanism of persuasiveness in controlling a mob, that is social media. It will be 

an understatement if it is said that virtual world doesn‟t affect the real world much. The virtual world has turned 

and impacted the life in reality that it is almost impossible to not be without it. Now education system has 

changed to smart class systems with ppts, movies etc., terrorism is a form of cyber-crime which can be done 

internally and externally as well, it is motivated to attack a target, a goal to be reached. Cyber terrorism 
                                                           
3

Jean-Paul Marthoz, „The Terrorism Story-Media learn the hard way from their own mistakes‟(EJN) 

<https://ethicaljournalismnetwork.org/resources/publications/trust-ethical-journalism/terrorism> accessed 12 September. 2019 
4
Commissioner of Human Rights, 'Misuse Of Anti-Terror Legislation Threatens Freedom Of Expression' (Council of Europe 2018) 

5
Ministry of External Affairs, „Terrorism and the law-I‟ (Government of India,2002), The Indian National Security Guard Act, 1986 

under Sec.'Terrorist' and is also defined under Section 3(1) of the Terrorist and Disruptive Activities (Prevention) Act, 1985, (TADA).  
6
[1994] 4 SCC 602 
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ultimately is something which affects the security of the public and the nation by compromising and influencing 

the mob to dangerous attacks.
7
 

III. MEDIA IN CYBER TERRORISM AND RIGHTS 

With wide spread of terrorism through online mediums and probing the mobs using certain speeches against the 

government which can also qualify as sedition, state is pushed to the extent of restricting fundamental freedoms 

which are guaranteed to the public in reasons of protecting public order and restoring peace. Terrorism not only 

constitutes violence against public but is also terrifying against the human rights and affects democracy.
8
 

One right charters and regulations which come to the mind is the UN Charters that govern the international 

arena. UDHR especially expresses with regards to the freedom of speech and expression to everyone, but one 

which is quite relevant to the media and its activities would be Art.19 of UDHR which states: “Everyone has 

the right to freedom to opinion and expression; this right includes freedom to hold opinions without interference 

and to seek, receive and impart information and ideas through any media and regardless of frontiers”
9
. Even 

though the right is very wide in scope, the UDHR also recognises the rights of the government and the 

observation of limitation of right by the people under Art.29, Paragraph 2 of UDHR which states “In the 

exercise of his rights and freedoms, everyone shall be subject to such limitations as are determined by law 

solely for the purpose of securing due recognition and respect for the rights and freedoms of others and of 

meeting the just requirements of morality, public order and the general welfare in a democratic society”
10

.  

Firstly,The limitations can be put forth by the state in curbing the human right only as “determined by law”. 

Secondly, it is incumbent upon the government officials of the domestic land to give reasonable rationale for 

restricting the rights, 1. It must be benefitted for groups or society as a whole, 2. Welfare of the public is utmost 

Importance along with public order, morality
11

.  

 2.1. Constitutional rights of speech and expression of media:  

Art.19(1)(a) restriction:  

Freedom of Speech and Expression is essential part of one‟s rights as it gives the people to express their 

feelings without the curb from the government, unfettered with any fear participate in economic,social and 

                                                           
7
Ibid., 

8
Muham mad Deri Laksamana Putra, New Media and Terrorism: Role of the Social Media to Countering Cyber Terrorism and Cyber 

Extremism for effective response,(2016) SSRN.  
9
 See also, European Commission of Human Rights,1953,Art.10, International Convention on Civil and Political Rights, Art.19; 

'OHCHR | Freedom Of Opinion And Expression - International Standards' (Ohchr.org, 2019) 

<https://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/Standards.aspx> accessed 12 September 2019. 
10

Paust, Jordan J. (1978) "International Law and Control of the Media: Terror, Repression and the Alternatives,"Indiana Law Journal: 

Vol. 53 : Iss. 4 , Article 2. 
11

Ibid 
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political happenings of the country. The media as mentioned above is used for retrieving and knowing 

information from the publications, speech and expression is the utmost liberty granted to the citizens. Even 

though freedom of press is not explicitly mentioned in the constitution of India, it is given under the implicit 

purview of freedom of speech and expression under Art.19(1)(a) of the Indian Constitution. Dr.Ambedkar in 

the Constitutional assembly debates clarifies that there need not be explicit provision for the media, they will be 

treated like individuals of the country.  

Express Newspapers (Bombay)(P)Ltd., v. UOI
12

: “In today‟s free world freedom of press is the heart of social 

and political intercourse. The press has now assumed the role of the public educator making formal and non-

formal education possible in a large scale particularly in the developing world, where television and other kinds 

of modern communication are not still available for all sections of society. The purpose of the press is to 

advance the public interest by publishing facts and opinions without which a democratic electorate 

[Government] cannot make responsible judgments. Newspapers being purveyors of news and views having a 

bearing on public administration very often carry material which would not be palatable to Governments and 

other authorities.” 

Grounds for restrictions:  

To maintain and preserve the integrity and security of the nation it is an absolute necessity to restrict the 

absolute grant of freedom of speech and expression. This now bars everything that is against the government 

for example, Sedition.Art.19(2) of the Constitution of India permits reasonable restriction by the government on 

the following grounds.  

1. Security of the state: Security of the state is of vital importance to the government as they have the duty 

to safeguard the public from chaos and fear, any incitement, any advertisement, any mode of publication 

be it art, photography which incites terrorism directly or indirectly straight away attracts this provision 

and the government can restrict the freedom of speech and expression. 

2. Public order: it not only deals with the maintenance of law and order, but with peace, safety. Leads to a 

disturbing situation, causes violence, and disturbs the state of affairs in which the people can‟t even lead 

their normal life
13

.  

 Afzal Guru Case:  

                                                           
12

[1986] AIR 872;Dheerajendra, Freedom of Speech and Expression, India v. America-A Study, (2007) Vol.3, Issue.4; see also, 

Miami Herald Publishing Co. v. Tornillo, [1974] 418 U.S. 241; Hamdard  Dawakhana v. UOI, [1960] SC 554; Indian Express 

Newspapers v. UOI,[1985] 2 SCC 434; Bennet Coleman &Co v. UOI,[1973] SC106. 
13

It is equivalent to the sedition laws under Sec.124A of IPC which curbs the right of the media from posting anything against the 

government which may induce the citizens to go against the state, thereby affecting the security of the state.Law Commission of India, 

Hate Speech, Report No267, (Government of India 2017); See also, The Code of Criminal Procedure,1973,s.95; The Seditious 

Meetings Act,1911, The Unlawful Activities (Prevention) Act, S. 2(o) (iii). 
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26/11 Mumbai attack can‟t be taken back nor can it be forgiven, one of the main reasons for the spread of 

terrorism and cooperation from certain people from our state was through communication through online 

mechanisms, where 10 Pakistanis communicated through satellite phones for around 10 days there was lack of 

technological developments to track them, they were using the live television coverage of the state response to 

pass the messages and spread the news of terrorism
14

. It is no secret that the telecommunication system has to 

improve to track down the terrorist groups and stop the access to the people of India for the security of the state 

and public peace which is inclusive of safety.
15

 

IV. ANTI-TERRORISM LAW 

UK: 

The Counter Terrorism and Border Security Act,2019 is the new law which curbs the freedom of the expression 

guaranteed by the Constitution to the people and there had to be several amendments along the way, the new 

law criminalized the publication of pictures: let it be a clothing, symbols, text or even a creation of a flag that 

amounts to a reasonable suspicion. Publication of the same can be anywhere which also includes social media
16

. 

In addition to this there is yet another clause which states that to watch or access any information that may lead 

a person to commit the act of terrorism will amount to a crime and there will be a penalty for the same.
17

 The 

dilemma included that even of the person sits by and watches the online content he will be punished. The 

change was made after the parliament considered the violation to freedom in the law draft, so it paved way for 

the academic purposes as an excuse for using the materials online
18

.  

It is drafted in such a way that ultimate power rests upon the border offices, that in case of suspicion or non-

suspicion if a person does not answer to the officers it will amount to a crime. this includes the right of attorney 

being compulsory waived for the first one hour of the questioning. There is a fear among the people that it may 

lead to having too much concentration of power, maybe leading to discrimination while handling the power  

                                                           
14

Dhaval Bhatt, 'Securing India‟s Cities: Remembering 26/11, Learning Its Lessons | ORF' (ORF, 2019) 

<https://www.orfonline.org/research/securing-indias-cities-remembering-2611-learning-its-lessons-53066/> accessed 12 September 

2019. 
15

Desk, 'Handlers Asked 26/11 Pakistani Terrorists To Identify Themselves As Hyderabad Residents' (India Today, 2019) 

<https://www.indiatoday.in/india/story/26-11-attackers-pakistani-handlers-hyderabad-mujahideen-1396371-2018-11-26> accessed 12 

September 2019.  
16

Index Censorship, '“Reckless” Counter-Terror Bill A Threat To Academic Research' (Index on Censorship, 2019) 

<https://www.indexoncensorship.org/2018/09/reckless-counter-terror-bill-a-threat-to-academic-research/> accessed 12 September 

2019.See also, Index Censorship, '“Reckless” Counter-Terror Bill A Threat To Academic Research' (Index on Censorship, 2019) 

<https://www.indexoncensorship.org/2018/09/reckless-counter-terror-bill-a-threat-to-academic-research/> accessed 12 September 

2019.  
17

'New UK Counter-Terrorism Law Limits Online Freedoms' (EDRi, 2019) <https://edri.org/new-uk-counter-terrorism-law-limits-

online-freedoms/> accessed 12 September 2019 
18

'Counter-Terrorism And Border Security Act 2019 — UK Parliament' (Services.parliament.uk, 2019) 

<https://services.parliament.uk/Bills/2017-19/counterterrorismandbordersecurity.html> accessed 12 September 2019.  
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with arbitrariness on mere suspicion
19

.  

India: 

On 25
th

 July,2019 the Lok Sabha passed the  Unlawful Activities (Prevention) Amendment Bill 2019, to 

guarantee the internal security of the nation. In the lower house however there was dissent with certain 

walkouts but with sheer majority the bill was passed. With special provisions to deal with the terrorism and 

terrorist activities, the bill was brought forward to amend the Unlawful Activities (Prevention) Act,1967. It 

deals with something that fosters terrorism in India, sometimes laws can be misused to prevent the citizens from 

doing something that they are free to do, for example: posting a comment which maybe rebellious would 

amount to hate speech. The amendments to the Act redefines the concept of who may commit terrorism, which 

also includes that if an organisation is part of something which promotes otherwise involved in crime, it is also 

applicable for individual.  

The bill also puts the fact that the NIA which is the National Investigation Agency can get hold of the property 

and seize it for what is suspected to be terror cases. This can be done by the prior approval of the DGP. The 

AIMIM MP Asaduddin Owaisi opposed this by saying that howan the central government seize property, it is 

violation of federalism and rights guaranteed to the people.
20

 

P.Chidambaram, Congress leader and MP said that the Anti-Terror Bill contains a provision which states that 

“If the central government believes that an individual is a terrorist, then there will be no FIR or charge sheet, or 

a trial in a court, before he is labelled a terrorist” this is a step towards a hopeless constitutional grant, and it is 

an excess power that is granted to the central government.
21

  

Many are in opposition of the Bill considering it to be draconian in nature, as it may claim any person as 

terrorist with wide discretion for example, if a person destroys a building, misguiding people with different type 

of propaganda and if it seems like a terrorism act, they can bring the person to question.  

The opposition is also due to the fact that there will be no legal justification for the same, as they can apprehend 

the person suspected and keep under Judicial Custody for 180 days which is more than the usual 60-90 days. 

The police custody is extended to 30 days instead of 15 days. The Bill violates many Constitutional Principles 

                                                           
19

'UK Counter-Terrorism Law Would Restrict Freedom Of Expression - Edri' (EDRi, 2019) <https://edri.org/uk-counter-terrorism-

law-would-restrict-freedom-of-expression/> accessed 12 September 2019.  
20

Shaswati Das, 'Lok Sabha Passes Anti-Terror Bill Amid Opposition Concerns Over Misuse' (https://www.livemint.com, 2019) 

<https://www.livemint.com/politics/policy/lok-sabha-passes-bill-in-boost-to-anti-terror-laws-1563964089878.html> accessed 12 

September 2019.  
21

Shaswati Das, 'Parliament Clears Anti-Terror Bill' (https://www.livemint.com, 2019) 

<https://www.livemint.com/politics/policy/parliament-clears-anti-terror-bill-1564735418736.html> accessed 12 September 2019. 
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such as federal status one among them is free use of media, and has restrictive speech and expression as per 

Art.19 of Constitution of India
22

.  

V. SUGGESTION AND CONCLUSION 

It is clear that terrorism is very much a threat to human lives and the human rights of the citizens in a 

democratic society. An incumbent duty prevails over the Government of a state to protect and restrict any form 

of rights for the ultimate security of the nation. But, this duty has also have to have a reasonable limitations free 

from arbitrary discretionary police control in the view to uphold the human rights, as well as the constitutional 

right. The balance can be got through this form:  

1. There must be precision of the law that is to come to force, it must be clearly defined and stated 

reasonable so that there are no constitutional or human rights violated. The media should have a filter, to 

which degree/extent it is reasonable to post.  

2. Only in case of violation of Art.19(2), the Art.19(1)(a) should be restricted. The inspectors of the 

terrorism if they find a necessary or direct connection of a post in social media, the rationale for enquiry 

should be given along with the legal justification for custody.  

3. The Anti-Terrorism Law should not interfere with the already existing rights of the media, i.e., 

imparting information of facts to the public.  

4. After the enquiry, if the person is called for legitimate criticism they must be immediately released.  

The media rights under Art.19(1)(a) will be protected to the ultimatum provided there are no hindrance to the 

public or the safety of the nation, since terrorism can make or break the nation into two. Any form of terrorism 

activity, either promoting or directly communicating will be subject to removal and the government has the 

power to invoke Art.19(1)(a) of Constitution of India. 

  

                                                           
22

'India‟S Opposition Fiercely Opposes „Draconian‟ Anti-Terror Law' (The Irish Times, 2019) 

<https://www.irishtimes.com/news/world/asia-pacific/india-s-opposition-fiercely-opposes-draconian-anti-terror-law-1.3971923> 

accessed 12 September 2019. See also, 'Anti-Terror Bill Passed In Lok Sabha, Amit Shah Defends Amendments' (India Today, 2019) 

<https://www.indiatoday.in/india/story/anti-terror-bill-passed-in-lok-sabha-amit-shah-defends-amendments-1573039-2019-07-24> 

accessed 12 September 2019.  
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regards with Bill of Rights, and the rapport between both the countries, it also discusses few case laws 

on freedom of speech and expression- obscenity, freedom of press, defamation, Right to Information. 
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The author takes into factors the differences that exists between the American as well as the Indian laws 

with relation to freedom of press and its restrictions.  

4. Bhatt D, 'Securing India‟s Cities: Remembering 26/11, Learning Its Lessons | ORF' (ORF, 2019) 

<https://www.orfonline.org/research/securing-indias-cities-remembering-2611-learning-its-lessons-

53066/> accessed 12 September 2019 

The article freedom of press and the restrictions under Art.19(2) remembering the 26/11, the technology 

improvement, globalization is discussed in this article.  

The author takes into account the need for technological development and need for strict laws to curb 

the freedom of speech and expression to protect the security of the state.  


