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  ABSTRACT 
This Comment is an analysis of the usage of the Aarogya Sethu app and also checks that 

weather is there any privacy infringement in the usage of the Aarogrya Sethu app. The 

initial part of the Comment explains the concepts of the contact tracing application and the 

Aarogya Sethu app. The next part is about the Right to privacy and related case laws. The 

Comment also looks through the international application of such apps and the privacy 

laws related to the usage of such apps in foreign countries. The last part talks about the 

need for such an application in current situations, along with the discussion on the 

implementation of the application, which is followed by the conclusion part. The Comment 

in detail discusses all these above-mentioned topics and tries to find a conclusion on the 

topic of the Comment. The Comment after the discussion of the entire Concept has moved 

to a conclusion where it was understood that the idea of Contact Tracing application is an 

important part for the finding as well as controlling of the virus during the pandemic 

situation, but the thing that should be taken care is the usage of the privacy information 

that is collected during this period. The paper also offers some suggestions and measures 

that are followed by foreign countries and measures that are suggested by other 

international institutions. Thus this Comment helps to understand the topic in a brief sense 

and to provide an idea on the fundamental concept of privacy.  

Keywords: Right to Privacy, Contact Tracing Apps, Aarogya Sethu App,  Information 

Collection, Storage 

 

I. CONTACT TRACING APPS AND AAROGYA SETHU  

(A) Contact Tracing Apps 

The Concept of contact tracing application is the most important and discussed the idea in 

recent times in our world as the world is hit by a greater pandemic where the entire world is 

facing problems due to this Covid 19 pandemic where the entire people is horrified of the 

situation they are facing in this situation. Due to the genetic structure and other scientific 

reasons finding a cure for this disease had turned out to be a nearly impossible task. Due to this 

situation, we are facing in our world, the only way to prevent this spread of disease is to create 
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isolation among people and to collect an entire record of people who could be in contact and 

can lead to speared of the disease. Contact Tracing apps are one such method that is used by 

governments around the world for the collection of such information current. This is a method 

in which the government is asking the people to specifically upload an app which is developed 

by them and through which the government could collect the information of the people, thus 

helping the government on keeping the tract of people for their protection and also for many 

other purposes. Numerous methods and measures have been used by various governments for 

the creation of such apps. Each app uses various technologies and alternative measures for the 

purpose of tracking in different apps. Such apps have become a common setup in the world. 

Along with the popular usage of such apps, there were also concerns of privacy that have been 

growing up, especially on the idea of tracking such apps. Some examples of such apps are 

“COVIDSafe” of Australia, “COVID Alert” of Canada, Radar COVID of Spain etc. 

(B) Aarogya Sethu  

Aarogya Sethu is a contact tracing app that is used in India as their contact tracing application. 

It is an open-source application that is developed by the National Informatics Centre under the 

Ministry of Electronics and Information Technologies (MeitY).  

It is a mobile application that is developed for the purpose of Contact Tracing, Syndrome 

Mapping and Self- Assessment. The app uses Bluetooth it tries to identify if a Covid detected 

person is nearby. The phone used within the limit of 6 feet collects and keeps the database of 

people who are detected Covid positive, and the also collects the location information in order 

to do its main act of intimating people about the infected people around you.3 It also helps the 

people to do the act of self-assessment and stores that data in its database. It helps the authorities 

to have a record of the users’ health data.  

It was initially used in the name of ‘Corona Kavach’, which was later upgraded to create this 

new version named the Aarogya Sethu app. It also has various other uses such as providing E-

pass, Giving information about the Covid positive cases in your locality with a radius of  500m, 

1 km, 2 km, 5 km, and 10 km from the user of the application.4 

II. RIGHT TO PRIVACY 

The right to privacy is an integral part of the constitution of our country. It has been stated as 

 
3 Aarogya Setu; Wikipedia; (13/October/2020); https://en.wikipedia.org/wiki/Aarogya_Setu.  
4 Right to privacy v. Aarogya Setu app; Lexlife India; (08/May/2019); https://lexlife.in/2020/05/28/right-to- 

privacy-v-aarogya-setu-app/. 
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an integral part of the Comment 21 of the Indian constitution.5 The Comment 21 of the Indian 

constitution states that “No person shall be deprived of his life or personal liberty except 

according to procedure established by law”6 Right to Privacy has been stated as a right that is 

inseparable from the dignity of the human being. “The dignity of the individual, equality 

between human beings and the quest for liberty are the foundational pillars of the Indian 

Constitution”7 . Privacy under the Indian Constitution underlines the fact that “the ability of 

the individual to protect a zone of privacy enables the realization of the full value of life and 

liberty”8 this is the basic principle understanding behind the ideology of privacy. The courts in 

previous judgements have stated that anything that tries to breach a person’s boundary of 

individuality is considered as a privacy violation of the Right to privacy that is provided by 

Comment 21 of the constitution. The puttaswammy judgement has accepted privacy as a 

fundamental right, and the personal information along with the medical details of individuals 

also falls under this category of privacy of an individual. 

“Life and personal liberty are inalienable rights. These are rights that are inseparable from a 

dignified human existence. The dignity of the individual, equality between human beings and 

the quest for liberty are the foundational pillars of the Indian Constitution.”9 The basic 

conditions for the determining of the Right to privacy and the answer to the question of what 

is constituted as a right to privacy have also been deled in the case of Gobind v. State of MP. 

The court, in this case, has provided an opinion that: 

a) “Privacy is a concomitant of the right of the individual to exercise control over his or 

her personality.” 

b) “Privacy is the necessary condition precedent to the enjoyment of any of the guarantees 

in Part III.” 

c) “The fundamental right to privacy would cover at least three aspects - (i) intrusion with 

an individual’s physical body, (ii) informational privacy, and (iii) privacy of choice.” 

d) “One aspect of privacy is the Right to control the dissemination of personal information. 

And that every individual should have a right to be able to control exercise over his/her 

own life and image as portrayed in the world and to control the commercial use of 

his/her identity.”10 

 
5 K.S. Puttaswamy&Anr. v. Union of India &Ors, (2017) 10 SCC 1 
6 INDIA CONST. art. 21 
7 K.S. Puttaswamy&Anr. v. Union of India &Ors, (2017) 10 SCC 1 
8 K.S. Puttaswamy&Anr. v. Union of India &Ors, (2017) 10 SCC 1 
9 K.S. Puttaswamy&Anr. v. Union of India &Ors, (2017) 10 SCC 1 
10 Gobind v. State of MP (1975) 2 SCC 148 
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The above-mentioned citations and case laws clearly underlined the importance of privacy 

rights and their importance in the current judicial setup. Being considering it as a fundamental 

right, any violation of it can never be accepted and should be taken with adequate importance.  

III. CONTACT TRACING APPS IN FOREIGN COUNTRIES 

The idea of the Contact tracing app is not an isolated idea in India but is considered as a method 

that is used all around the world in more than 100 plus countries. This part of the Comment 

deals with the comparison of the Aarogya Sethu app other foreign Countries Contact Tracing 

applications. The main parts that are taken care of in questioning the contact tracing 

applications are (i) Source Code (ii) Information Collection and Storage (iii) Bluetooth and 

GPS. These are the main concepts that are being discussed in this part of the Comment. 

(A) Source Code 

Being a public app and an application that is collecting the personal information of the users 

then it is expected that such an application must have an open-source code that enhances the 

public image and also in a way solves the problem of secrecy when the apps source code is 

publically accessed to all. It should also be understood that if the government is forcing the 

people to install an app by law, then the minim formality is that is to make the code of the 

application as open source. Making a source code of an app public creates a feeling of 

transparency to the public. 

The source code of the Aarogya Sethu application is not open source, despite the government’s 

policy to make code for its apps available to the public. The app collects personal information 

from users cell phones which includes their personal data along with the user’s medical 

information. Therefore in such a situation, keeping the source code of such an app as secret 

cannot be accepted. Aarogya Sethu is in Contrast with other contract tracing apps for Covid-

19 apps that are open-sourced.  

(B) Information Collection and Storage 

Another important part of the Contact Tracing applications and major privacy concern is the 

information collection and storage of the personal information of users of the application. The 

European Commission’s toolbox for the use of technology and data have stated that these apps 

that are created to combat the pandemic must be taken into note that the processing of the 

personal data must be strictly limited for the purpose of pandemic protection and should also 

ensure that the data that is collected must not be used for any other purposes such as law 

enforcement or commercial purposes. 
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In case of time in which the app will remain operational has not been listed, and another 

problem is that the usage, storage, collection of sensitive data regarding the health is very much 

unclear. 

(C) Bluetooth and GPS 

The next part of the Comment takes about the measures that are used by governments for the 

collection of the data. The Aarogya Setu app, in that case, uses the phone’s Bluetooth and GPS 

to track the user’s movement, thus making it more chance to trespass than other such apps. It 

also allows collecting demographic, contact, self-assessment and location data of persons 

infected by the coronavirus or those who come in contact with the infected person. 

Other apps collect just one data point, which is later replaced with a scrubbed device identifier, 

but Aarogya Setu collects multiple data points for personal and sensitive personal information, 

which increases privacy risks.  

IV. WHETHER THE AAROGYA SETHU IS A VIOLATION OF THE RIGHT TO PRIVACY? 

There has been a lot of questions on the topic of whether India’s Contact Tracing app, i.e. 

Aarogya Sethu, is a violation of the Right to privacy of the individual. To answer such a 

question is a tough task as it could be understood that any infringement of an individual’s 

privacy or private information is a clear cut violation of the Right to privacy, but another 

important fact is that under such a current situation of a pandemic such an app and its usage 

has an at most importance thus making this question tougher to answer.  

The order by the centre to forcefully require the people to download the app mandatorily is a 

clear violation of the Right to privacy. This situation is also worsened by the absence of any 

governing law. The app breaches the fundamental Right in a way, and in order to validate, it 

must at least have a legislative sanction instead; the app is being imposed through an executive 

order which is worsening the current situation.  

According to MIT Technology Review’s Covid Tracing Tracker, India is currently the only 

democratic nation in the world that has made its coronavirus tracking app mandatory for 

people. 11 

The order by the centre require society and private representatives to download the application 

compulsorily is viewed as an away from of the privilege to the protection given the 

nonappearance of any overseeing law. 

 
11 A flood of coronavirus apps are tracking us; MIT Technology Review; (07/May/2020); 

https://www.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker  
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The administration’s says information must be forever erased following 180 days from the date 

on which it is gathered. It additionally permits people to look for cancellation of their 

information within 30 days of request. However, it is additionally discovered that neither 

scientists nor individual clients can’t really check if the legislature has erased individuals’ very 

own data, and there are no methods for straightforwardly evaluating what the application is 

doing in the backend. The administration’s new protocol will likewise permit it to clutch 

information past 180 days if a particular suggestion is made by the enabled bunch on 

innovation. 

The Constitution of India guarantees this Right to all citizens the fundamental rights. The Right 

to health is a facet of the Right to life under Comment 21 of the Indian Constitution. At the 

same time, Comment 21 guarantees the Right to privacy of an individual. However, when the 

two rights are in conflict, it is critical to ensure a harmonious construction. The two rights need 

to be weighed in the balance to ensure that the least amount of infringement is caused 

cumulatively. Thus this situation must be taken with adequate care as the government must 

take a decision that does not hamper both the rights of an individual. 

V. CONCLUSION   

This Comment is a brief discussion on the topic of Aarogya Sethu and the Right to Privacy. 

Hear it tries to give a brief incite on the topics of Contact Tracing Application, Right to Privacy 

and the international condition of the contact tracing applications. The final part of this 

Comment tries to answer the question of whether this application of Aarogya Sethu is violating 

the Right to Privacy. It is to be understood that this problem is also a conflict between two 

Fundamental Rights; thus, an only solution that can be given to this is the adequate usage of 

the information and, in a way preventing the unwanted usage of this information collected for 

other legislative or any other commercial purposes.  
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