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Awareness of Privacy and Security Concerns 

using Electronic Devices: 

An Empirical Study 
    

MEGHA SOLANKI
1 

         

  ABSTRACT 
In India, the access to advanced technology is at the cost of compromised privacy. The 

research aims at evaluating how much electronic device users are aware of their security 

and privacy. In this survey, we created questionnaires to assess the level of electronic 

security awareness displayed by the residents of Delhi/NCR and determine whether a 

general level of security complacency exists amongst electronic users or not. The results 

are demonstrated through pie charts and bar graphs and a conclusion is derived based on 

findings Stratified sampling method was employed to evaluate the survey of 205 

respondents. The outcome reveals that even though the respondents are considerably aware 

of privacy issues and the need for data protection, they are still negligently leaking their 

personal information on the web. There is an urgent need to enact a comprehensive 

legislation which not only covers all possible arena of privacy infringement and data 

protection but also mandates individuals to be more responsible towards the protection of 

their own sensitive information.   

 

I. INTRODUCTION 
The proliferation of electronic devices among today's youth is so common that we do not give 

it a second thought. Today, for many people, electronic devices specially smartphones have 

now become a vital tool in their everyday life, to the point of addiction. In addition to making 

phone calls, electronic devices are used for a variety of tasks, including sending and receiving 

emails, interacting on social media sites like Twitter, Google+, and Facebook, and carrying out 

financial transactions online. The emergence of coronavirus pandemic witnessed a significance 

increase in the use of social media worldwide. 2 Thus, leading to increase in screen time of 

electronic devices. The consumers in India made a considerable shift from Cinema Movies to 

OTT (over-the-top) services such as Netflix, Amazon Prime Video, Disney Hot star, Voot, Zee5 

 
1 Author is a LLM candidate at Symbiosis Law School, Noida, India. 
2 India: COVID-19 impact on social media app usage |Statista, Statista (2022), 

https://www.statista.com/statistics/1114459/india-coronavirus-impact-on-weekly-sage-time-of-social-

networking-apps/ (last visited Aug 26, 2022). 
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etc. In terms of internet usage, India is presently second to China3. Approximately 325 million 

Indians stream online videos today. 4The alterable structure of electronic devices enables 

designers and developers to build original and creative applications. As a result, the users of 

electronic devices have access to a diverse set of applications that may be installed and utilised 

for a number of purposes. 

In the first quarter of 2022, there were 3.48 million and around 2 million IOS-compatible 

applications available on the Google Play Store and Apple App Store, respectively. On the one 

hand, there are numerous benefits to using electronic devices, but there are also numerous 

security and privacy risks. In 2020, Approximately 95,000 apps were banned from the App 

Store in the last year for fraudulent violations, mostly for bait-and-switch tactics. In 2021, 

Google has banned 150 harmful apps from the Google Play Store under the campaign called 

“UltimaSMS”. Due to concerns of data harvesting, Google recently banned 10 apps from play 

store. 5 There have also been privacy concerns regarding the latest coronavirus tracking 

application known as “Aarogya Setu”. The application was accused of collecting GPS and 

Bluetooth data, which is violating the rules of data minimization.  

These apps collected individual sensitive information from users, such as phone numbers and 

addresses, and transferred it to the attackers' server. When users use these programmes, the 

attackers' server receives this information from time to time, and they sometimes sell it to other 

servers. Smartphones are made stronger and more secure by the inclusion of sophisticated 

operating systems, software, and hardware, yet this is insufficient to guarantee our privacy. As 

a result, the number of threats to privacy and security is on the rise. 

II. RESEARCH METHODOLY 
(A) Literature Review  

1. Dinev, T., & Hart, P., “Internet Privacy Concerns and Social Awareness as 

Determinants of Intention to Transact”, International Journal of Electronic Commerce, 

10(2), 7–29 (2005): The current study focuses on the cognitive intention to engage in online 

transactions and the antecedents to internet privacy problems. Structural equation modelling 

was used to analyse a survey of 422 respondents (SEM). The findings showed that internet 

privacy concerns were adversely correlated with online transactions, but internet literacy was 

 
3 (Mandavia, M. 2019). 
4 (Debolina, B. & Sohini, M. 2021) 
5 G. Vasan, Google bans 10 Android apps from Play Store due to data harvesting concerns | Digit digit.in (2022), 

https://www.digit.in/news/apps/google-bans-android-apps-from-play-store-data-harvesting-concern-63493.html 

(last visited Aug 26, 2022). 
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positively correlated. It was revealed that users of high standard literacy also have high standard 

to use internet.  

2. Ponnurangam Kumaraguru (“PK”) Niharika Sachdeva, “Privacy in India: 

Attitude and Awareness V 2.0” Indraprastha Institute of Information Technology, Delhi 

Okhla, November 2012: An Empirical study was carried out to understand the privacy 

perceptions of people in India. The sampling method was divided into two parts. In the first 

phase, the method of interview and group discussions was used in order collect data regarding 

privacy perceptions. In the second phase, a survey questionnaire was circulated which collected 

10, 427 responses from various cities in India. The outcome demonstrated that the public has 

misinformed mental model of the privacy situation and that mobile phones are the newest place 

to store sensitive data.   

3. Kumaraguru, Ponnurangam & Cranor, Lorrie. “Privacy in India: Attitudes and 

awareness” 243-258. (2006). The current paper is exploratory research to analyse the 

perceptions of the Indian high tech workforce regarding privacy. The study's findings indicate 

a general lack of knowledge of the privacy issue. The result of the study demonstrates an overall 

lack of awareness of privacy issue. The present research has compared the privacy concerns in 

India and United States.  

4.  Smita Sinha, “Annual Consumer Survey on Data Privacy in India” Analytics 

India Magazine, (2018) The present study is an attempt to understand user attitude towards 

data privacy and the awareness level in a daily scenario. The researcher used online survey as 

a tool for data collection. The result of the study highlights that Indians are sceptical about their 

financial data and security information but are least concerned with the privacy policies.   

5. Iosif Androulidakis and Gorazd Kandus, “Mobile Phone Security Awareness and 

Practices of Students in Budapest”,The Sixth International Conference on Digital 

Telecommunications, 2011: The current study summarises the findings of a survey on mobile 

phone user security practises that was conducted in February 2010 at four Budapest institutions. 

The outcome demonstrated that students lack security education and are unaware of the 

precaution measures.  

6. Murat Koyuncu, Tolga Pusatli, "Security Awareness Level of Smartphone Users: 

An Exploratory Case Study", Mobile Information Systems, vol. 2019, Article ID 2786913, 

11 pages, 2019: This study investigates smartphone users’ awareness on various security-

related factors. It includes survey of a population who represent a wide range of ages, 

https://www.ijlmh.com/
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educational levels and IT security experience. On the basis of demographic information, it also 

comprehensively contrasts the levels of awareness across various user groups. 

(B) Statement Of Purpose 

To investigate the concerns and problems surrounding electronic devices and privacy 

compliance is the purpose of the present study. The perspectives of residents of Delhi/NCR on 

a number of key issues have also been investigated in order to paint a more comprehensive 

picture of the problem. The research is based on the key assumption that without addressing the 

basic challenges and problems faced by the residents, the residents cannot continue to use the 

electronic devices securely. 

(C) Statement of Problem  

There is an enormous usage of electronic devices in India. Despite the rise in number of 

residents using electronic devices in their day to day activities, there has been a considerable 

security breach. People install third party applications without adhering to privacy policies and 

have been negligently providing unauthorised access to their sensitive information. In India, 

despite having a legislation that deals with information technology, there is an anticipated rise 

in number of cases reporting cyber threats and loss of sensitive information.  

(D) Research Questions  

• To find out why and under what circumstances people do not adhere to security 

requirements. 

• To examine the level of knowledge of residents of Delhi/NCR regarding privacy 

protection in India. 

• To examine the usage pattern of electronic devices to determine what a general level 

of security compliance exists among users.  

(E) Research Methodology 

The research methodology employed for the purpose of this research would be empirical in 

nature. The entire primary research study was done in Delhi/NCR and a Quantitative protocol 

was used. The survey was conducted using questionnaires technique. Data entry took place 

using google forms. In addition to the primary research, secondary data was gathered via 

newspaper articles and online articles.  

(F) Delimitation  

•  The survey is conducted only through google forms for a larger response.  

https://www.ijlmh.com/
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• The study seeks to provide a helicopter view of the field reality and hence no firm 

conclusions can be formed about any particular privacy or security features; rather, they 

help us identify an overarching pattern.  

• The findings are based entirely upon the research conducted in Delhi/NCR and hence 

the conclusions may not directly apply to other locations on counts of socio-cultural 

variety and contextual factors.  

• Due to constraints of time, certain topics like the privacy and security pattern, reading 

privacy policy before downloading applications have been explored in a “limited” 

manner while some topics have not been discussed at all during the course of the study.  

(G) Hypothesis  

The following hypothesis would be examined in this study:  

• The residents usually don't read privacy and security policy norms while downloading 

third party applications. 

• The chief factor in the reluctance of residents to follow privacy and security norms is 

the lack of knowledge. 

(H) Research Objectives 

 The study was geared to achieve the following objectives:  

• To determine the purpose of the electronic devices owned by residents of Delhi/NCR. 

• To examine the proportion of residents who download third party applications from 

unknown sources in electronic devices.  

• To study the strength of residents who read the application providers privacy and policy 

before downloading any application.  

• To identify the causes for the reluctance of residents for following privacy or security 

norms. 

• To determine whether, a general level of security and privacy complacency exists 

amongst the users of electronic devices. 

(I) Sampling  

In order to attain the suggested objectives and better results, Stratified sampling method was 

used and the age groups have been divided in the following ways: - 

i. Below 19 years 

https://www.ijlmh.com/
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ii. 19-21 years 

iii. 22-24 years 

iv. Above 24 years  

To have a suitable view, the research is confined to Delhi/NCR including both younger and 

older youth segments as younger ages are more responsive to new technologies than the older 

people who use electronic devices for limited purposes. The actual sample size in the study was 

two hundred six students. 

To ensure a high level of participation, the questionnaire was distributed via Google Forms.  

(J) Tools for Data Collection 

The questionnaire method was used for collecting necessary information from the citizens of 

Delhi/NCR. As far as possible, all the questions were kept closed ended so that can be easily 

answered. The aspects relating to the objectives of the study were properly included.  In addition 

to it, open ended questions were also added for any opinions and suggestions.  

III. OVERVIEW OF PRIVACY IN INDIA 
“Privacy attaches to the person and not to the place where it is associated.”  

Privacy is a multi-faceted concept. The term privacy originates from the Latin word “Privatus” 

which means distinct from others. The right to privacy has been recognized in the modern 

society both in common parlance and in the eyes of law. The explicit ability of an individual to 

control the gathering, use and dissemination of their sensitive information is privacy. Personal 

information includes individual interests, habits and activities, family and academic 

information, communications (including email and telephone data), medical documents and 

financial records and more.  

After independence India has signed two international treaties for the protection of basic rights. 

The first is UDHR 1948 and the other is ICCPR 1966. Both global agreements recognize 

privacy as “Basic human right”. India being a signatory of above global treaties is obligated 

to protect citizen’s privacy. In-spite of being a member of international treaties, India has still 

not enacted a comprehensive law for the protection of right to privacy. In absence of a statue 

protecting privacy, the judiciary has attempted to protect and enforce right to privacy by two 

main channels, viz. Recognition of fundamental right to privacy as an integral part of right to 

life under constitutional law and as a civil right (common law right) under laws of torts.  

According to the Supreme Court's rulings, privacy might mean different things to different 

https://www.ijlmh.com/
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persons.  Privacy is defined as the ability to act freely and the desire to be alone.  

Privacy and Data protection are two inter connected internet governance concerns. Privacy is 

ensured by the mechanism of Data protection. Individual sensitive information should not be 

automatically made available to other people and organisations, in accordance with privacy and 

data protection laws. Each individual must be able to exhibit a significant amount of control 

over that data and its use. Protection of data is a legal safeguard that prevents the misuse of a 

user’s personal information on any medium, including computers. Administrative, technical, or 

physical barriers must be implemented in order to protect personal data. Information about a 

person, such as his name, address, phone number, occupation, family, and preferences, is 

frequently accessible at a number of locations such as schools, colleges, banks, directories, 

surveys, and numerous websites. Sharing such information with interested parties may result in 

invasions of privacy, such as incessant marketing calls. The Information Technology 

(Amendment) Act, 2008 lists the following as the principles of privacy and data protection: 

definition of data, criminal and civil culpability in the event of data protection breach and 

violation of confidentiality and privacy. 

The culture of trust in India has an impact on how people view privacy. The researcher suggests 

that the idea of privacy be seen of as a component of “collective good” that is crucial for 

advancing social benefit. The concept of privacy today should not only take into account 

political and commercial needs but they must also reflect the technological realities of the 

present times.  

Personal data collection and analysis has enormous commercial value in the age of Big Data. 

These commercial goals, however, should not be pursued at the expense of individual privacy. 

Similarly, modern technology provides governments with numerous opportunities to monitor 

and research the lives of their citizens. Informational privacy is based on the principles of 

meaningful choice and informed consent.  

Today businesses are customer driven and success of any business depends upon its user’s 

personal preference. Because of the urge to adopt new technologies, we often share our sensitive 

and personal information very easily without much regard for privacy. 

Right to privacy is an area where, despite the constitutional mandate, neither the Parliament 

nor the legislature of any State has enacted any legislation laying down the principle covering 

this issue. In present era, enhanced use of technology in data processing has created a major 

problem before the state as well as individuals. In 2017, the Supreme Court has accorded Right 

of privacy the designation of a fundamental right under the Indian Constitution. But after one 

https://www.ijlmh.com/
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year of its first decision in the case of K.S. Puttasway, the same court in 2018 has held that 

Aadhaar Act is Constitutional and the right to privacy is subject to reasonable limitations in 

national interest.  

The decision of recognizing privacy as a fundamental right in India has sparked debate on the 

need of data protection and the significance of a comprehensive legal statue. In India, the use 

of internet is expanding tremendously specially after the outbreak of the pandemic. Individuals 

are not well conversant with the cyber security concerns and therefore they provide easy access 

to their personal sensitive information without bearing any knowledge of the consequences.  

IV. REGULTORY FRAMEWORK OF PRIVACY IN INDIA 
                   “You can have security without privacy, but not privacy without security.” 

Indian Framework does not determine privacy, it only discusses the situations where privacy 

will be accorded data protection. The legislative void that now exists in the area of data 

protection clearly violates the fundamental right to confidentially. The “right to privacy” was 

recognised by a nine-judge Supreme Court bench in the Puttaswamy Case6 in August 2017, 

making any deviation from it subject to the strictest judicial review. It was determined that the 

right to privacy is a protected right that stems primarily from Article 21's constitutional 

protection. The right to privacy was elevated to the level of a fundamental right.  

Critics have argued that in the absence of a comprehensive legislations the privacy laws in India 

are considerably poor. In the absence of specific legislation to protect privacy, the government 

relies on a few proxy laws or safeguards to ensure privacy compliance. Certain legislations 

indirectly support the privacy concerns in India, like Article 21 Indian Constitution, Information 

Technology Act 2000, Indian Contract Act 1872, Indian Penal Code, Indian Copyright Act 

1957, Consumer Protection Act etc.  

The year 2021 in India was filled with blink-and-you-miss initiatives relating to data protection 

and privacy. There was constant action on the legislative and executive sides due to the louder-

than-ever din of India's lack of a comprehensive data privacy law. The Indian government 

implemented radical changes, such as modernising an outdated geospatial data policy, 

incorporating industry standards for privacy assurance, and strengthening regulatory standards 

in the digital payments sector.  

The roller-coaster ride of privacy protection legislations is elucidated below: 

 
6 Justice K.S Puttuswamy (Retd.) and Anr. Vs Union of India and Ors (2017) 10 SCC 1 

https://www.ijlmh.com/
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(A) The Information Technology Act, 2000   

India's legal framework for data protection and privacy is the Information Technology Act of 

2000. Sections 43A, 69A, and 72A of the IT Act of 2000 are relevant provisions. The act 

contains few provisions that address offences involving personal data.  

This Act is based on the Model Law on Electronic Commerce adopted by the UNCITRAL at 

its 29th session, as stated in United Nations General Assembly Resolution A/RES/51/162 on 

January 30, 1997. 

According to Section 43A of the (Indian) Information Technology Act, 2000, a body corporate 

that is in control of, dealing with, or processing any sensitive personal data or information and 

is negligent in establishing and maintaining reasonable security protocols, likely to result in 

wrongful loss or wrongful gain to any person, may be held liable to pay damages to the person 

so affected. It is important to note that there is no cap on the amount of compensation that the 

impacted party may seek in such cases.  

Section 69A of the Information Technology Act of 2000 was added in 2008 as an exception to 

the general norm of information privacy and secrecy. Any information determined by the 

government to be a threat to India's sovereignty, defence, security, public order, or friendly 

relations with other states may be monitored, decrypted, or intercepted by an authorised 

government agency.   

Section 72A of the (Indian) Information Technology Act, 2000 states that disclosing 

information to another person knowingly and intentionally without that person's consent or in 

violation of a valid contract is punishable by imprisonment for up to three years, a fine of up to 

five lakh rupees, or both 

(B) Information Technology Rules, 2011  

Information Technology Rules also known as the “SPDI’ rules were enacted for protection and 

security of individual sensitive information in India.  

The essence of the SPDI Rules is that body corporates must take steps to implement suitable 

security measures to protect sensitive data. If body corporates fail to safeguard the data of 

individuals or take appropriate security measures, they will be required to pay compensation to 

the individual affected. 

The SPDI Rules are limited in scope as they are only applicable to body corporates. The SPDI 

Rules fail to incorporate, among others, the right to be forgotten, or object to or restrict data 

processing, or the right to portability, and does not provide for a dedicated data protection 

https://www.ijlmh.com/
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authority for grievance redressal. 

Natural persons residing in India are protected under the SPDI Rules. As a result, 

information/data collected by a firm, partnership, trust, company, LLP, etc. will not be subject 

to data protection requirements under the SPDI Rules. 

The SPDI Rules do not seem to apply to foreign nationals residing in India. The SPDI Rules, 

contrary to popular belief, only apply to Indian nationals.  

(C) Information Protection Bill, 2021   

In December 2021, the parliamentary panel delivered its report on the suggested data security 

framework, along with an amended version of the bill.  

The draft legislation, which incorporates elements of EU law on data protection, includes a 

number of notable changes from previous versions of the proposed legislation, such as 

broadening the law's ambit to include both personal and non-personal data. It also implemented 

strict reporting requirements (within 72 hours), a certification process for all digital and Internet 

of things devices to pacify data breaches. The proposed bill also advocates for phased 

implementation, with the central government announcing different dates for various provisions 

to take effect.  

The parliamentary panel recommended that non-personal data should be included in the 

purview of the bill, which was initially limited to individual privacy in tune with the 2017 

decision of apex court that accorded Right to Privacy a status of a fundamental right. 

The proposed bill was followed by huge condemnation. Big technology firms like Meta and 

Google feared the bill's potential to increase their compliance cost, data storage needs, and 

impede cross-border data movement. Many privacy advocates claimed the bill's extensive 

exclusions for government entities would allow them to abuse access to data. 

The said bill was withdrawn in a short span of time as the panel proposed 81 amendments and 

12 paramount recommendations. One of the major recommendations were establishment of a 

“Grievance appellate committee”.   

(D) Banking Regulation Cramps On Storage Of Data 

In order to licence and govern payment intermediaries who facilitate and handle payments 

between users and merchants via electronic / online payment modes, the Reserve Bank of India 

(RBI) issued “Guidelines on Regulation of Payment Aggregators and Payment Gateways” 

The RBI issued a circular on September 7, 2021, requiring that, beginning January 1, 2022, (a) 

no institution other than card issuers or card networks store card information, and (b) all such 

https://www.ijlmh.com/
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information previously stored be ousted. The last four numerals of the card number and the 

name of the card issuer may be saved as an exception for transaction tracking and conciliation 

purposes.  

V. ANALYSIS OF FINDINGS  
I have obtained the data of 206 residents of Delhi/NCR and divided it in the age group of below 

19 years, 19-21 years, 21-23 years, 24 years and above.  

 

 

The data has been analyzed on many factors: - 

USAGE OF ELECTRONIC DEVICES 

There has been tremendous growth in the use of electronic devices in terms of technology and 

size over the years. Electronic devices are used for a variety of purposes, such as keeping in 

touch with the family or friends, for taking classes, browsing internet, entertainment etc. 

Depending on the work, electronic devices users spend different amount of time. 

The data has been analyzed on many factors: - 

https://www.ijlmh.com/
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The data obtained reveals that 38.2% residents spend more than 6 hours on electronic devices 

whereas 30.4% residents spend 4-5 hours on electronic devices every day. Amongst which 52% 

residents use electronic devices for work related research and 50.2% residents use electronic 

devices for entertainment, browsing social websites, web surfing, communication, personal 

finance and product information gathering. This clearly shows that the electronic devices play 

a very vital role in their life for various activities. 

AWARENESS OF SECURITY CONCERNS 

A hacked electronic device can have disastrous consequences. Users must be aware of existing 

threats and countermeasures in order to avoid such undesirable events. As a result, user 

awareness is an important factor in device security and privacy compliance.   

     

https://www.ijlmh.com/
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Data collected reveals that 24.8% residents use login with Gmail, Facebook or similar accounts 

to quickly access the services of various websites or apps without requiring to create another 

username and password. The fact that stuns is that 62.7% residents are concerned for their 

privacy but large no. of residents still opt for sign in options instead of creating an ID and 

https://www.ijlmh.com/
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password. This possesses a threat to login credentials and user’s personal information.  

 

  

However, 67.6% residents do not use unsecured Wi-Fi in cafes or any other place though 20.6% 

still use it sometimes. 48.8% residents do not delete history after putting in any password or 

after doing payment whereas 31.2% residents delete history. This also alarms the concern. 

 

https://www.ijlmh.com/
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There has been a rise of Unified Payments Interface (UPI) empire in digital payment system in 

India. 81.7 % respondents prefer UPI for digital payments whereas 41.6 % are willing to make 

online transactions via Debit Card. 54.1% respondents do not install third party applications or 

applications from unknown sources whereas 26.3% respondents install third party applications 

without any hesitation. The research reveals that 29.3 % respondents do not read provider’s 

privacy information and access permissions before installing the applications.  

PRIVACY CONCERNS 

Antivirus software is a type of operating system that is used to quarantine or take immediate 

actions against threat (such as Trogan, malware etc.)  from electronic devices. Most antivirus 

programmes run in the background after installation to provide real-time protection against 

virus attacks. The importance of it can’t be denied but the pie chart clearly shows 37.6% of the 

users do not have an antivirus installed on their electronic devices and 11.2 % are not aware 

whether an anti-virus software is installed on their electronic devices.  

https://www.ijlmh.com/
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The research reveals that the majority of respondents 38.5% are mostly discerning saying that 

they do not accept cookies meanwhile 38% of the respondents are most willing to accept 

cookies.  

SENSITIVE PERSONAL INFORMATION  

Electronic devices hold some of our most sensitive personal information. Electronic devices 

have a probability of being stolen and therefore, saving crucial information such as passwords 

and ATM pin in our electronic devices more specifically smartphones are not an appropriate 

idea. Unauthorised access to personal information can also lead to identity theft, loss of money 

and hacking into social media accounts.  
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The record reveals that 49.5% of the respondents have been asked to provide personal 

information out of which 32.7% respondents have more than 80 percent times refused to provide 

personal information on the web page. This reveals that majority of respondents are worried 

about their data interception and the possibility that an outsider could gain unauthorized access 

to their devices.  
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Findings reveal that 16.3 % respondents do not save their crucial information such as passwords 

and ATM pins on their electronic devices.  37.4 % respondents reveal that negligence is one of 

the factors for not following privacy and security norms whereas 29.4% respondents contend 

that laziness is one of the prime reasons for not adhering to privacy compliance. Even though 
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71.9 % respondents claim that they are well conversant with the cyber legislations in India. 

Respondents have stated that Convenience, time constraint, ease of access, compulsion are also 

few reasons for not following privacy protection.  

 

 

Records reveal that 45.8% respondents do not have an active cyber crime cell at their 

institution/workplace. This is one of the main factors responsible for insufficient reporting of 

internet crimes.  Majority (90.6%) of respondents are of opinion that adequate measures must 

be taken to increase awareness of privacy and data protection in electronic devices.  

VI. CONCLUSION AND SUGGESTIONS  
The survey population consisted of residents of Delhi/NCR to analyze privacy and data 

protection awareness in India’s capital. All the respondents were divided 4 strata depending on 

the age groups. The current study has a sample size of 206 people.  

The study was geared with the key assumption that the residents usually don't read privacy and 

security policy norms while downloading third party applications. The result showed the same 
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and the hypothesis stands true. 

Also, it was expected that many users would install third party applications from unknown 

sources without reading the privacy and policy norms and phone access permissions before 

installing or using it but the results reveal that 57.6% respondent’s real policy and permissions 

sometimes. Therefore, the findings are moderate in this regard.  

The study was conducted with an assumption that the chief factor in the reluctance of residents 

to follow privacy and security norms is the lack of knowledge. The findings reveal that majority 

(37.4 %) respondents believe that negligence is one of the factors for not following privacy and 

security norms whereas 29.4% respondents contend that laziness is one of the prime reasons for 

not adhering to privacy compliance. 27.8% respondents reveal that lack of knowledge is also 

one of the reasons for reluctance to following privacy compliance. The results reveal similar 

response and therefore the hypothesis stands true.  

The overall results manifested that that majority of respondents are worried about their data 

interception and the possibility that an outsider could gain unauthorized access to their devices. 

Even though majority (71.9%) of the respondents are aware of cyber laws in India but still there 

are respondents who are completely unaware of the various safety mechanisms.  

The use of electronic devices is not only the basic need but also a point of addiction which will 

only increase in the near future. Without the presence of sound legislation to handle 

unauthorised access to data and privacy infringement, individuals will never be in a position to 

utilise electronic devices without any probability of harm. The researcher emphasis on the 

concept of “individual responsibility” for the “community good”.  

The lack of awareness of cyber crimes in respondents demonstrate a need for additional 

education regarding the dangers of cyber crime and the significance of information safety. 

Education plays a pivotal role in increasing user awareness and encouraging them to implement 

preventive measures in everyday life. Cyber crimes in India are not adequately reported as the 

mass is unaware of the grievance cell, it highlights the need that in order to combat cyber crimes 

every institution/workplace should be equipped with an appropriate cyber crime cell.  

The knowledge of Data protection and privacy compliance should not only be limited to 

matriculation but should also be taught to school students through the mode of Seminar, 

Webinar, Discussions and debates. Information Technology professionals may be invited to 

teach students the ground reality of violation of privacy by quoting real life cases. Phone privacy 

is one of the major concerns today, lectures must be conducted by professionals who are 

equipped to dismantle the knowledge relating to phone privacy in an accessible and retainable 
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manner.   

It is of no doubt that India is in a dire need of a comprehensive legislation for protection of 

“right to privacy”. However, the reforms and regulations cannot solely resolve the fundamental 

cause of privacy related problems of social platforms. 

***** 
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