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ABSTRACT 

Human achievements have gained a new height with the emergence of intellectual property 

rights. The transformation of mankind from scripts to screens has been achieved with the 

advent of technology in this digital world. And such invention in works has demanded 

protection under a legal framework. This has been protected under the Copyright Law, 

1957. Copyright is a kind of intellectual property which subsists in literary, dramatic, 

musical & artistic works, cinematograph films & sound recordings. It is a legal right 

created by the law of a nation that gives the creator of the original work certain exclusive 

rights over his work. It protects only the original expressions of ideas & not the underlying 

ideas themselves. Infringement of copyright takes place when exclusive rights of the owner 

of copyright are exercised by the infringer without prior permission of the copyright owner. 

Most of the countries seek to protect the database under the Copyright Laws. This paper 

mainly focuses on the question of intellectual skills in the creation of databases pertaining 

to the protection of it under the Copyright laws, 1957. This paper highlights a number of 

challenges in the protection of copyright in the cyberspace which deserved closer attention 

& might pose problems in future. This paper also tries to explain the problem of the 

infringement of the copyright in the cyberspace and also aims to provide ideal solution for 

the same in the Indian context. 

Keywords: Intellectual Property Rights, Copyright, Database, Infringement, Cyberspace 

 

I. INTRODUCTION 
“The Works of the founders of the States, law gives tyrant destroyers and heroes cover but 

narrow spaces, and endure but for a little time, while the work of the inventor though of less 

pomp is felt everywhere and lasts forever."  

This magnificent tribute speaks much about the immense services, rendered to the humanity 

by the ingenuity of the human mind. Since the inception of mankind, the man with the superior 

intelligence has always dominated the entire living and non-living things on the earth. In all 
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fields human activity including politics, administration, economy, statecraft, culture, medicine, 

etc., the man with his superior intelligence, is calling the shots and is bringing glory to himself 

and his nation. This holds a great place in the intellectual property rights as well. 

Information Technology is growing faster than any other communication vehicle in the history 

mankind and Copyright has a direct relation to the sphere of cyber space. Intellectual property 

infringements in cyberspace may comprise of any unauthorised use or copy of a trademark, 

service marks are protected by Trademark Act, 1999, or original music, films, art work, 

software, multimedia or literary matter is protected by the Copyright Act, 1957. Cyberspace's 

unique matrix has produced different categories of infringements including deep linking, 

framing, piracy of music, software, video, other Digital Copyrights infringements. There are 

international bodies such as WIPO which have taken important initiatives to bring 

harmonization in copyright regimes across various jurisdictions. One important treaty is the 

WIPO copyright treaty which entered into force on 6th march 2002. Although India is not a 

signatory to the Treaty, India is a party to the Berne Convention that protects copyrights in 

various works across many countries that are its signatories’ members. Also, WTO initiatives 

led to the creation of the TRIPS Agreement, another important instrument that has made several 

strides in the protection of copyrights apart from other forms of intellectual property rights. 

India is a signatory to the TRIPS Agreement. 

Cyberspace is a virtual world, which technically exists only in computer memory, but it is 

interactive and pulsing with life. In cyberspace, one can meet and talk to new people, read, 

publish, research, hear music, see video, look at art, purchase and sell things, access 

government documents, send e-mail, download software, and receive technical support. 

Cyberspace is a living organism, constantly changing, as more information is uploaded, 

downloaded, as more people join the pioneers of this brave new world. Our laws have yet to 

catch up with it. This is not necessarily a bad thing; the law tends to lag behind social changes, 

and then resolve itself accordingly. While this new frontier will never stop evolving, perhaps 

it is still too much in its infancy for us to determine how to regulate it. But as it becomes more 

integrated into (and integral to) our daily lives, many are becoming concerned with defining 

acceptable behaviour in this new landscape. One of the biggest issues concerning Internet is 

protection of intellectual property — works of the mind. As per Section 13 and 63 of Indian 

Copyright Act, 1957, literary works, pictures, sound recordings and other creative works are 

protected from being copied without the permission of the copyright holder. It is yet unclear 

how copyright law governs or will govern these materials as they appear on the Internet. 

The concept of Intellectual Property has, during very recent times, transformed from its 
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theoretical foundations as a juridical concept, into a practical aspect of the law related to 

International Trade. IPR is a branch of law which protects some of the finer manifestations of 

human achievements. An Intellectual property system, to a great extent invisible, is a condition 

precedent for any creation and application of new technology which effectively protects 

innovation and creative expression. The protection enhances and accelerates the process of 

economic growth and development and renders an opportunity to the inventors to disclose their 

inventions and the publications of patent specifications, paves the way for worldwide exchange 

of technical information. Protection and regulation of intellectual property has the potential not 

only enriching the economic prosperity and skill of the individual owner or user but also 

enhances the living standard of the people at large throughout the world. For instance, the grant 

of patent is recognition and also a reward of the human mind or human intellect and the basic 

rationale of the patent system are to provide an incentive for the creation of new technology. 

So, in this present digital world, Internet is the most suitable medium for global trade and 

exchange of services. The services available in the Internet include software entertainment, 

information products and professional services, which has elevated mankind to another level 

in respect of commercial services and thus brought a great variation in the history of mankind. 

Commerce, specifically on Internet involves the sale licensing of Intellectual Property. 

Moreover, the present-day realization and appreciation of the compulsions of privatization, 

liberalization as a part of the emerging “New World Economic Order” has further enhanced 

the growing need for the application and perfection of the intellectual property rights and hence 

the urgent need for its protection. 

The term “intellectual property” broadly includes the reward of the creativity of the mental 

faculty of the man in various fields and ideas. For instance, trademarks are protected against 

imitation so long at least as them continued to be employed in trade, etc. Thus, the subject 

matter of Intellectual Property is very wide and includes literary and artistic works, films, 

computer programming, inventions, designs and marks used by traders for their goods and 

services and so on. Intellectual property in its literal sense means the things which is derive 

from the exercise of the human brain. There are several different forms of rights that give rise 

to rights that together make up intellectual property. They may include: copyrights, rights in 

performance, the law of confidence, patents, registered designs, trademarks, passing off, trade 

libel, etc. However, with the advancement in modern world and technology, “Intellectual 

Property” has acquired a brief concept that includes all rights enumerated in Article 1(2) of the 

Paris Convention as well. But this expanded meaning is discernible from Article 2(viii) of the 

Convention Establishing the World Intellectual Property Organization 1970, which defines 
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"Intellectual property" basically covers literary, scientific discoveries, rights related to various 

designs including industrial design as well as commercial designations. In consonance with the 

same idea, the World Trade Organization (WTO) has offered its own definition that 

“Intellectual property rights are right given to people over the creation of their minds.” But 

these rights do not include the most basic product of the mind, ideas, which are not usually 

protected as intellectual property. 

Thus, Intellectual Property can be regarded as a single generic term that protect ideas, special 

symbols, design, information and their applications that are of commercial value. Intellectual 

property rights are increasingly gaining more importance than the physical assets of any 

enterprise, which usually includes land, plant, machinery, intellectually static manpower, as 

they are negligible in contrast to intangible assets in various forms of IPR’s. In India, 

intellectual property falls under the Union List of the Seventh Schedule under Article 246 of 

the Constitution, which has carried out similar items of “patent inventions and designs, 

copyrights, trademarks and merchandise marks.” The term intellectual property is 

internationally recognized concept and it includes patents, trademarks, and industrial design, 

copyright& confidential information. In all types of intellectual property rights copyright is 

very important right because it prevents unlawful reproduction of original work. Invention of 

digital technology was brought a revolutionary change in the present century. In the 

Cyberspace it is very easy to take content from one site & modify and reproduce it on other 

site without disclosing identity. For the protection of Copyright Act, 1957 is amended from 

time to time, 2012 Amendment which is recent one for to meet national& international 

requirement. And Information Technology Act, 2002 is in existing but both laws are inadequate 

to protect copyright in cyberspace. 

The advent and growth of Internet has resulted in the creation of an unruly and anarchic space 

called the cyberspace, which poses extremely serious threats to copyrights. Threats to 

copyrights existed even before Internet, however, they have manifested at alarming levels since 

the advent of World Wide Web (WWW). The increased levels of copyright threats in 

cyberspace could be attributed to some of the unique characteristics of the Internet, the new 

possibilities it creates and its unprecedented growth worldwide. For example, the ubiquitous 

nature of Internet often makes it difficult to trace or attribute copyright violations to a particular 

jurisdiction. Internet is a two-edged sword for business fraternity. On the one hand, business 

firms look for greater development of network technologies in order to increase the viability 

and quality of digital content delivery. On the other hand, the growth of the very technology 

has resulted in increased levels of violation of their IPR. For example, increase in broadband 
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speed, while enabling faster and efficient delivery of digital content, increases the risk of 

widespread copyright violations. Development of related technologies like bit torrent in a broad 

band environment enables unauthorised high speed and simultaneous multi-source transfers of 

large amounts of data. Such technologies, while offering new opportunities for businesses, have 

the potential to act as a tool for flagrant copying and illegal distribution of copyrighted 

materials. As network and Internet technologies continue to evolve, the magnitude and 

multiplicity of IPR violations continue to grow. In spite of copyright threats and other 

challenges that remain, Internet is hailed as one of the best innovations since the industrial 

revolution and an indispensable business channel for the future. Research as well as experience 

shows that Internet is inevitable for various walks of life including business operations. Under 

such circumstances there are increasing calls to seek solutions to the growing copyright threats 

rather than to quit cyber space. This paper addresses the Act which mainly focuses on the 

question of intellectual skills in the creation of databases pertaining to the protection of it under 

the Copyright laws, 1957 and it also tries to explain the problem of the infringement of the 

copyright in the cyberspace and also aims to provide ideal solution for the same in the Indian 

context. 

II. CONCEPT OF IPR: COPYRIGHT AND CYBERSPACE 
The term Industrial Property had its origin in Paris Convention for the protection of Industrial 

Property. Article 1(2) of the Paris Convention for the protection of Industrial property 1833 

stated that: “Its object as a protection of industrial property is patents, utility models, industrial 

designs, trademarks, service marks, trade names, indication of services or appellation of origin 

and the repression of unfair competitions.” Intellectual property is a vague concept that has 

many aspects. The purpose of intellectual property is the creation of human intelligence or 

human mind. Being a creation of human intellect, it is protected as intellectual property and 

possesses similar proprietor rights by certain limitations, as limited duration. In a broader sense, 

intellectual property rights basically consist of two aspects. On one side it considers ideas, 

concept, knowledge-science, and other creative abstractions, and on the other it takes into 

account the literary, artistic, or mechanical expressions that embody such abstractions. 

Intellectual Property usually consists of two branches: “industrial property” and “copyright”. 

Primarily inventions, trademarks and industrial design are commonly industrial property and 

literary, musical, artistic, photographic and audio-visual works are called copyright. The 

Internet matrix containing both the hardware and software infrastructure date remains non-

proprietary; No one owns it, no one licenses its use and no one restricts access to it. It can be 

termed as sui generis i.e., a class by itself apart from the traditional classification as moveable 
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and immoveable. Generally, the law related to intellectual property is value free or value 

neutral. It is a grant of privilege of monopoly and quid pro quo (consideration of price) is the 

complete disclosure of new inventions. Intellectual property deals with pieces of information 

or ideas that can be incorporated into tangible objects. Like all other moveable and immoveable 

property rights, the owner or proprietor of this also enjoys certain rights without his 

authorization in recognized limits. 

As technology has expanded its field, people are becoming dependent on technology advances. 

Now people are dependent on technical products rather than actual products which were used 

before the introduction of technology. And this poses a major threat for IP laws and their 

enforcement in the digitalized world. Technological changes always create challenges to the 

basic principles of Intellectual property laws. The three technological advances, namely, the 

digitalization of information, networking, and the Internet, have primarily changed the 

economics of reproduction: networking has changed the economics of distribution; Internet has 

changed the economies of publication. This change is far reaching as costs are reduced to 

unimaginable levels, resulting in rewriting traditional assumptions about IP laws. With each 

new passing technological breakthrough, we are faced with difficult questions about the 

relationship between the new technology and copyright law. The term “copyright” has added 

dimensions today because in the internet environ the difference between the original and the 

copies seems to vanish completely, it is the most widely breached and the least fully understood 

by anybody but intellectual property lawyers. Copyright work is in the form of 'property'. Thus, 

though the form is tangible and cannot be perceived through our senses but like all the other 

rights the copyright also empowers the holder of it. A lot of copyrighted products and works 

can be easily accessed with the help of computers, software and internet. Taking into 

consideration, the example of movie and music, people used to go to multiplex and theatres to 

watch movie and to buy CDs and DVDs to watch them but now buying CDs and DVDs has 

become almost obsolete seen even in the case of music. The easiest way of these sources of 

entertainment is that people just download them from various sites such as torrent which is 

effortlessly causing the loss to the copyrighted movies and music album. The concept of 

copyright already existed before the introduction of internet sites, the introduction of the CD 

burners allowed people to make copies of the copyrighted software, movies and music. One of 

the examples can be taken into the reference is the use of pirated Microsoft software in the 

laptops and computers that are even available in the market at the very lowest price than the 

original software. Almost 90 percent of music downloaded online is illegal and 42 percent of 

the software running in the world is downloaded illegally. The convenient and economical way 
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has triggered the people to violate the copyright infringement law unconsciously. 

There are some problems that arise in IP protection due to the introduction of digital media 

which are as follows: 

Firstly, the distribution, the digital medium creates difficulties in the way in which copyrighted 

products are distributed. In the digital medium, a copyrighted work is licensed for tenure rather 

than sold. This involved the complete transfer of ownership providing rights in a copy to be 

transferred from the seller to the buyer and to the next purchaser in sequence. For example, 

distribution by way of Internet as well as in the form of pre-recorded compact disks (CD’s) and 

DVD’s, wherein the owner’s identity can be easily changed, is another major problem calling 

for Electronic Right Management Systems and their regulations in terms of WIPO Copyright 

Treaty (WCT) and WIPO Performances and Phonograms Treaty (WPPT). 

Secondly, there is an intimate relationship between access and copying in the digital 

environment problem posed by Internet is the question of what constitutes copying in the digital 

medium. The essence of IP laws is to give authors the exclusive right to control the 

reproduction of their works in copies. Protection of this right in digital media possesses 

difficulties. For a user to view a document, a copy of the document must be loaded into the 

memory of the computer. Whether this, temporary copy in memory should be considered a 

reproduction under the copyright law is not free from controversy. The Berne Convention does 

not provide for general right of distribution or right of communication to the public. Article 8 

of the WCT provides that the authors of literary and artistic works shall enjoy the exclusive 

right of authorizing and communications to public of their works by wire or wireless which 

means including the making available to the public of their works in such a way that members 

of the public may access these works from one place and at a time individually chosen by them. 

Cyberspace is a place where copyright infringements and acts of piracy work; computer 

programme codes are easily copied. The new concept of virtual property is eager to enter the 

field of IPR. Article IO(I) of the agreement on Trade-Related Aspects of Intellectual Property 

Rights (TRIPS) provides copyright protection to the computer programmes. Article 4 of EIPO 

Copyright Treaty (WCT) also provides protection to computer data as ‘literary data’. In India 

as per Section 79 of the IT Act 2000, network service providers are not liable in certain cases. 

Thirdly, problem faced by Internet relates to search engines. A search engine builds 

periodically a directory of frequently accessed sites and also of the metatags which are 

primarily the key words. Question arises whether a return delivered via search engine links a 

content that contains infringing material, and it may constitute a copyright infringement? 

https://www.ijlmh.com/
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Fourthly, Linking and deep linking pose new issues for copyright HTTP (Hyper Text Transfer 

Protocol) as such facilitates linking of one website with another without the knowledge or 

consent of the owner of the linked website. Linking raises question, whether the link provider 

is liable for copyright infringement or not? Similarly, deep linking occurs when selective 

contents of subordinate pages of a home page are linked by another person thus bypassing the 

top page in the hierarchy leading to loss of revenue due to the fact that the user will not be 

aware of the real owner of the site.  

Fifthly, the problem faced by the digital medium is the issues include what is protectable 

confidential information? What is an obligation of confidence? How does an obligation of 

confidence arise? How does an obligation of confidence last, how is confidential information 

protected? 

Sixthly, the issues include patenting and protecting ideas, patenting the computer software in 

general and that of Internet, business method patents, Internet publications, Patent 

Infringement, etc. 

Seventhly, the issue is that a trademark may clash on the Internet with somebody’s Internet 

domain name and vice versa forming genuine trademark versus domain name disputes, domain 

name registry dispute policies, corporate trademark and domain name protection policies. 

Mega-tags, word stuffing and search engine keyword sales etc. 

Lastly, there are different liabilities related to defamatory statement over networks, liability 

for virus dissemination, liability of online intermediaries (IT Act 2000), e-mail and Internet 

access policies etc. and problem of controlling different activities such as gambling, 

pornography, and sexual offences, contempt of court, financial services, advertising on 

Internet, encryption policy, computer misuse, hacking, etc. 

Technological advancements in the past decade were such that there have been regular 

revolutionary changes and exponential growth in information technology. The innovation cycle 

has also considerably reduced, as there seems to be an invention time and again. Along with 

astounding discoveries comes the challenges of protecting intellectual property rights in the 

digital era. Intellectual property rights have branched out to cover a host of elements including 

the intangible assets of your brand. From the above problems it can be analyse that now it is 

very much important to Protect Intellectual Property because the Internet has made it easier for 

people to access journals, publications, and any piece of information that is digital. This is 

leading to several users thinking that any information on the internet can be reproduced because 

it is available in the public domain. After the lockdown was declared, according to renowned 
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sources, there was a growing incidence of fake domains being created that had copyright-

protected information in them. Some of the Examples of IP Protection in the Digital Arena 

shows its importance in a clear way like in 2019, The Guardian, a British news website had 

accused a journalist from another country of plagiarizing passages from a Guardian article in 

the newspaper column that she wrote for. Several brands such as North Face have also been 

struck by PR disasters owing to internet scams that they had indulged in. While everybody 

wants to be at the top of search engine results, it is not wise to get there by hook or crook. North 

Face plotted a plan to swap Wikipedia images with their images so that their pictures are the 

first to appear on Google. In a matter of a few days, Wikipedia noticed it and accused North 

Face of illicitly using their educational platform for free advertisement. These cases highlight 

why it is the need of the hour to secure your IP rights and successfully enforce copyright in this 

digital age. 

As from the above problems and examples we finally know the importance of IP Protection 

and since the need for protection for copyright has increased, it is important to understand the 

rights, infringement, remedies, etc. assigned under it which are as follows: 

(A) Rights of authors under copyright regime in India 

In India, copyright exists in the source code of a computer program. Computer software is 

preserved as a literary work and hence computer databases are as per Section 2 (o) of the 

Copyright Act, 1957. Thus, an original database is also protected by copyright. According to 

Section 14 of the Copyright Act, 1957, the author of a work has the sole and exclusive right to 

enjoy and exploit the many rights conferred by the Act for literary, dramatic, musical or artistic 

work, cinematographic film and sound recording. Rights mentioned under Section 14 include 

the right to reproduce the work, to issue its copies, perform or communicate work in public, 

make adaptations, translations, selling or rental rights in respect of different categories of work. 

Term of copyright in published literary, dramatic, musical and artistic works is lifetime of 

author and sixty years from beginning of calendar year next following year in which author 

dies. Same is the case of cinematographic film and sound recording. Multimedia works by their 

nature, combining various functions, such as text, sound, images, and moving images. It 

becomes perplexing which provisions should apply to a multimedia work as it may be an 

amalgamation of distinct works such as sound recording, film, artistic work and literary work 

or software wherein separate copyrights vest in the author conferring differing rights with 

respect to a category of work as per Copyright Act. For example, the rights conferred on a 

writer in a literary work are different from those in a cinematographic film. On the one hand 

there is no rent right in literary works, on the other hand such right exists for cinematographic 
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film. In my view, the correct interpretation is that the multimedia work is actually a 

combination of separate works in which the author (s) hold different copyrights.  

Apart from the above-mentioned section, the entire scheme of the Copyright Act makes it 

amply clear that all the provisions of the Act must be applied to electronic and digital media in 

the same manner they are applied to conventional media. The Copyright (Amendment) Act, 

2012 has also clarified this in many places. Remedies against copyright infringement on the 

internet are not dealt with separately under that Act as the provisions sufficiently cover all 

forms of exploitation of works, including exploitation over the internet, and the remedies for 

copyright infringement would apply to the internet as they would to any other medium or 

platform. 

(B) Copyright Infringement and remedies 

Where copyright is infringed, owner of copyright is entitled to sue for remedies including 

injunction, damages, profit of accounts and delivery up of infringing goods. Section 51 states 

copyright in a work is considered infringed when a person without a license from owner or 

registrar of copyrights or contravening conditions of a license does anything the exclusive right 

to do which is the right of the owner as per the Act or permits for profit a place to be used for 

communication of work to public where such communication constitutes infringement of 

copyright in the work unless he was not aware and had no reasonable ground to believe such 

communication will be infringement of copyright. It also amounts to an infringement where a 

person makes for sale or hire or displays or offers for sale, or distributes for trade or to 

prejudicially affect the owner of copyright or by way of trade exhibit in public or import into 

India infringing copies of work (excluding one copy for personal use of importer). As 

registration is not compulsory, suits for infringement can be filed even if plaintiff has secured 

no registration of the work. Civil remedies available to owner of copyright are also available 

to exclusive licensee. Electronic contracts are considered legally valid in most jurisdictions 

such as India and electronic licensing or assignment is also legally valid. 

(C) Fair dealing as a defence 

Section 52(a) provides for exceptions to infringement termed as “Fair dealing”. Fair dealing 

with literary, dramatic, musical or artistic work (not being a computer program) for purpose of 

private use, including research, criticism, review, and as per Section 52 (b) for purpose of 

reporting current events in a newspaper, magazine, or similar periodical, or by broadcasting or 

cinematographic film or by means of photographs. As per Section 62 of Copyright Act, a suit 

or civil proceeding will be filed for infringement of copyright in district court having 
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jurisdiction to hear the case. The jurisdiction under CPC will include place of residence where 

plaintiff resides or carries on business or personally works for gain. Section 63 of the Copyright 

Act provides the punishment for offence of copyright infringement. Any person who 

knowingly infringes or abets the infringement of the copyright in a work or any other right 

conferred by the Act is punishable with imprisonment for a term which shall not be less than 

six months but which may extend to three years and fine which shall not be less than Rs. 50,000 

but may extend to 2 lacs. On second and subsequent conviction imprisonment is for a term not 

less than one year but which may extend to three years and fine which will not be less than one 

lac but may extend to 2 lacs. Punishment may be reduced if infringements are not made for 

commercial gain. As per Section 63 B, knowing use of infringing copy of a computer 

programme is punishable with imprisonment for term not less than 7 days but may extend to 

three years and fine not less than Rs. 50,000 but which may extend to Rs. 2lacs. Punishment 

may be reduced if infringements are not made for profit or gain. Section 69 provides that if an 

offence is committed by a company, then every person who at the time offence was committed 

was in charge of and responsible for conduct of business of company shall be deemed guilty 

of such offence and liable for punishment unless if he proves offence was committed without 

his knowledge or that he exercised due diligence to prevent commission of such offence. 

There has always been a thin line of difference between Infringement and Fair Dealing. Section 

52 of the Copyright Act 1957 does not permit the reproduction of the whole work. Such 

substantial copying and reproduction of the whole of the work would amount to infringement 

however; one of the major loopholes present in the Indian Copyright Act is that it does not 

define what substantial or insubstantial portion of the Copyright work is. As per the legal 

interpretation of the provision it is clear to one and all that only the insubstantial portion of the 

original copyright work comes within the ambit of fair dealing. The question of whether a work 

is fair dealing or not is a qualitative one that differs from case to case. It can be safely concluded 

that the test to determine a copyrighted work as a Fair Use of such work indeed differs from 

case to case since such facts are to be given high priority more than the law itself. Though the 

legislature has attempted to make law on this concept more flexible but precise, in the Indian 

scenario, section 52 of the Copyright Act, 1957 makes a legitimate stand for the public to rely 

upon this provision for now. India has been able to establish a proper ground as for now since 

the whole idea having an exception as against the protection of copyright is to give rise to 

creativity and growth which can be transformed and expressed in many other new ways so as 

to encourage people to attain such degree of creativity with careful consideration to the original 

copyrighted work. 
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III. PROTECTION OF DATABASE THROUGH COPYRIGHT 

A very important aspect of the new digital age is the personal nature of new technology. An 

individual can copy copyrighted work from his personal computer easily. It is of course very 

difficult for copyright owners to file case against these individuals who may be all over the 

globe. Protection of database through copyright under copyright law is provided under the 

concept of a compilation copyright. Compilation copyrights protects the collection and 

assembling of data or other materials under copyright. The extent of the protection provided to 

databases are explained in the following sections which are as follows: databases as 

compilations, no separate protection for underlying data, Feist: originality and the need for 

creativity, database licensing and pre-emption; and the European Database Directive and 

proposed WIPO treaty. 

(A) International Convention  

The International perspective in respect with the protection of database includes the Berne 

Convention, which provides for the protection of collections and compilations of literary or 

artistic works due to the selection and arrangement of their contents constituting intellectual 

creations. The protection under such is without prejudice to the copyright in each of the works 

forming part of such collections. The WlPO Copyright Treaty, adopted by the Diplomatic 

Conference on 20 December, 1996, extended the provisions of the Berne Convention to the 

compilations of databases following the same principles of protection. Similarly, the TRIPS 

Agreement under World Trade Organization (WTO) also provides protection to the databases 

on similar lines.  

WlPO Draft Databases Treaty of December 1996, on the other hand also aims to harmonise 

national laws in respect to protection of databases. This treaty mentions increasing risks due to 

the possibilities of making exact copies of whole databases or parts thereof with little costs. 

And thus, establishes a new form of protection of databases granting rights to enable the makers 

of databases to recover the investments made. 

In India, the copyright Act, 1957 has been amended five times in the years 1983, 1984, 1992, 

1994 and 1999 so far. The amendment of 1984 was noteworthy for extending the scope of 

copyright protection to computer software. The Copyright Amendment Act 2012, under section 

31D highlights that any “broadcasting organization communicating to the public” of any 

literary, musical work or sound recording, to comply with compliances under the Copyright 

Act, including but not limited to, giving prior notice of the broadcast, duration, territorial 

coverage and pay the royalties to the owner of rights in each work, announcing the names of 
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authors and performers. This is Pre-determined process of prior notice for any modification or 

change in the literary or music work. Further, the broadcaster has to maintain records of books 

of account and render copies to the owners of the copyright. 

Sec.2(ffc) of the Indian Copyright Act, 1957 defines ‘computer program’ as a set of instructions 

expressed in words, codes, schemes or in any other form, including a machine readable 

medium, which enables the computer to perform a particular task or to achieve a particular 

result. Indian Copyright Act, 1957, under Section 13 (1) (a) of the Act protects “Databases” as 

‘literary works’, which states that Copyright shall subsists throughout India in original literary, 

dramatic, musical and artistic works. The definition of literary works has been provided under 

Section 2(o) of Copyright Act, 1957, which includes computer programmes, tables and 

compilations including computer data basis. 

IV. WHY IS COPYRIGHT ILL EQUIPPED TO DEAL WITH THE INTERNET? 
Copyright originated in the era of printing press where not much people owned printing presses. 

When people chose to pirate books, then they used to earn good profit, but the pirated books 

could be traced and were a good measure of infringement3. The average person cannot copy a 

book and give it out to friends or sell it on the street. All in all, the system seemed to work very 

well in a proper manner. But in the twentieth century then came the advent of wonderful new 

technologies. Photocopiers, Tape decks and VCRs, all of these advances have changed the 

relationship between the copyright owner and the potential copier. While originally access to 

technology served as an obstacle to copying by the public, with new technologies, the average 

person was suddenly photocopying articles, taping albums, recording their favourite television 

shows. And what do one know? Copyright is still alive, kicking and growing faster, and the 

entertainment industries are as powerful as ever. Now, on the Internet, copyright faces its 

greatest challenge yet. First, there is the ease of replication. If someone chooses to save this 

paper, they can have an original copy of it. Moreover, he could make as many copies of it as 

he wants. The quality of digital media is that there is no decline in sequential copying. For 

some, this is also its curse. When faced with a similar situation with the advent of digital audio 

tapes (DAT), which allowed the possibility of perfect copying of audio recordings, the industry 

chose to enhance its technology (facing extreme pressure from the recording industry) by not 

allowing second-generation recordings from its tapes. In addition, the DAT manufacturers paid 

a royalty to the record companies from every tape deck sold, presumably to compensate for 

lost sales.  

 
3 Section 51 of the Indian Copyright Act, 1957. 
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Another important factor about digital media is the ease of transmission and multiple uses. For 

example, if someone has a copy of this paper on his hard drive and he wants to send it to one 

of his friends. He can e-mail it right over. Similarly, if he has a book, he could let him borrow 

it; the copyright law does not prohibit this. Once the book is his, he can do what he wants with 

that copy of it- this is what is known as the ‘first sale’ doctrine. They can also resell it without 

copyright infringement. It might seem that e-mailing this paper is a clear analogue of lending 

it to him, however, there is a very important difference: he can send it to him without ever 

relinquishing control of it himself. In other words, he still has a copy of it on his hard drive and 

now lets the other person do it. There are two copies where there was once one. This problem 

is compounded when considering the possibility that he too may like the paper and wants other 

people to read it. Rather than sending it to individuals over email, he chooses to upload it to a 

network and by this now, many people can read and copy it both, etc at the same time. Who 

knows how many copies exist now? Another aspect of digital media is the equivalence of works 

in digital form and not all digital tasks are less than the information read by a machine. 

Protected works are classified as very specific types of work under accounting laws, with 

various rules and exemptions applied depending on the nature of the work. Although some 

fuzzy lines are drawn between different subject matter, it is generally not very difficult to 

distinguish between categories. In the case of digital media, however, software programs are 

considered literary works, but the actual results of those lines of source code can be considered 

as many different types of traditional subject matter. For example, CD-ROM games are at the 

cutting edge of popularly available technology, incorporating audio and video into interactive 

games. Virtual Reality, albeit in its embryonic form, is available to the public at large, and is 

only getting better for both entertainment and scientific uses. The World Wide Web, like the 

prophesy of Gibson’s cyberspace, is a demonstration of what these little bits of information 

can do over the Internet. Copyright laws will probably never really catch up with the internet. 

How could they when technology evolves at a far greater pace than any legislator could ever 

draft, debate and vote sensible bills into law? They are however still necessary and relevant, 

albeit a work in progress. 

V. WHAT ARE THE CHALLENGES FOR INTELLECTUAL PROPERTY RIGHTS AND 

COPYRIGHT PROBLEMS IN REGARD TO INTERNET? 
With the growth of the Internet, issues of protection of intellectual property rights (IPR) 

protection are also likely to come to the fore. As of now, the country is busy with infrastructural 

development for the spread of Internet so that the demand is met, and, within a few years, 
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Internet reaches every nook and corner of the country. Development of high-speed national 

telecommunications backbone and provision of adequate telephone lines are priority issues. 

Nodes have been erected in over two dozen cities in different parts of the country to facilitate 

Internet services. With a view to enhancing access to this sophisticated and fast medium of 

communication network, the government has decided to permit private companies to provide 

Internet services. With the entry of private Internet service providers, very soon India should 

become a leading Internet user in the world, as it had happened in the case of cable television 

service. The increased use of Internet would mean a greater challenge to IPR protection than 

at present. While Internet is poised for a quantum leap in the country, it will be premature to 

suggest practical solutions to the intellectual property right problems of Internet, as experiential 

knowledge of such problems is very limited. There are already issues of intellectual property 

rights, but they are more within the scope of the doctrine than proxies. 

The copyright law is the most potent instrument presently available for tackling the IPR issues 

on the Internet. The Indian Copyright Act, originally enacted in 1957, was comprehensively 

amended in 1994. With these amendments, it has become a forward-looking piece of legislation 

and the general opinion is that the amended Act is capable of facing the copyright challenges 

of digital technologies including those of Internet. By removing certain restrictive clauses and 

phrases, and by expanding the definitions of works like cinematograph film and sound 

recordings to include such works in ‘any medium’ within their purview, the Act has adapted 

itself to the digital era. It, however, depends on how case laws develop when IPR issues of 

Internet are taken to the court. Some of the basic challenges for intellectual property rights and 

copyright problems in regard to Internet are discussed below: 

(A) Basic Challenges for Intellectual Property Rights 

The Internet mostly poses two basic challenges for IPR administrator which is mainly what to 

administer and how to administer? The first challenge will be met only when a consensus is 

achieved over the issues of IPR in the Internet. The special challenge for an IPR administrator 

is how to balance the rights of different players on the Internet like content providers, service 

providers, access providers and so on. This has to be done without jeopardizing the free flow 

of information and at the same time ensuring that the real economic interests of the creators of 

intellectual property are not adversely affected. Once the IPRs on the Internet are decided, then 

the challenge for the IPR administrator is how to implement them in the most cost-effective 

manner. While there are no two opinions about the protection of IPR on Internet in the interests 

of creators, the enforcement of rights over this medium is likely to be quite cumbersome given 

the highly sophisticated nature of the technological device. The enforcement measures also 
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require expensive and advanced electronic devices. After all, ‘the answer to the machine is the 

machine’ and every new machine becomes costlier than the previous one. So, will the cost of 

the measures become so prohibitive that developing countries will be forced out of the Internet? 

Will the IPR enforcement on the Internet make a department of the world into the information 

rich and the information poor? When IPR challenges of the Internet are considered, these types 

of questions have to be addressed. The Internet is still in a nascent stage in India. Most of the 

issues raised in this paper are possibilities and have not come into practice. However, in the 

interest of rapid development of information superhighways without prejudice to the interests 

of copyright owners, it is necessary to look deeply into them and find solutions. The things to 

be sought are the golden means between the public interest and the interest of the creators and 

the proliferation of copyrighted works. At the same time, the new IPR norms will not lead to 

widening of the gap between the developed and the developing countries. With the spread of 

digital technology and the use of the internet, it has become easier than ever to showcase 

intellectual property online. However, this seemingly positive development also comes with its 

problems. While intellectual property rights do apply on the internet, it is not very easy to 

enforce them. It is extremely easy to copy digital works because they are low in cost and their 

quality is near-perfect. Published works of any sort are all very susceptible to piracy on the 

internet. It is quite difficult to monitor all cases where intellectual property rights are not 

adhered to on the internet and then bring the perpetrators to justice. The challenges related to 

protecting and promoting IPR are complex, and these challenges can best be addressed by 

improving our understanding of the entire ecosystem of IPR—including governments, the 

private sector, and the general public. 

(B) Basic Copyright Problems in Regard to Internet  

Over the years, the Internet has become the basic foundational infrastructure for the global 

movement of data of all kinds. With continued growth at a phenomenal rate, the Internet has 

moved from a quiet means of communication among academic and scientific research circles 

into ubiquity in both the commercial arena and private homes. The Internet is now a major 

global data pipeline through which large amounts of intellectual property are moved. As this 

pipeline is increasingly used in the mainstream of commerce to sell and deliver creative content 

and information across transnational borders, issues of intellectual property protection for the 

material available on and through the Internet have taken on great importance. Some of the 

issues related to copyright problems in regard to internet are as follows: 
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• Determination of Public and Private Use 

One of the basic copyright issues in the Internet is determining the border between private use 

and public use. Like all copyright laws of the world, the Indian Copyright Act also distinguishes 

between reproduction for public use and private use. Reproduction for public use can be done 

only with the permission of the right holder, whereas the law allows a fair dealing for the 

purpose of private use, research, criticism or review. This distinction is eroded with the ability 

of a person to transmit any copyrighted work over the Internet, being able to download 

simultaneously from the privacy of his / her home and for the users to simultaneously transmit 

an ideal copy of the content, to their homes. Far from the thin line dividing the public and 

private sectors, many feels, in copyright, it calls for a new set of criteria. The Internet has put 

some traditional concepts on its head. A case in point is that of publication. With the advent of 

the Industrial Revolution and the age of mass production, publishers of books and music had 

made their entry. They have become such a presence that writers could not even think of the 

world without them. The Internet is a medium that is different from books that removes the 

middleman between an author and his reader. The author can put his work on the Internet and 

the reader can access it directly. If the printing press had given birth to the publishing industry, 

the Internet would have sounded a warning bell if not the death knell for that industry, giving 

every author the right to be its publisher. This raises the question of whether the work available 

on the internet is a publication or not. According to the Indian Act, 'publication' for the purpose 

of copyright means 'making the work available to the public by issuing copies or 

communicating the work to the public'. This definition, by virtue of its non-restrictiveness, can 

be construed as covering electronic publishing and, thereby, public ‘publication’ on the 

Internet. However, a few years before electronic publishing in India, it could actually make a 

big mark. 

Whether communication over the Internet is ‘communication to the public’ is still an 

unresolved issue. The Indian Copyright Act has a detailed definition of ‘communication to the 

public.’ The Act says, ‘‘communication to the public’ means making any work available for 

being seen or heard or otherwise enjoyed by the public directly or by any other means of display 

or diffusion other than issuing copies of such work regardless of whether any member of the 

public actually watches, listens or otherwise enjoys the work so made available.’ This 

definition is considered broad to include communication on the Internet within its fold. If the 

courts adopt this approach, Internet service providers in India will have a harder time sorting 

copyright on Internet content. 
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• Problem of Distribution and Reproduction Rights 

Like most copyright laws, in Indian law, distribution rights also expire with the first sale4. As 

of now, a student can freely sell a second-hand textbook or a library can circulate among its 

members’ books it purchased. In the Internet, distribution gets entangled with reproduction 

because no copy can be distributed without reproduction. The right to reproduction presents 

some fundamental problems on the Internet. It originates from the basic nature of Internet 

transmission. Reproduction occurs at every stage of transmission. Temporary copying (known 

as caching) is an essential part of the transmission process through the Internet without which 

messages cannot travel through the networks and cannot reach their destinations. Even when a 

user only wants to browse through, the temporary copy is still on the user's computer. Coverage 

of the temporary reproductions was a heated debate issue in the World Intellectual Property 

Organization (WIPO) Diplomatic Conference of December 1996 and still remained 

inconclusive. When a reproduction takes place in the course of authorized use of the work and 

is intended to make the work perceptible or where the reproduction is of a transient or incidental 

nature, should it be restricted? In Indian law, reproduction has to be in a physical form but 

involves its storage in any medium by electronic means. ' The case law is not yet clear whether 

reproduction that occurs in Internet communication falls within the scope of reproduction rights 

granted by law and until it is done, or on the validity of temporary reproduction and permanent 

reproduction and temporary reproduction Opinions will vary. It will be interesting to see if the 

courts will introduce the concept of economic relevance of reproduction to bring it within the 

purview of the right of reproduction conferred by the Copyright Act. 

• Enforcement of Liability 

Perhaps the most important issue from the angle of copyright enforcement is that of liability. 

For one, there is the issue of liability for acts that occur during the transmission of a legal act 

(aside from an infringement). As already mentioned, this issue depends very much on the 

interpretation that the judiciary takes over the various rights granted by law. In case the 

judiciary takes the view that reproduction, etc., which occurs in transit, is a copyright 

infringement, then questions as to the determination of liability will arise. Who is to be held 

responsible? The party that works or the party that receives it or the Internet Service Provider 

(ISP)? It will not be easy to find the answer. The other issue is that of communication over the 

Internet of a clearly infringed copy of a work. The moot point in this issue is whether an ISP 

can be held liable for copyright infringement by a customer, even if he is not aware of the 

 
4 Peace Journal, 11 (1) 1999, http://www.gseis.ucla.edu/~howard/ (4 December 2007). 

https://www.ijlmh.com/
https://www.ijlmh.com/


 
855 International Journal of Law Management & Humanities [Vol. 4 Iss 3; 837] 

© 2021. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

customer's action. Section 79 of the Information Technology Act, 2000, states that if the 

customer proves that the offence or the violation was committed without his knowledge or that 

he has exercised all due diligence to prevent the commission of such offence or violation then 

he won’t be held liable under the said Act. While describing a copyright offense, the Indian 

Copyright Act stipulates that infringement or infringement should be done intentionally by a 

person5. It is possible that an ISP, who may not have any awareness of copyright infringement 

by the customer, may be absolved of liability and avoid conviction6, based on the expression. 

This, however, raises another question. Even if the ISP is not punishable under Indian law, it 

can still bear liability under the national law of another country. Since the Internet is truly 

global and has no observer of national boundaries, how are we going to regulate it? This 

network is spread all over the world and any message or information passes through any 

country before reaching its final destination. The ISP may have no obligation in the country of 

origin and the country of destination, but there may be an obligation in a country in transit. 

ISPs and Software Developers are potentially liable for copyright infringement based on the 

secondary liability7 theories of contributory or vicarious infringement. A contributory infringer 

is the one who, with knowledge of the infringing activity, induces, causes or materially 

contributes to the infringing conduct of the other8. ' In order for the provider to be held liable, 

some direct infringement must have occurred and the provider must satisfy the need for 

contributory copyright infringement or vicarious copyright infringement9. 

In the seamless world of Internet, the enforcement of national IPR laws, which are bound by 

territorial jurisdictions, throws up issues not easy to solve. This is an area where there is an 

urge for international harmonization of laws; otherwise, the risk of liability in some countries 

may force the Internet service provider to scrutinize the material being transmitted for 

copyright approval, and, thereby, delaying the whole process. This could make the World Wide 

Web a ‘World Wide Wait’. The effort should not be to impede the flow of information, but to 

speed it up. Each major technological development means a paradigm shift and the Internet is 

not at all exception. New criteria can be developed to fix liabilities on the right persons; a 

facilitator of an Internet service is not necessarily an abettor of copyright infringement. The 

range of issues that Internet poses for IPR protection makes one wonder whether copyright 

 
5 Garware Plastic & Polyester vs Telelink, AIR 1989 Bom 331 
6 Section 79 of the Information Technology Act, 2000 
7 secondary liability ‘arises when one party is held legally responsible for the actions of another party’ and it can 

be vicarious liability and contributory liability. 
8 Gershwin Publ’g Corp vs Columbia Artists Management Inc, 443 F 2d 1159, 1162 (2d Cir 1971). 
9 Sony Corp of America vs Universal City Studios Inc (US 1984) 104 S Ct 774, 464 U S 417; A & M Records Inc 

vs Napster, 239 F 3d 1004; In re Aimster Copyright Litigation, 2003 Copr L Dec P 28,630, 67 USP Q 2d 1233. 
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laws would be sufficient to meet the challenge, or whether we should go for a sui generis system 

of IPR protection. In fact, there is a universal tendency to think in terms of the needle's common 

forms of protection to meet new technological challenges. Thus, there have been designer laws 

for intellectual property in industrial designs, plant varieties and intellectual property in 

integrated circuits. Databases and folklore are in queue for achieving sui generis protection. 

Although copyright laws have, for decades, shown great flexibility in accommodating new 

forms of creation, there still is much rigidity in them. The idea-expression dichotomy is central 

to the copyright doctrine and, therefore, copyright does not protect the ideas, methods and 

functional characteristics. A sui genis form will naturally have greater flexibility in its scope, 

level, and duration of protection. But after that it presupposes a willingness to experiment, a 

willingness to let the law evolve through a process of trial and error. 

• Problems which have no Solutions 

There are areas where differences in cultural perspective can have an impact on the suitability 

of the content being broadcast on the Internet. Many literary, artistic and cinematic expressions, 

which are accepted in Western society, may not be acceptable in more traditional societies like 

Indian society. In the case of books, music, artistic pieces and cinematographic films, a national 

government can exercise some control over them; this is also possible to a large extent in the 

case of broadcast and telecast. In the case of Internet communication, how are we going to do 

this? It is not possible on the Net to have policing at the national boundaries. Controlling and 

filtering information that flows through the Internet has many practical difficulties. Under 

Section 69 of the IT Act, it is possible to withhold content that is obscene in nature (prurient or 

lascivious) and this currently includes the power to block sites10. Also, such action can be taken 

against pornographic websites, which is why one won’t really find any porn being hosted in 

India. Still the Internet is too large and amorphous for any regulation. When one infringes the 

site, one hundred such sites may crop up in different places. The amount of information on the 

Internet is huge and it is not located in one country but all over the world. It is not possible for 

any government to censor it. It is possible to censor when the sources of information are limited. 

There is a major difference between the large electronic media like television and radio, and 

the Internet. In the former, there is a broadcaster and many viewers or listeners, while in the 

latter, a large number of 'netizens' are inputting information and simultaneously accessing it. 

What kind of technological devices can regulate the complex metrics of the Internet who’s each 

user point is also a production point? 

 
10 Section 69 of the Information Technology Act, 2000. 
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VI. JUDICIAL APPROACH IN DEALING WITH THE COPYRIGHT PROTECTION 
The Indian Copyright Act is unable to protect the unauthorized distribution and use of work 

over internet. Infringement over internet and piracy posing a threat to creative works worldwide 

and thus the growth of the internet, the e-commerce and the digital economy. Copyright owners 

exclusive right of distribution applies to e-mail attached or forwarded. The role played by the 

courts to resolve the problem of jurisdiction in cyberspace is not satisfactory. The courts have 

laid down various principles and doctrines in order to justify the application of domestic laws 

to extra-territorial offences and copyright infringements on cyberspace. These principles and 

doctrines are either self-centric or are incomplete to deal with problem of jurisdiction in 

cyberspace. Analysis of doctrines and principles laid down by various courts is concluded as 

follows: 

The ‘minimum contacts’ theory laid down in the case, International Shoe Co. vs. 

Washington11, read with ‘purposeful ailment’ doctrine recognized in the case Asahi Metal 

Indus. Co. vs. Superior Court12, has its own advantages and disadvantages. The ‘minimum 

contacts’ and ‘purposeful ailment’ doctrines enable the defendant to foresee the probable action 

against him. If the ‘minimum contacts’ and ‘purposeful ailment’ doctrines are applied to online 

copyright infringements a person doing activities on the internet would understand problem 

action to be taken against him or her. According to the prevailing legal philosophy, 

foreseeability metric lies at the heart of the reasonableness standard. Reasonable foreseeability 

doctrine is supported by traditional notions of fair play and substantial justice. The reasonable 

doctrine is also followed under due process clause of US and procedure established by law 

clause in India. Therefore, it would protect fundamental rights of the accused person in 

respective countries. 

The ‘purposeful ailment’ doctrine further supports territorial sovereignty principle recognized 

in international law and the traditional understanding of the domestic law. The adoption of the 

‘purposeful ailment’ doctrine saves the individual actor from the application of the laws of all 

the countries at a time for copyright infringement on internet, though the material is accessed 

or downloaded in almost all the sovereign states. As discussed earlier, in some of the instances, 

it would minimize the problem of multiple jurisdictions. For example, in instances of multiple 

sovereign nations claiming jurisdiction at a time, the country which is able to prove minimum 

contacts and purposeful ailment would get privilege to take the action against probable 

 
11 International Shoe Co. vs. Washington, 326 U.S. 340 (1945). 
12 Asahi Metal Indus. Co. v. Superior Court 480 U.S. 102, 122, [107 S.Ct. 1026, 1032, 94 L.Ed., (1992). 
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copyright infringement. Other countries which are not able to prove ‘minimum contacts’ or 

‘purposeful ailment’ would not able to take the cognizance of the case. Therefore, the problem 

of multiplicity of jurisdictions and prosecutions can be minimized by applying the above 

doctrines. Though the application of ‘minimum contacts’ or ‘purposeful ailment’ doctrines 

would minimize problem of multiple jurisdictions and prosecutions, it cannot provide remedy 

to every victim. In cases of online copyright infringements, a wrongful loss to the author may 

be caused though requirements of ‘minimum contacts’ or ‘purposeful ailment’ are not satisfied. 

For example, in instances of mere uploading the copyrighted material on internet may not fulfil 

the requirements of above doctrines. It means there would be wrongful loss without a legal 

remedy. The court would not take action on the ground that either ‘minimum contacts’ with 

sovereign state is not established or it was not purposefully directed towards the sovereign 

state. 

(A) Indian Position on Jurisdiction in Cyberspace 

The critical analysis of the jurisdictional clauses under the Information Technology Act, 2000, 

and the Indian Penal Code, 1860, shows that only partial relief is provided to the Indian 

nationals under the said provisions. The amendment Act, 2008, of IPC, provides sub-section 3 

to section 4 of the Indian Penal Code, 1860. As discussed earlier, for applying IPC to offences 

against computer resources, the computer resources shall be located in India. According to 

section 75 of the Information Technology Act, 2000 also, the computer resources should be 

located in the territory of India. The word ‘involves’ is used in section 75 of IT Act, 2000. It 

can be construed very broadly. It may include an offence committed by a foreigner against 

another foreigner involving computer network located in the territory of India. In these types 

of examples, the offence may be conducted from one sovereign state to another sovereign state 

via network located in India. In the above examples, neither Indian nationals nor interests of 

the territory of India are involved. Therefore, this type of broad wording of the legislation is in 

conflict with the territorial sovereignty principle of the international law. It is pertinent to note 

that the word ‘targeting’ is used in sub-section 3 of section 4 of IPC, 1860. The word ‘targeting’ 

is not further defined or clarified by the legislature. The literal or dictionary meaning of 

‘targeting’ is ‘aiming at’13. The literal or dictionary meaning of words used in criminal law is 

needed to be stressed out because the rule of strict interpretation is applicable to criminal law. 

The rule of strict interpretation implies strict or literal interpretation of criminal law. It is 

submitted that, after applying the rule of strict interpretation, there is a doubt whether IPC 

 
13 http://www.thefreedictionary.com/targeting 
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would be applied when: a) aim or target is not a computer resource but a person. It means the 

intention is not to cause wrongful loss to the computer resources including computer or data 

per se but to the person via or with help of computer resources (for example, by publishing 

defamatory comments). In this example ‘means and target’ are different. ‘Means’ is the 

computer resource and ‘target’ is a person. Therefore, in the above example, an offence is 

committed with the help of a computer resource and not by targeting it. b) the offence is 

committed by one foreign national against another foreigner from their respective countries via 

network located in India; c) wrongful loss is caused to the person by making data accessible to 

the entire world including India but data is copied from the computer located outside the 

territory of India d) a passive website is registered and created outside India (for example 

photographical websites) but accessible in India. Similarly, a website with unauthorized 

copyrighted material may have access in India without targeting computer resources located in 

India. In these examples, the target is not the computer resources located in India per se. The 

intention is to make it accessible to the entire world. Incidentally, it would be accessible in 

India also. Apart from the above, section 43A of the Information Technology Act, 2000, is 

relevant to determine the jurisdiction. According to Section 43A of the Information Technology 

Act, 2000: “where a body corporate, possessing, dealing or handling any sensitive personal 

data or information in a computer resource which it owns, controls or operates, in negligent in 

implementing and maintaining reasonable security practices and procedures and thereby causes 

wrongful loss or wrongful gain to any person, such body corporate shall be liable to pay 

damages by way of compensation to the person so affected.” It is submitted that according to 

Section 75 of IT, Act, 2000 or Section 4 of the IPC, the above-mentioned body corporate should 

be located in the territory of India or shall use the computer resources located in India. In other 

words, Section 43A would not work in isolation. It is not an exception to the Section 75 of the 

Information Technology Act, 2000. It shall be interpreted along with Section 75 of the IT Act, 

2000. It is submitted that reading Section 43A of IT, Act, 2000 in isolation would be 

inconsistent with basic rule of interpretation of statutes (i.e., statute shall be read as a whole).  

It is pertinent to note that Section 43A does not provide any liability of the actual offender (i.e., 

a third person committing offence from foreign jurisdiction with the help of computer etc. 

situated outside India). In an example of cloud computing or liability under section 43A of the 

Information Technology Act, 2000, if the body corporate was not negligent in implementing 

and maintaining reasonable security practices and procedures, then no liability can be imposed 

against the said body corporate. In addition to above sections, section 13 of Information 

Technology Act, 2000 is also relevant to analyse the problem of jurisdiction in cyber space. 
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Section 13 deals with time and place of dispatch and receipt of electronic record. Sub-Section 

3 of the section 13 is worded as follows: “Save as otherwise agreed457 between the originator 

and the addressee, an electronic record is deemed to be dispatched at the place where the 

originator has his place of business, and is deemed to be received at the place where the 

addressee has his place of business.” Section 13 of the IT Act, 2000 assumed the place of 

dispatch and place of receiver of electronic record at the place of business, irrespective of actual 

place of dispatch or receipts of the electronic record. This assumption is important because it 

provides jurisdiction to the Indian courts if the place of business of originator or addressee is 

in India. According section 13 the court will have jurisdiction though the electronic record in 

fact may or may not be received in or dispatched from the computer, computer systems or 

computer mechanism situated in India. Normally, the court gets jurisdiction at the place of 

business, place of dispatching of electronic record and place of receiving the electronic record. 

Section 13 of the IT, Act, 2000 will have overriding effect on CPC and Cr.P.C14. As discussed 

above, according to statutory assumptions created under section 13 of IT Act, 2000 though the 

person is residing and dispatching an electronic message from the territory of India and if his 

place of business is outside the territory of India, the Indian court cannot exercise the 

jurisdiction. Similarly, according to said assumption created under section 13 the court can 

assumed jurisdiction though electronic message is dispatched or received outside the territory 

of India if the person receiving or dispatching an electronic message has place of business in 

India. 

It needs to be noted that because of section 13 of the IT Act, 2000 the Indian court would not 

be able to take cognizance of the matter though act of dispatching electronic message is 

partially or fully conducted from the territory of India. Further, because of this statutory 

assumption the court would be unable to take cognizance of the matter even if the electronic 

message has an adverse impact on rights or interests of the citizen(s) of India. The assumption 

created under section 13 of IT Act, 2000 does not have any advantage as such because 

otherwise also according to general principles of jurisdiction and CPC and Cr. P.C the court 

was empowered to take cognizance of the matter at the place of the business of the person. 

Section 13 of the IT Act, is apparently inconsistence with territorial and passive nationality 

principles of International law on jurisdiction. The Indian laws applicable to cyberspace do not 

provide jurisdiction against foreigners if they are not using computer resources located in India. 

The rights of Indian citizens can be infringed in cases of cloud computing when resources are 

located outside India or Indian nationals are carrying material with them outside the territory 

 
14 Section 81 of IT Act, 2000 
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of India. Apart from above, section 1 (2) and section 62 of Indian Copyright Act, 1957 are 

relevant to analyse the problem of jurisdiction in cyberspace. According to section 1 (2) of the 

Indian Copyright Act, 1957, the Indian Copyright Act extends to the whole of India. According 

to section 62 (1) of the Indian Copyright Act, 1957, “Every suit or other civil proceeding arising 

under this chapter in respect of the infringement of copyright in any work or the infringement 

of any other right conferred by this Act shall be instituted in the district court having 

jurisdiction”. Further, according to section 62(2) of the Indian Copyright Act, 1957 for the 

purpose of sub-section 1 district court include a district court within the local limits of whose 

jurisdiction, at the time of the institution of the suit or other proceeding, the person instituting 

the suit or other proceeding actually and voluntarily resides or carries on business or personally 

works for gain. The explanation on above sections shows that the Indian Copyright Act, 1957 

is made applicable to the Indian territories only. It does not provide any express provision for 

extra-territorial application of the Indian Copyright Act, 1957. In other words, Indian laws of 

jurisdiction are location (territory)-centric rather than victim-centric. The IT Act and the IPC 

are apparent examples of non-application of the passive nationality principle recognized by the 

International Law. It is respectfully submitted that the Indian parliament lacks visualization of 

nature and probable offences committed with the help of cyberspace. The Indian laws on 

jurisdiction need to shift the offence-centric paradigm to the victim centric paradigm. 

In the case of Burlington Home Shopping Pvt ltd vs Rajnish Chibber15, the Delhi High 

Court has held that a copyright existed in a compilation which was a client list. Moreover, in 

the case of Diljeet Titus vs. Mr. Alfred A. Adebare16, where customer lists stored on a 

computer were recognized as a protectable compilation under Copyright Act, 1957. The 

concept or idea of the algorithm is not capable of copyright protection, but programmes which 

are operating computers are accepted to be within the purview of artistic and literary work and 

thus protected. However, to establish protection and to be ensured that these are not copied and 

used without legitimate protection legal mechanism needs to be established. The key issue in 

the light of this, which arises, is the protection of databases and the conflict of interests between 

the developers and authors of the databases on the one hand and the users of the databases, on 

the other. Since, authors or developers are interested in receiving remuneration from databases 

which is based on their intellectual and skill inputs, so they want to restrict it copying from 

databases while users are longing to make use of the information either without paying for it 

or at a relatively lesser cost.  

 
15 1995 IVAD Delhi 732 
16 130 (2006) DLT 330 
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Sec.14 of the Copyright Act, 1957 empowers authors of original literary, dramatic, musical, 

artistic works, computer programmers etc with various rights in relation to their works. They 

have the exclusive right to reproduce their work, make copies, do their work in public or 

display, translate their work, adapt the work, etc. The term "originality" has been interpreted 

by the Indian courts in line with the interpretation of the British Courts. The owner of a 

copyright in computer programs shall have all the copyrights, assignment of copyright, special 

rights, rights of owner in respect of infringed copies, etc. The computer program under the 

Copyright Act, 1957 must be original. The infringement of non-literal part or the copying of 

computer design will constitute copyright infringement. The question in computer software 

cases has been regard to the limits of substantial copying and as to what are the portions which 

fall under the copyright protection. In the case of Eastern Book Company vs D B Modak17, 

the Supreme Court substantially increased the limit of "originality" when it ruled that the 

exercise of competence and skill was necessary as an original work. In this case the deeds of 

dispute were copied with head-notes judging. The apex court held that the copy-edited 

decisions did not satisfy the limits of originality. However, the head-notes were preserved 

because the court was of the opinion that sufficient skill and judgment went into making the 

head-notes. 

Sec.14 (a) (vi) of the Copyright Act, 1957 gives the right of adaptation to the owner of the 

copyrighted work. Here, ‘adaption’ refers to the right of making derivative work taking some 

elements from the framed sites and some from the multimedia setting and combining them to 

some other fit into the definition of adaption. The Supreme Court relied on the case of CCH 

Canadian ltd vs Law Society of Upper Canada18 and observed that derivative work must 

have some sufficient distinguishable quality or features which the original work does not 

possess. Only trivial inputs will not satisfy an author's test of copyright. Novelty or innovation 

is not the requirement of copyright but it does require minimum degree of creativity. The Court 

observed that copyedited texts of judgments of appellant deserved protection of copyright and 

partly allowed the appeals directing that though respondents may sell their CDs with their own 

editorial content and headnotes during pending of the matter in high court but it can do so 

without using the footnotes, headnotes, editorial comments and inputs of the appellants. 

Therefore, framing using internet technology infringes the rights of the creators.  

In the light of this, a recent Indian case, Gramophone company of India vs Super cassette 

 
17 (2008) 1 SCC 1 
18 1 SCR 339 
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Industries ltd19, the court took the view that the plaintiff had infringed the plaintiff's copyright 

in a sound recording, in which a remix version of a song was being sold by the defendant over 

the Internet or as a mobile tune. The court observed that the right of a copyright holder in a 

recording version to sell, give on hire or offer for sale or hire to public or distribute is not 

curtailed by the format in which it may be sold online. In the case of Feist Publications vs. 

Rural Telephone Service Co.20, the Supreme Court rejected the "sweat of the brow" doctrine 

that provided copyright protection for the database and the compilation based on usage to create 

the compilation. Instead, the court decided that compilations and databases are protected by 

copyright, when they are chosen in an orderly and original way. Although the level of 

originality required is not very high, the white pages of phone books are not secure because the 

selection of data and the arrangement of the data were not sufficiently original to come under 

the protection of the Copyright Act. As a result, competing telephone directory publishers were 

allowed to extract all data from white pages without liability for copyright infringement. 

However, not all databases are protected under the law, only those databases that facilitate 

some degree of originality in compilation of the facts are protected. Copyright protection given 

to a database does not automatically grants the copyright to store the data inside it. It depends 

on the data in which it is stored may or may not protection. The US Supreme Court, in the case 

of Rural Telephone vs Feist laid down a three-prong test to decide whether the compilation 

is original or not, firstly, there must be a collection of “pre-existing materials or data”, secondly 

the data must be specially “selected, coordinated or arranged” in a particular way and thirdly 

the resultant work as a whole “constitutes an original work of the authorship”. Section 51 of 

the Copyright Act, 1957 lays down the provisions in relation with the infringement of 

copyright. It does not explicitly provide whether such a breach occurred in cyberspace or in the 

physical world. If we read the language of Section 51 along with Section 14 of the Copyright 

Act, 1957, then it becomes clear that resume of any copyright work, issue copies of the work 

to the public or communication of the work to the public copyright. Will be the amount of 

violation under the Act. However, in the case of linking or in-lining, no copyright work is 

reproduced. Reproduction occurs at the end of the user visiting the linked page via the link. In 

the famous and well recognised case of Napster21, a college student by name Napster 

developed a software called Napsters. Music share software through which any person, through 

which one can access any computer database in the network, can download music CDs or 

 
19 1995 IIAD Delhi 905 
20 499 U.S. 340 
21 239 F. 3d 1004 (2001) 
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albums by breaking secret codes. This resulted a sudden fall in the sale of music albums and 

CDs of recording companies. After considerable effort and expenditure of money the music 

recording companies located the source. In a series of litigation by these companies, Napster 

was indicated and was punished. 

However, it seems impossible to completely infringe on the violation of copyright laws as there 

is no remedy in any such law whether it is in India or outside India. For example, the case of 

the pirate bay can be taken into consideration. The largest Bit Torrent tracker site on the web 

reveals revelations in copyright infringement. As such it attracts probably more legal attacks 

than any other website. In 2009 the three administrators of the site and their investor were 

convicted of copyright offenses in a Stockholm court. They were sentenced to one year in 

prison each and millions of dollars in fines, but the website remains online and the four remain 

free. The case is currently undergoing a Swedish appeals process, which may take several 

years. But, by this time already, many more similar sites have already been introduced. 

Considering the data related to piracy, it can be inferred that around 22 percent of all global 

internet bandwidth is used for online piracy and 70 percent online users find nothing wrong in 

online piracy. Only, 1 out of 1000 pieces of the most popular content on the Open Bit Torrent 

tracker is non-copyrighted due to which the various economic losses amount to $2.5 billion. 

The Indian legal protection of software copyright partially meets international standards. Indian 

law does not prohibit copying properly registered software packages for use on multiple 

computers, and does not object to copying software for non-commercial use. Section 63B of 

the Indian Copyright Act provides that any person who knowingly uses an infringing copy of 

a computer program can be imprisoned for a minimum of six months and a maximum of three 

years in prison. Information about copyright infringement is insufficient due to the difficulty 

in procuring evidence and the simple punishment afforded by law. The conversion rate is low 

in this area for several reasons. The Berne Convention states that “copyright infringement will 

occur when a person copies a work held in electronic format without the right of the copyright 

holder. Apart from piracy, a new trend has emerged in the global arena as writers and authors 

are no longer paying attention to publishers for publishing their work. They have started using 

the Internet for publication of their work and publishers fear a decline in their business. The 

new concept of open access has emerged. Rights of exclusion are the core of copyright; 

copying, distributing or making some other privileged used of another’s work is infringement 

in absence author’s permission. This right of the author receives a setback with the open access 

policy because the mandate in itself allows the work to be published without the author's 

permission. 
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The world of computers is made up of both tangible and intangible property. In India too, open 

access is gaining momentum as it is believed that ‘free open and digital access to scientific 

research will promote percolation of cutting-edge research at a faster pace into higher education 

curricula, thereby increasing the standard of the technical and scientific education in the 

country. This in return will foster a richer research culture. But it should be recognized that 

open access is possible with the consent of the Internet and the copyright-holder. The only role 

for copyright in this domain is to give authors control over the integrity of their work and the 

right to be accepted and cited properly. In an open access environment, the work remains under 

copyright, but a variety of creative commons licenses may be applied to the work. As the open 

access momentum continues to build and the debate about copyright has become more intense, 

the importance of the law is only going to increase. 

VII. LAWS- A COMPARISON BETWEEN THE USA AND INDIA ON THE BASIS OF 

COPYRIGHT INFRINGEMENT 
The comparison of the laws of the two countries USA and India has been made on various 

aspects of the law which are discussed below: 

(A) Jurisdictional Issues 

The question of jurisdiction of the courts in case of copyright infringement in cyberspace is a 

matter of global debate due to the unique nature of the dissemination of information through 

the internet22. In the world of digitalization, the problem of copyright infringement in 

cyberspace has become a big challenge. There are several reasons for this, one such reason is 

in my opinion, the level of enforcement of copyright laws in the countries. So, to confirm this 

viewpoint, a detailed comparison will be made of the legislations that have been enacted in the 

two countries which I selected for comparison- USA and India, one with a strongly developed 

copyright law and one with a comparatively developing copyright law. The two countries have 

dealt with the issue in the following manner which are as follows: 

• USA 

It is relevant to mention that the United States of America is the first country where computer 

software was developed, so naturally the country had to bear the burden of incidents of 

intellectual property infringement in cyberspace before any other country. As these incidents 

were increasing, American courts had to exercise their powers to bring justice to victims of 

 
22 Justice S Muralidhar, Jurisdictional Issues in Cyberspace, 6 THE INDIAN JOURNAL OF LAW AND 

TECHNOLOGY 1,1 (2010) 
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copyright infringement. Courts have developed two tests to determine their jurisdiction to 

entertain complaints of intellectual property infringement since the 1990s. The first test referred 

to as the Zippo test which was developed in the case of Zippo Manufacturing Co vs Zippo 

Dot Com Inc23. The test is based on the jurisdiction of the US courts on the extent of a website's 

'interactivity' in the given jurisdiction. In the Court's opinion, "a passive website is insufficient 

to establish personal jurisdiction, but an interactive site through which a defendant does 

business with the forum residents is sufficient to establish personal jurisdiction." But one major 

drawback of this test was that it did not provide a guideline as to what constituted empowerment 

to the right level of interactivity, whether a continuous daytime record was required, or whether 

it showed a reasonable time to negotiate is sufficient to show a fairly regular interaction. The 

second test, also referred to as the "effects test" was given in the case of Calder vs Jones24. 

The test-based jurisdiction was on three criteria: (1) an intentional action (2) expressly aimed 

at the forum state (3) knowledge that the brunt of the injury would be felt in the forum state. It 

thus indicates that if the person affected by the copyright infringement or the forum of the 

spread of the copyrighted work is widespread in the state, then there is absolute authority over 

the matter. Although the second test is not much in use today, the first test does have a great 

significance in determining jurisdiction in recent infringements. 

A recent case by United States vs Kim.com25 decided jurisdiction over a case under the 

DMCA 1998 gave a fairly similar approach. The Court opined that 'corporations that are 

foreign in their registration and address, but do a substantial amount of business in the United 

States, will not be able to dodge jurisdiction on the basis of formality.' The courts, however, 

have become a bit more flexible in this approach and do not always seek higher amounts of 

trade. This is reflected in the case of Ink vs. Yandex NV26 where a Dutch search engine was 

subjected to a California court, despite only 6 percent of the violations occurring in the United 

States. 

• INDIA 

The Indian law is not very clear in this regard. Section 62 (2) of the Indian Copyright Act, 1957 

gives the courts an additional jurisdiction to take cognizance of cases of copyright infringement 

on the Internet for prosecution other than the grounds provided under Section 20 of the CPC., 

190827. Thus, such violations can be brought under the jurisdiction of District Courts under 

 
23 952 F. Supp. 1119 (W.D. Pa. 1997) (US District Court) 
24 465 U.S. 783 (1984) (US Supreme Court) 
25 2012 WL 517537 (E.D. Va. Feb. 16, 2012) (US District Court for the Eastern District of Virginia) 
26 2013 WL 1899851 (N.D. Cal. May 7, 2013) (US District Court) 
27 Section 62, Copyright Act, 1957 
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Section 62. This again raises a very important question as to the constitutionality of Section 62 

(2) of the Act as it would mean the Court of Exclusion of Courts, which is clearly in conflict 

with Article 1 (2)28 of the Constitution of India. Although the IT Act provides for all cyber 

laws, it does not specifically address intellectual property rights problems. So, provisions do 

not indicate any solution. However, the Indian judiciary has read in jurisdiction of the Indian 

courts in these provisions. In the case of Super cassettes Industries Ltd vs Myspace Inc & 

Anr29., the use of the words 'any place' for profit under Section 51(a) of the Copyright Act, 

1957 have been interpreted to include common public place or library or any other kind of 

place. It subsumes within its physical place or place at the internet or web space. A landmark 

case is that of Banyan Tree Holdings Ltd vs M Murali Krishna Reddy and Anr30. in which 

the issue of extended jurisdiction was dealt with. The plaintiff here was a resident of Singapore 

and the defendant was from Hyderabad. The rationale of Casio India Ltd vs Ashita Tele 

Systems Pvt. Ltd31. was relied upon to conclude that due to the ubiquity, universality and 

utility of the features of the Internet and the Worldwide Web, any matter associated with it 

possesses global jurisdiction. The Court also relied on the holding in Zippo Manufacturing 

Co vs. Zippo Dot Com32 and some other US rulings and came to the conclusion that the Court 

had jurisdiction to deal with the case. 

(B) Compliance with International Regimes 

With the aim of addressing the problems of intellectual property infringement on the Internet, 

various international regimes were developed. The World Intellectual Property Organization 

Internet Treaty was one of its kinds. Both USA and India are signatories to WIPO. It is pertinent 

to examine the inclusion of the treaty in their domestic laws. 

• USA 

In the USA, the Digital Millennium Copyright Act was enacted in 1998 to bring the Copyright 

Act in line with the provisions of the WIPI treaties. Section 1201 of the US Copyright Act, 

1976 was added by Section 103 of the DMCA Security to circumvent the technical measures 

used by copyright owners to protect their works33. Two types of technical measures have been 

recognized: measures that prevent unauthorized access to copyrighted work and measures to 

prevent unauthorized copying of copyrighted work. The circumvention of the first was 

 
28 Article 1(8), The Constitution of India, 1950 
29 (2011) 48 PTC 49 (Delhi High Court) 
30 2008 (38) PTC 288 (Delhi High Court) 
31 2003 (27) PTC 265 (Del) (Delhi High Court) 
32 952 F. Supp. 1119 (W.D. Pa. 1997) (US District Court) 
33 Section 1201, US Copyright Act, 1976 
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prevented but not the second, in order to promote fair use. These changes were made in line 

with Article 11 of the WCT and Article 18 of the WPPT. In this regard, the US court has held 

the case of Kelly vs. Ariba Soft Corp.34 which provides thumbnail versions of images and 

will amount to the proper use of automated web pages containing images. Similarly, Section 

1202 was added to protect the integrity of copyright management information in accordance 

with Article 19 of the WPPT. 

• INDIA  

In 2012 the Copyright Act of 1957 was amended to bring it in line with the World Intellectual 

Property Organization Internet Treaties - WCT and WPPT35. Along with providing for 

technical measures to protect copyright works in cyberspace, it also provides for the provision 

of special fair use for working in the Internet. The word 'hire' was included in Section 14 of the 

Indian Copyright Act, 1957 in compliance with Article 7 of WCT and Article 9 of the WPPT, 

which provides 'commercial rental' rights for computer programs and cinematograph films. In 

Section 14(d) and (e) the term 'hire' was replaced by the term 'commercial rental' in order to 

narrow down the scope of hire to only commercial rentals and not non-commercial ones. The 

definition of the term commercial rental was also introduced under Section 2 (FA) of the 

amended Act. Fair use provisions are now extended to digital works. 

(C) Liability on Infringement 

In the case of copyright infringement over the internet, multiple parties are involved in the act. 

The parties involved in copyright infringement over the internet are: copyright owners, internet 

service providers and the individual involved in uploading the copyrighted material in the 

server of the Service Provider. ISPs (internet service providers) are organizations that provide 

their clients or customers with access to the internet36. It generally appears that the person 

uploading the document should be responsible for infringement, but there is a tendency to 

rather hold the service provider liable for infringement. There are mainly two reasons for this: 

1) due to the wider reach of cyberspace it is difficult to locate an individual who actually 

uploads the copyrighted material, whereas the service provider is an organization having its 

place of business in a definite place, 2) an individual will not be able to pay the amount on 

infringement but an organization can pay for making good the losses on infringement. This 

 
34 280 F.3d 934 (9th Cir. 2002) (US District Court for the District of California) 
35 Abhai Pandey, Inside Views, Development in Indian IP Law: The Copyright (Amendment) Act, 2012, 

Intellectual Property Watch (January 1, 2013), available at http://www.ip-watch.org/2013/01/22/development-in-

indian-ip-law-the-copyright-amendment-act-2012 
36 Berman, CAREER GUIDE TO INDUSTRIES, 2008-09 143 (2008) 
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trend is also visible in the laws of two countries for fixing liability:  

• USA  

In US the liability for copyright infringement in cyberspace has been established with the help 

of case laws. One of the initial cases is that of Sony Corp vs Universal Studios37 where the 

Internet Service Providers were held liable by virtue of vicarious liability and contributory 

infringement. Later, in the case of Religious Technology Center vs. Netcom Online 

Communication Services, Inc.38, the Federal District Court of Northern California was upheld 

with a similar question of ISP's liability for content posted by customers. The court adjudged 

on three main issues: firstly, Netcom could not be directly held liable for the material posted 

directly by its clients. In its opinion, the ISP is the one which only provided the tool and the 

original infringing work was done by the client who uploaded it. This was a clear dissent from 

the previous judgements in this regard. Secondly, the link between infringing activity and 

Netcom's finances was not sufficiently liable for Netcom. Thirdly, although Netcom cannot be 

held liable for direct infringement or, even bizarrely, it can certainly be held liable for breach 

of contribution. This however had to be proved, which was left open for trial, and the case was 

subsequently settled out of the court.  

After this the Digital Millennium Copyright Act was enacted in the year 1998. In fact, USA is 

the first country to have brought in any limitation in the liability of the Internet Service 

Providers39. The limitation was put through the provisions of the Online Copyright 

Infringement Liability Limitation Act as Title 11 of the DMCA on October 28, 199840. The 

liability of the infringers was limited on many grounds like transitory digital network 

communications41, system caching42, unwittingly linking or referring users to sites containing 

infringing materials43, and the unwitting storage of copyright violating material on their 

systems44. The copyright owners were also not entitled to any monetary or injunctive relief 

from the ISPs in case of vicarious liability or contributory infringement45. The ISPs were also 

 
37 464 U.S. 417, 435 (1984) (United States Court of Appeals) 
38 907 F.Supp. 1361 (N.D. Cal. 1995) (US District Court) 
39 Farooq Ahmad, Liability Limits of Service Providers for Copyright Infringement, 8 JOURNAL OF 

INTELLECTUAL PROPERTY RIGHTS, 181, 185 (2003). 
40 Christian C.M. Beans, The Copyright Dilemma Involving Online Service Providers: Problem Solved…For 

Now, 51(3) Federal Communications Law Journal, 823, 832 (1999). 
41 Section 512(a), US Copyright Act, 1976. 
42 Section 512(b), US Copyright Act,1976. 
43 Section 512(d), US Copyright Act,1976. 
44 Section 512(c), US Copyright Act,1976. 
45 Farooq Ahmad, Liability Limits of Service Providers for Copyright Infringement, 8 JOURNAL OF 

INTELLECTUAL PROPERTY RIGHTS, 181, 185 (2003). 
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allowed to claim the defence of fair use46. The service provider is required to satisfy two 

conditions before claiming limitations on liability. These are: 1. The service providers should 

designate agents to receive notifications of copyright violations on their networks and should 

then implement a policy for the termination of services to subscribers who were repeatedly 

involved in infringing activities online. 2. They should not interfere with any of the standard 

technical measures designed to protect or identify copyrighted works. Thus, the law makes a 

complete departure from the existing copyright law in USA which makes the internet service 

provider liable for contributory infringement in cases of third-party copyright violations. There 

are further relaxations on liability of the non-profit educational institutions acting in the 

capacity of service providers. It is extended to such a provider until and unless when the 

infringing materials were officially required or recommended for a class taught at an institution 

for the preceding three years or when more than two notifications of copyright violations within 

three but failed to act on them. There is also a provision made for counter notification, under 

which a person's material that has been taken down by misidentification as a result of a 

copyright owner's request shall be republished. Therefore, it can well be said that in USA a 

well-established law now deals with this matter and the liabilities and remedies are very clear 

cut in the law, giving enough substance to adjudicate upon.  

• INDIA  

The stand in India is completely opposite to that of USA. There is no definite law or decision 

which provides guidelines for such kinds of infringement. A small provision can be said to 

have been made in the Information Technology Act, 2000 by virtue of Section 79 of the Act, 

which exempts the internet service provider from liability in case of third-party violations, if 

due diligence is proved. But confusion arises as to the specific position of copyright infringers 

within the text of this provision. The words 'under this Act, rules or regulations made 

thereunder' indicate only a bar under this Act and not that of the Copyright Act. In such a 

situation it is important to look at various case laws in this regard in India. The judicial response 

suggests that the ISPs have been held liable for acts of contributory infringement, not following 

the provisions of the IT Act, 2000. In one case of Super Cassettes Ltd vs Yahoo Inc and 

Anr47, the Delhi High Court had issued a notice to the ISP Yahoo Web Services (India) Pvt. 

Ltd for infringing copyright of the plaintiff by streaming one of its videos in the portal 

video.yahoo.com. The Delhi High Court has issued similar notice to other ISPs like Google, 

You tube. Some amendments to the Act have also been made in section 52 (1) (c) to restrict 

 
46 17 USA 512 (I) (West Suppl. 1999). 
47 2009(39) PTC 162(Del) (Delhi High Court). 
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liabilities. But there is still no express provision. 

(D) Remedies 

• USA  

The civil and criminal remedies for infringement of copyright over the internet as enumerated 

under the Copyright Act as follows:  

Civil remedies: -  

Any person affected by the violation of Section 1201 or 1202 may bring in a civil action in an 

appropriate United district court for copyright violation and the powers of the court in such 

cases shall be: 

(a) Granting temporary and permanent injunction on such terms as it is appropriate to prevent 

or control the violation, but no prior restraint for free speech. 

(b) Forfeiture of equipment or product that is in the custody or control of the alleged infringer. 

(c) Award damages under subsection (c). 

(d) In its discretion may allow the recovery of costs by or against any party other than the 

United States or an officer thereof.  

(e) Award reasonable attorney's fees to the prevailing party. 

(f) Remedial modification to the impounded device.  

There are other remedies too provided under the Act for general cases of copyright 

infringement that are applicable.  

From the above comparison, it can be concluded that while the US law have advanced enough 

to incorporate new threats to copyright protection, the Indian law has failed to do so. The Indian 

Copyright Act only contains vague provisions to incorporate copyright protection in 

cyberspace, it does not make its stand clear. While the US laws have laid down clear guidelines 

for the benefit of the courts, the Indian law has completely left it to the judiciary to interpret 

the law as flexibly as possible to incorporate the changing scenario. This is why it has not been 

possible to reduce piracy rates in India despite mechanisms being developed by various 

institutions. Although the problem also exists in USA, there is a strong law to deal with the 

matter along with technological measures. However, it cannot be completely said that the 

Indian legislature is ignoring the issue. The law is still at its nascent stage and is developing 

slowly. It is expected to adopt a holistic approach in the next few decades and come at par with 

the American law.  
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• INDIA  

Civil Remedies:  

The types of remedies include:  

• Injunctions, damages and accounts. These remedies are also applicable to the cases of 

infringement under Sections 65A and 65B, which are specific to infringement in 

cyberspace. 

VIII. THE FUTURE OF COPYRIGHT 
Although the above comparison of the laws of the two countries has explained a lot but the law 

is yet to fully develop in India with respect to protection of copyright in cyberspace. Due to 

this, many issues have been openly eliminated in relation to India, providing scope for the 

future of the standards set by a certain law for future dwellings. For example, the law related 

to jurisdiction, liabilities of ISPs and compliance with WIPO regimes is not complete in itself. 

Further, not all aspects of law could be analysed in this research to avoid making it 

cumbersome. Therefore, any future study, if developed, will cover the entire law. There is no 

right answer to the question of the future of copyright because the future of Internet is still so 

uncertain. Obviously, the choices we make now will affect the course it will follow. Copyright 

does not mean giving its holders exclusive control over their works; Rather, it is a very specific 

bundle of rights designed to promote creativity for the public interest. Another alternative 

would be to explain fair use to prevent widespread infringement by unprofessional uses. Even 

if copyright issues are resolved, it is clear that other systems of compensation to authors may 

exist on the Internet. Service providers such as VSNL offer 'live' performances, where well-

known people visit chat rooms and interact with customers. Software companies provide 

technical support. Free intellectual work abounds on the Internet, with express indication of 

the conditions under which they may be copied or used. For example, this paper can be 

published in any form if it is not properly credited for profit and is not sold. Finally, the new 

look of Compensation may infringe copyright. Perhaps in the end, the future of copyright on 

the Internet may depend more on popular perceptions than on restrictive regulations. The laws 

are certainly meant to reflect public opinion, not govern it. People follow rules that they believe 

are reasonable and fair. As John Perry Barlow noted in the context of encryption, 'a social over-

reliance on security by barricades rather than conscience will eventually lead to the withdrawal 

of infiltration and theft into a game rather than to crime'. People's basic concept of being fair 

and equitable can best determine the future of copyright in cyberspace. 

It is very difficult to see where copyright will go from its present situation. The Internet has 
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created a challenge that needs to be answered. The old fences have broken, but the proposed 

replacements create more questions than solutions. Of course, we are not witnessing the death 

of copyright, but maybe its renewal. The Internet has opened an excellent opportunity to start 

a debate about the existing copyright protection. A very good classification of the different 

trends that either criticise or defend copyright is the one offered by Eve Athanasekou208, who 

divides them in the following categorisation:  

• Copyright Radicalism: is the view held by those who believe that copyright law is no longer 

viable in the digital environment, and that it will be replaced by other mechanisms, like the 

technological fences already described.  

• Copyright Revisionism: is held by legal experts who are pushing for a revision of existing 

copyright laws.  

• Copyright Traditionalism: is the view held by those who think that no changes are needed. 

• Copyright Minimalism: is the opinion that copyright protection should be enhanced. Some 

of the proponents of this view are some copyright industries, such as the movie, software, 

publishing and music industries. The first two opinions appear to be the best suited to try 

to determine what the future of copyright will look like. Maintaining the status quo is 

certainly not working, as has been discussed in the second section of this work.  

More protection will probably make it more difficult to people to infringe copyright online, but 

it will not stop it from happening. The Internet is too vast; the possibilities for infringement are 

too varied. The information is flowing and it is unlikely that selecting some scapegoats will 

stop copyright infringement. Nevertheless, countries with poor protection should attempt to 

implement more legislation. Some of the criticism that has been described deserves 

consideration in the light of the widespread infringement that is taking place on the Internet. It 

is not about repelling copyright and abolishing intellectual property rights, but the present 

conjuncture poses the best opportunity to begin the debate. It is possible that some of the 

proposed technological fences will yield results, although the problem of rising costs and 

inconvenience to the consumer should be addressed. It is also possible that the Internet will 

actually open a new way of conducting businesses. Music offered freely by small bands trying 

to make it big, software that is offered as freeware by hacker idealists, articles published 

without copyright as long as authorship is recognised. It is possible that the future of copyright 

will be a return to moral rights, and authors will try to earn money in other ways. 

The best option for the future is to open a debate on what protection should begiven to 

intellectual property rights on the Internet. There is a new philosophy in Cyberspace, a new 
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community where sharing information is considered one of the highest values. Some of these 

proposals bear consideration, not to repel copyright, but to find new ways of making 

information available. The times of the limited monopoly may be over, and the advantages of 

limited sharing may be the way of the future. Only one thing is certain, copyright will continue 

to evolve. 

infringement. Nevertheless, countries with poor protection should attempt to implement more 

legislation. Some of the criticism that has been described deserves consideration in the light of 

the widespread infringement that is taking place on the Internet. It is not about repelling 

copyright and abolishing intellectual property rights, but the present conjuncture poses the best 

opportunity to begin the debate. It is possible that some of the proposed technological fences 

will yield results, although the problem of rising costs and inconvenience to the consumer 

should be addressed.  

Opportunities vs Threats in Cyberspace 

It is very difficult to see where copyright will go from its present situation. The Internet has 

created a challenge that needs to be answered. The old fences have broken, but the proposed 

replacements create more questions than solutions. Of course, we are not witnessing the death 

of copyright, but maybe its renewal. The Internet has opened an excellent opportunity to start 

a debate about the existing copyright protection. A very good classification of the different 

trends that either criticise or defend copyright is the one offered by Eve Athanasekou 208 , who 

divides them in the following categorisation: 

• Copyright Radicalism: is the view held by those who believe that copyright law is no 

longer viable in the digital environment, and that it will be replaced by other 

mechanisms, like the technological fences already described.  

• Copyright Revisionism: is held by legal experts who are pushing for a revision of 

existing copyright laws.  

• Copyright Traditionalism: is the view held by those who think that no changes are 

needed. 

• Copyright Maximalism: is the opinion that copyright protection should be enhanced. 

Some of the proponents of this view are some copyright industries, such as the movie, 

software, publishing and music industries 209. 

The first two opinions appear to be the best suited to try to determine what the future of 

copyright will look like. Maintaining the status quo is certainly not working, as has been 

discussed in the second section of this work. More protection will probably make it more 
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difficult to people to infringe copyright online, but it will not stop it from happening. The 

Internet is too vast; the possibilities for infringement are too varied. Venturing regional or 

global markets use to be a prerogative of mainly big business firms and multinational 

corporations (MNCs) before the advent of WWW. The exponential growth of WWW and its 

potential for global market reach has enabled even smaller firms to target global markets. The 

parallel growth of personal computing devises, affordable to individuals, has enabled the 

WWW to expand its tentacles to households and thereby create easier access to a large pool of 

individual consumers worldwide. The information superhighway so laid, transgresses national 

borders virtually merging different geographical markets into one single market. Ironically, the 

WWW not only acts as a superhighway for information sharing but also creates opportunities 

for content delivery, payment of price etc online. These unique features have particular 

relevance to copy righted digital products. Unlike some products and services, where WWW 

mainly acts as a marketing or advertisement network, for digital products it has the potential to 

act as a complete business channel. The global reach of markets, in general and the personal 

reach of consumers, in particular made easier by the WWW had created a range of opportunities 

for not only business firms but also to individuals dealing with digital contents. Individuals’ 

works of art and the writers of software were enabled for the first time to exploit their work 

globally without the need for distributors, retailers or middlemen. Like individuals, the small 

and medium size business firms, who were once confined to limited geographical markets, now 

saw the new opportunities to reach virtually any market in the world. Internet broke the stigma 

that only “global companies have global market access” by enabling many small business 

players to compete globally through relatively lower investments and costs. Internet enabled 

global reach had indeed prompted a spate of new players as well as new forms of services 

entering the markets in almost all industries. Innovation was the buzz word and sky were the 

limit for dot com firms, who mushroomed during the hay days of Internet boom. Although 

many dot com firms witnessed disastrous fall since the boom, it was attributedmainly to the 

business models of respective dot com firms than the Internet itself as a potential business 

channel. In spite of the dot com failures, Internet continues to strive with more and more 

conventional business firms exploiting its potential at different levels of their business 

processes. The benefits of global access made possible by the Internet, is not just limited to the 

firms who offer products and services but also to the consumers. The consumers have global 

reach too, in their look out for products and services made possible through Internet. Cyber 

savvy consumers have greater choices and reach for products and services from virtually any 

part of the world than the conventional consumer, who had to be content mostly with what was 
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offered in proximity. Thus, the global reach is a two-way process benefiting both ends of 

business interests as well as consumer interests. However, new opportunities came along with 

new threats. The threats that emanate from the characteristics of Internet are multifaceted. Not 

only business firms and consumers face new threats but also the society at large. 

Venturing regional or global markets use to be a prerogative of mainly big Business firms are 

exposed to increased competitions and a range of threats relating to different façade of their 

business operations. Threats to copyrights are classic example. The very fact that the Internet 

has a global reach exposes the copyrights held by business firms and individuals to 

unprecedented threats, many of which are highly difficult to monitor, trace and clamp down. 

Similarly, consumers while availing more choices and reach for global products and services 

are exposed to serious threats related to online fraud, security of financial transactions, 

individual privacy etc, the origin of which is global and again difficult to trace. The society at 

large pays its price too by the very fact that the impact of the intrusion of Internet into different 

walks of life and sections of society have resulted in many social repercussions and are highly 

difficult to measure or monitor. The growth of Internet and the explosion of activities in it, 

therefore, have proved to be difficult to regulate. Various other specific opportunities created 

by Internet and their parallel threats are widely identified. Many of these opportunities have 

implications for copyrighted digital products. One of the areas, where Internet has proved to 

add value and increase efficiency for business firms is in logistics. “Just in Time” business 

strategies enabling the supply and distribution of goods and services on time have been made 

easier with Internet. This concept is even more efficient in case of digital products, where 

instant delivery of digital products to ultimate consumers could be carried out without much or 

any logistics involved. However, this new opportunity for spontaneous delivery had increased 

the scope for piracy and free distribution of copyrighted products. Internet had eliminated the 

risk of running out of stocks of digital products, if they were to be stored in conventional 

medium like a tape or a compact disk and then stored in a store for sales. However, Internet as 

a channel for delivery of digital products had opened up the Pandora box involving a range of 

threats including unauthorized online public broadcasting, deep linking and free access to 

copyrighted products, illegal sale and distribution of copyrighted products, etc.  

Online and instant payment mechanism is often heralded as one of the new opportunities 

created by Internet for increased cash flow for business firms. But the security implications and 

the subsequent consumer lack of trust on online shopping are well known. Internet is said to 

have reduced the gestation period for the launch of new businesses or products. It is relatively 

easier to start up a new business or introduce a new product, which is no doubt a great 
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opportunity for new players and small firms, particularly in the digital products sector. 

However, this had resulted in lowering the entry barriers, prompting competition from virtually 

any part of the work. Even individuals writing their own software codes could now compete 

with major business firms dealing with digital products. Although branded digital products may 

not feel the pinch of the competition emanating from small software developers or individual 

code writers, threats could manifest substantially if they are offered as freeware. Freeware 

distributors or developers, who share the software codes freely, may not be able to threaten big 

players without the low-cost distribution made possible through Internet. Internet has brought 

in apparent cost reductions and increased productivity for business firms. However, it is argued 

that use of Internet for online sales lack the human factor present in traditional sales, which is 

more ideal to ascertain and respond to consumer tastes. Also, consumers may not be able to 

personally feel and appreciate most of the products before they could make a decision to buy. 

This could be particularly striking in certain types of products like works of art, which could 

be subjected to online sales. Consumers may fail to appreciate the worth of an art online as 

much as they might do in person. In that sense, the valuation of a copyrighted work might be 

diminished if sold online. As the technology continues to evolve and grow, newer opportunities 

with even more threats are bound to arise, many of which are no doubt will have copyright 

implications. 

The opportunities vs threats discussed here are limited only for the purpose of demonstrating 

that use of Internet for exploiting copyrights involves apparent costs and benefits. In order to 

ensure that the benefits outweigh the costs, various related measures are needed to improve 

Internet as a viable channel for E-commerce in copyrighted products. Various measures are 

being adopted to increase the utility of Internet for exploiting copyright. Often technological 

measures are adopted to protect copyrighted products online. Unfortunately, technological 

measures to protect copyrighted products are often vulnerable to other circumventing 

technologies and could not provide a fool proof protection. Although protection technologies 

are increasingly becoming inviolable, relying solely on them may not provide a total guarantee. 

Often other measures are needed to supplement technological measures in order to consolidate 

copyright protection in cyberspace. There are a range of measures, which could be relevant in 

this context. They include policy measures to strengthen copyright protection, social measures 

to educate consumers against piracy, economic measures including support programs to 

encourage the use of licensed copyright protected products, punitive measures to discourage 

copyright infringements, etc. Different set of measures have a different utilitarian value and 

they together help develop stronger copyrights protection in any given society.  
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Among various measures highlighted above, the role of legal measures in improving the 

copyright protection in cyberspace is increasingly found indispensable. The relative 

significance of legal measures is due to the apparent limitation other measures may suffer. 

Copyright threats emanate globally due to the international character of cyberspace and any 

measures to improve copyrights protection should have a potential to create a positive influence 

globally. Not all types of measures may have this potential. Social or economic measures, for 

example, may often be effective in a given society but may not create a global impact. Legal 

measures on the other hand could be an effective set of tools in improving global protection for 

digital copyrights. Legal measures to protect copyrights in cyberspace, however, face different 

challenges which need to be addressed effectively. One of the challenges is related to the 

international character of Internet, which warrants international legal solutions. Cyberspace is 

international in character. The opportunities and threats also emanate internationally. 

Therefore, a logical hypothesis could be drawn that effective protection of copyrights in 

cyberspace can only be guaranteed through a strong international copyright legal regime. In 

order to verify the hypothesis, the paper will identify the legal challenges pertaining to 

copyright protection in cyberspace and test the strength and weakness of relevant international 

legal regimes in addressing those challenges. 

IX. CONCLUSION 
Copyright has also evolved because it has had to accommodate new technological intellectual 

works that deserved legal protection. Technological change has been the changing force behind 

copyright. With the passage of the Copyright Amendment Act, 2012, the copyright regime in 

India strengthens the statutory protections available to authors, protecting their rights in both 

the offline and online worlds. At the same time, it cites fair dealing exceptions to copyright 

with great attractiveness. New hybrid digital works such as multimedia will lead to new issues 

of technology development and new laws or clarifications will be required to address new 

issues in the protection of copyright in a dynamic digital world. The growth of Internet, 

especially the WWW has created a new cyberspace for copyrights exploitation. The analysis 

of copyright in cyberspace reveals a mixed result of new opportunities and threats. Cyber 

technology offered new methods of copyright or exploitation by business firms and individuals. 

These new methods have enabled greater scope for global expansion and market reach around 

the world, promising huge potential for generation of revenue or other means of returns. 

However, these new opportunities pose parallel threats, many of which also undermine the 

rights of copyright holders. The magnitude of the threats is unprecedented with technical 

feasibility, which is possible not only for easy evasion, but also for easy distribution of such 
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pirated tasks to the public by a click of a button. Such threats often overtake the opportunities 

offered by cyberspace, and this calls for increased regulation of cyberspace to protect 

copyright.  

The current cyber anarchy has posed many legal challenges to regulators. The ubiquitous nature 

of the Internet has brought many challenges to nature internationally, calling in international 

copyright regimes for greater regulation of cyberspace. Cyberspace, such as unregistered and 

various transactions carried out in the Internet, transcends national regulatory control. The 

technical feasibility of passing national governments or regulation causes doubt as to the 

effectiveness of any domestic governance or as a select group of domestic governance to 

regulate cyberspace. In addition, many domestic copyright regulations are relatively new and 

as such can be ill-suited to address copyright in cyberspace. This calls for increased 

international co-operation for the regulation of cyberspace, including the protection of 

copyrights. Many new forms of transactions in cyberspace are highly technology oriented and 

any legal effort to regulate it goes hand in hand with technological development. Law and 

technology need to be combined for effective solutions to many challenges in cyberspace, 

including those related to copyright. Several legal principles need to be developed or organized 

in the context of copyright to determine the validity of the transaction in question. Many such 

relevant questions related to copyright in cyberspace have to be dealt with explicitly at the 

international level. The Lack of internationally agreed principles relating to copyrights in 

cyberspace gives room for divergent domestic standards. The continued evolution of 

cyberspace and the rapid growth of cyber technology create a state of flux, prompting a delay 

in legal response. There are also debates as to the ability of existing international regimes to 

require the creation of new international rules to address copyright in cyberspace. The urge to 

develop regulatory regimes of copyrights in cyberspace is also hindered by the cyber divide 

existing between the developed and the developing world. The full complex set of cyber 

copyright issues point to a range of potential challenges in developing international principles 

to protect copyright in cyberspace. An introspection of the major forms of IPR in cyberspace 

suggests that copyright will continue to be the most relevant and controversial IPR in 

cyberspace. 

The main objective of the open economic market is to have transparent and effective 

commercial laws, so as to minimize the interference of the government in the functioning of 

the business. The economic policies in India are being liberalised for a competitive market 

economy, which has demanded for new relationships between science, law, commerce and 

trade. Therefore, the laws of database protection will require a sufficient degree in their 
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application to be effective in support of commercial activity. On the other hand, the free 

exchange of information requires an equal amount of scientific and technological enterprise 

and data and information in the public domain should not be lost to private interests. Both 

interests must be balanced by any legal treaty or instrument to protect the database. Copyright 

law has to ensure a balance between open access and its use. The main purpose behind the idea 

of open access is that the free use of large-scale information in an efficient way. However, it 

has to be kept in mind that the originality of the work of the authors should not be violated 

because they have copyright in it. The present-day scenario demands the status of incorporation 

of such a provision in the Copyright Law, 1957 so that it can enrich a better research for the 

public at large and also does not infringe on the rights of authors. 

X. CONCLUSION 
Copyright is an evolving institution. It is evident that copyright was born mostly for economic 

reasons, attempting to insure payment to writers as remuneration for their works. However, the 

first legislations on copyright also recognised the importance of the public interest of the 

dissemination of information. Copyright has also evolved because it has had to accommodate 

new technological intellectual works that deserved legal protection. Technological change has 

been the changing force behind copyright.  

Copyright has also evolved because it has had to accommodate new technological intellectual 

works that deserved legal protection. Technological change has been the changing force behind 

copyright. With the passage of the Copyright Amendment Act, 2012, the copyright regime in 

India strengthens the statutory protections available to authors, protecting their rights in both 

the offline and online worlds. At the same time, it cites fair dealing exceptions to copyright 

with great attractiveness. New hybrid digital works such as multimedia will lead to new issues 

of technology development and new laws or clarifications will be required to address new 

issues in the protection of copyright in a dynamic digital world. The growth of Internet, 

especially the WWW has created a new cyberspace for copyrights exploitation. The analysis 

of copyright in cyberspace reveals a mixed result of new opportunities and threats. Cyber 

technology offered new methods of copyright or exploitation by business firms and individuals. 

These new methods have enabled greater scope for global expansion and market reach around 

the world, promising huge potential for generation of revenue or other means of returns. 

However, these new opportunities pose parallel threats, many of which also undermine the 

rights of copyright holders. The magnitude of the threats is unprecedented with technical 

feasibility, which is possible not only for easy evasion, but also for easy distribution of such 
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pirated tasks to the public by a click of a button. Such threats often overtake the opportunities 

offered by cyberspace, and this calls for increased regulation of cyberspacThe current cyber 

anarchy has posed many legal challenges to regulators. The ubiquitous nature of the Internet 

has brought many challenges to nature internationally, calling in international copyright 

regimes for greater regulation of cyberspace. Cyberspace, such as unregistered and various 

transactions carried out in the Internet, transcends national regulatory control. The technical 

feasibility of passing national governments or regulation causes doubt as to the effectiveness 

of any domestic governance or as a select group of domestic governance to regulate cyberspace. 

In addition, many domestic copyright regulations are relatively new and as such can be ill-

suited to address copyright in cyberspace. This calls for increased international co-operation 

for the regulation of cyberspace, including the protection of copyrights. Many new forms of 

transactions in cyberspace are highly technology oriented and any legal effort to regulate it 

goes hand in hand with technological development. Law and technology need to be combined 

for effective solutions to many challenges in cyberspace, including those related to copyright. 

Several legal principles need to be developed or organized in the context of copyright to 

determine the validity of the transaction in question. Many such relevant questions related to 

copyright in cyberspace have to be dealt with explicitly at the international level. The Lack of 

internationally agreed principles relating to copyrights in cyberspace gives room for divergent 

domestic standards. The continued evolution of cyberspace and the rapid growth of cyber 

technology create a state of flux, prompting a delay in legal response. There are also debates 

as to the ability of existing international regimes to require the creation of new international 

rules to address copyright in cyberspace. Also mindful are the need to balance the conservation 

of online technological advantages versus the urge to regulate copyrights in cyberspace. The 

urge to develop regulatory regimes of copyrights in cyberspace is also hindered by the cyber 

divide existing between the developed and the developing world. The full complex set of cyber 

copyright issues point to a range of potential challenges in developing international principles 

to protect copyright in cyberspace. An introspection of the major forms of IPR in cyberspace 

suggests that copyright will continue to be the most relevant and controversiaWith the arrival 

of digital technology, multimedia and internet copyright infringement and software piracy 

become very easy. Due to weak network security and hacking the problems becomes grimmer 

and posing threat to e-commerce. US market is growing @ 20% annually. India is growing 

with CAGR of 59% over the last ten years. Mc Kinsey estimates that by 2010 the global market 

will expand to S200 billion and India is slated to be a major player in cyber space. E-commerce 

focuses its elements on telephone computer and websites as a basis of deciding competitiveness 
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of a country. India performs badly on these fronts. To be a superpower in the present century 

it must take lead in all relevant areas. Indian Government has taken a remarkable step ahead in 

right direction by enforcing the Information Technology Amendment Act 2008, on 27th 

October 2009, but which does not mention a single word about copyright. While the copy right 

is one of the most complicated areas of cyber law, Jurisdiction, cybersquatting, trademark, 

patent, domain name, media convergence, taxation, payment issues are also not covered by the 

said Amendment Act. While these are essential for the growth of e-commerce. Moreover 

internet, e-commerce and copyright related cases are only being instituted in the western 

countries, to be more precise USA. But it seems that the Indian courts might see and influx of 

internet related cases in the near future. Therefore, we should prepare our legal institutions for 

the production of information superhighway gateway. India has to go a long way to realise the 

true potential of information technology for conducting e-commerce. A lot depend upon the 

policy of the government to build necessary infrastructure, but it can surely be said that e-

commerce is the way of a better future. The best option for the future is to open a debate on 

what protection should begiven to intellectual property rights on the Internet. There is a new 

philosophy in Cyberspace, a new community where sharing information is considered one of 

the highest values. Some of these proposals bear consideration, not to repel copyright, but to 

find new ways of making information available. The times of the limited monopoly may be 

over, and the advantages of limited sharing may be the way of the future. Only one thing is 

certain, copyright will continue to evolve.The main objective of the open economic market is 

to have transparent and effective commercial laws, so as to minimize the interference of the 

government in the functioning of the business. The economic policies in India are being 

liberalised for a competitive market economy, which has demanded for new relationships 

between science, law, commerce and trade. Therefore, the laws of database protection will 

require a sufficient degree in their application to be effective in support of commercial activity. 

On the other hand, the free exchange of information requires an equal amount of scientific and 

technological enterprise and data and information in the public domain should not be lost to 

private interests. Both interests must be balanced by any legal treaty or instrument to protect 

the database. Copyright law has to ensure a balance between open access and its use. The main 

purpose behind the idea of open access is that the free use of large-scale information in an 

efficient way. However, it has to be kept in mind that the originality of the work of the authors 

should not be violated because they have copyright in it. The present-day scenario demands 

the status of incorporation of such a provision in the Copyright Law, 1957 so that it can enrich 

a better research for the public at large and also does not infringe on the rights of authors. 
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XI. RECOMMENDATIONS 
Short term recommendations 

1. The laws on jurisdiction need to be victim centric-rather than object centric to protect 

copyrights in cyberspace. 

2. The US, India and EU countries need to amend the principles followed in the respective 

states in order to increase co-operation in cyberspace in protecting copyrights. 

3. Framing, Inline-Linking and Deep-Linking, except linking by search engines shall be 

declared as an exclusive right of the author under Section 14 of the Indian Copyright Act, 

1957, and Section 101, Title 17, of Copyright Law of US. 

4. There shall be special courts dealing with Intellectual Property infringements (including 

copyright infringements) at district level as nominated by Delhi government in India. 

5. There is a need to consider bringing copyright infringement in cyber space under universal 

jurisdiction. 

Long term recommendations 

1. The cyberspace shall be recognized as entirely separate space/territory to address problem 

of copyright infringement in cyberspace. 

2. Need to Establish Supra-National Organization 

The international community shall establish a supra-national body to deal with cyberspace. The 

supra-national body shall have different departments such as: 

a) Department for rules and policymaking: This department shall lay down uniform rules and 

policy applicable to cyberspace. b) Department to deal with the use of technology to protect 

the rights of nations and nationals in cyberspace: This department shall have a Research and 

Development wing to find out and develop technological measures to prevent cybercrimes and 

IPR infringements in cyberspace. The Research and Development wing shall share technology 

and know-how with the member states. c) Special department for investigation of transnational 

offences d) Department dealing with IPR infringements in cyberspace; e) Department dealing 

with and protecting critical infrastructure of sovereign states. This department shall help 

sovereign states in protecting critical infrastructures of the member states. It may include 

protection to the banking system, protection to the public key infrastructure and protection to 

military and other important digital infrastructures. The organization also needs to have a 

separate international tribunal with for a or benches at regional levels. The procedure for 
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appointment of judges of such international tribunal and benches shall be at par with the 

procedure followed for the International Court of Justice. The International law is a weak law. 

The basic problem faced by International Law is the problem of implementation. Establishment 

of a supra-national organization to deal with cyberspace would also pose the question of 

implementation of the judgments of supra-national tribunal and rules and policy laid down by 

such an organization. There can be the following ways to implement policies and judgments of 

such supra national body: 

a) Compensation Fund: The member states shall pay a fixed sum of money to become a 

member of such supra-national organization. The said amount can be fixed based upon the 

economic conditions of the particular state. The fund paid by member states shall be divided 

into two parts: half of the fund provided by the member states shall be utilized for 

administration purposes and the remaining fund shall be kept as a compensation fund in the 

account of a particular member. If the state will not be ready to take cognizance or to pay 

compensation to the victims of cyber-crimes or copyright infringements from other nation(s). 

The compensation out of interest or from the principal amount of the said state’s compensation 

fund shall be paid. In case of exhaustion of the compensation fund, the said member states’ 

membership shall be terminated. It will have a deterrent effect on the defaulting state and it 

will force other member states to cooperate with the supra-national organization. 

b) Special incentives and privileges: The member states, implementing rules and policies 

shall get special concession and technological help to build digital infrastructure. Such member 

states shall get a special concession in know-how about the technology. 

c) Awards and recognitions: The supra-national organization shall declare some awards for 

members adhering to its rules and policies. 

d) Economic Sanctions: Any sovereign state violating rules and policies with respect to critical 

digital technology shall be subject to economic sanctions by the member states. 

e) Use of Force: The supra-national organization shall have power to use military force against 

the state attacking the critical infrastructures, including military and other institutions of any 

member state. The use of force can be done with the help of Security Council of UNO. 

f) Awareness and educational drives: The supra-national organization shall spend a sum of 

money on awareness and education drive about cyber-crimes and copyright infringements. 

3) The law made by the supra- national organization must address whether a particular event 

in cyberspace is controlled by the laws of the state or country where the website is located or 

by the laws of the state or countries where the internet service provider is located, or perhaps 
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by all of these laws. 

4) There shall be a Central Website alerting the authors about the Linking to the copyrighted 

material in cyberspace. 

5) There shall be a system alerting the end-user whether particular linking is with or without 

the consent of the author of the copyrighted material. For example, the end-user may get a 

pop-up stating the status of linking to particular resource. 

6) The linking party (party providing link to online material) shall get alert from central 

website that linking may lead to technological torts or copyright infringement to avert abuse 

such as links to online material. 

***** 
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