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ABSTRACT 

With the onset of the 21st century, the Internet has penetrated the lives of the global 

population in a significant manner. With the growth of technology and ease of access, more 

people are now online than ever before. India is no alien to this technological change. The 

Internet has proven to be a useful tool in dissemination of information, and has made it 

easier than ever before for information and data to flow. This data is also monetized online 

to sell ads, and therefore, information has economic value as well. However, with all these 

changes, crime in the cyber space becomes advent and the data and information on the 

internet are at risk of being misused. This paper discusses the various cybercrimes and 

their consequences with relation to women, with an emphasis on Delhi, the capital of India, 

and the risks and policy/safety measures to combat crimes against women in cyberspace. 

 

I. INTRODUCTION 

The national capital has the second largest number of internet users in the country, recording 

11.2 million users. The National Capital Region also has the highest internet penetration level. 

Delhi has the highest proportion of female internet users in the country.  With a high number 

of users, crime in the cyber-space is inevitable. Exposure in the cyber space increases risks of 

criminal activity since it provides room for individuals to commit acts without revealing their 

identities. Since, there are high number of female internet users in Delhi, they are vulnerable 

to becoming victims of cybercrime, especially in a metropolitan backdrop, being exposed to 

social media and dating apps. With greater perils, there lies a greater responsibility with both 

the authorities and the citizens to ensure their safety in the cyber-space. 

II. SHORTCOMINGS OF THE IT ACT 

The main law governing cybercrimes in India is the Information Technology Act, 20003 (IT 

Act) along with the Indian Penal Code, 18604 (IPC). The term ‘cybercrime’ is not defined 
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anywhere in the IT Act. Instead, different sections define and penalise different acts which are 

considered to be offences. For example, identity theft (66C), cheating by personation (66D), 

violation of privacy (66E), publishing or transmitting obscene material (67), publishing or 

transmitting of material containing sexually explicit act (67A). Ten basic types of cybercrimes 

happen to women in the cyber space. These are: Harassment via email, cyber-stalking, cyber 

defamation, hacking, morphing, email spoofing, cyber pornography, cyber sexual defamation, 

cyber flirting and cyber bullying.5 The IT act, it becomes clear, does not carry sufficient 

provisions to curb all of these crimes. Nowhere throughout the act are any female-specific acts 

penalised or even mentioned. 

 Non-sexual offences  

Thirteen cases of identity theft were reported in Delhi during the year 2018.6 Identity theft as 

defined in the IT Act is the act of dishonestly or fraudulently making use of electronic signature, 

password or any other unique identification feature of any person. A prima facie perusal of the 

provision says that the act of identity theft can be constituted if it is done ‘fraudulently’ or 

‘dishonestly’. Therefore, the act must be done in pursuance of defrauding the person or causing 

wrongful gain to themselves or wrongful loss to the victim.7 This definition only addresses 

identity theft pertaining to causing monetary loss to the victim and does not take into account 

the other implications to a person that are caused by identity theft or even different forms in 

which identity theft can cause damage to a person. The language of this section was meant to 

control bank frauds, credit card frauds and email account hackings.8 Identity theft can cause 

not just monetary loss but also loss to the reputation, privacy, theft of data of a person that 

could be sold to advertisers or misused to commit offences beyond the cyber space.   

A study conducted by Kaspersky revealed that popular dating apps used worldwide, such as 

Tinder and Badoo, often become bait used to spread mobile malware or retrieve personal data 

to later bombard the users with unwanted ads or even spend their money on expensive paid 

subscriptions. Such files have nothing to do with legitimate apps, as they only use the name 

and sometimes the design of authentic dating services.9 As users enter their data into these fake 

dating app copies, their personal data is collected by phishers who then use the data as they 

wish or sell it forward to criminals. Similarly, data can also be stolen from popular data giants 

like the Yahoo data breaches10 in 2016 that affected over 500 million user accounts and allowed 
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8 Supra note 3 at 120 
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the hackers to obtain data such as account names, email addresses, telephone numbers, dates 

of birth, hashed passwords, and in some cases, encrypted or unencrypted security questions 

and answers.11  

The law does not take into account instances where the privacy, reputation, data etc. of the 

individual are at risk and only penalises identity theft that would lead to some monetary loss to 

the victim, even though identity theft could lead to cyber-stalking, stalking, hacking, and even 

cyber bullying in cases of women. 

The IT Act mentions hacking nowhere. While it is suggested that section 66(c) can be 

interpreted to deal with cases of hacking12, it is submitted that the terms ‘fraudulently’ and 

‘dishonestly’ limit the scope of this section, since an act which causes no wrongful gain to the 

offender or any other person and/or wrongful loss to the victim would not be able to attract 

section 66(c).  

 Sexual Offences 

Oddly enough, the IT Act talks about privacy in section 66(e), but it talks about violation of 

privacy only in the context of exposure of private parts of a person. It penalises only the 

intentional publication, capturing, or transmission of private areas without the consent of the 

person. The section omits facets of privacy beyond nudity, and do not encompass elements 

such as data protection, identity protection, privacy beyond cyber-space that could be affected 

in case of identity theft, and would play an essential role in preventing stalking in real life of 

the victim or loss of private information that could severely threaten their very life and dignity. 

Despite the case of Ritu Kohli, the law has not changed on this matter. In this case, the offender 

had to be booked under section 50913 of IPC instead of provisions of IT act since it has no 

mention of cyber-stalking and harassment anywhere. For this reason, the only law applicable 

was section 509 wherein the punishment is simple imprisonment. It is recommended that 

section 509B of IPC (applicable in the state of Chhattisgarh) - which talks of sexual harassment 

by electronic modes penalises the act of making, creating, soliciting, or initiating transmissions 

of any comment, request, suggestion, proposal, image or other communication, which is 

obscene, lewd, lascivious, filthy or indecent with the intent to harass or cause or having 

                                                      
11 https://www.nbcnews.com/tech/tech-news/your-yahoo-account-was-probably-hacked-company-set-confirm-

massive-n652586 
12 Supra note 3  
13  Word, gesture or act intended to insult the modesty of a woman.—Whoever, intending to insult the modesty of 

any woman, utters any word, makes any sound or gesture, or exhibits any object, intending that such word or 

sound shall be heard, or that such gesture or object shall be seen, by such woman, or intrudes upon the privacy of 
such woman, shall be punished with simple imprisonment for a term which may extend to one year, or with fine, 

or with both. 
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knowledge that it would harass or cause annoyance or mental agony to a woman via any means 

of telecommunication including the internet - should be made the norm and be implemented to 

curb sexual harassment online for Delhi as well as the rest of the country, and be added by 

amendment to the IT Act.          

Unlike section 509B, section 67 of IT Act talks about publishing obscene material that “appeals 

to the prurient interests” of a person and 67A talks about publishing obscene material that is 

sexually explicit in nature. A perusal of the latter two sections leads to the conclusion that they 

penalise expressions of sexuality and impose a certain morality upon the citizens since 

consensual or bona fide publications that include pornographic content would be considered as 

criminal acts. While sections 67 and 67A can be read along with section 509 of IPC to book an 

offender for harassment, innocent persons who wish to do acts defined under these sections in 

their own privacy can also be penalised. Obscenity in section 67 is a broader term than ‘sexually 

explicit’ in section 67A, and contains publications other than pornography, and goes on to 

include writings, graphics, etc. While the sections are good to book offenders for offences such 

as defamation, morphing, etc., the act also poses a question on freedom of speech and privacy 

of individuals who can be booked under these provisions merely for indulging in separate 

unrelated activities that do not violate anyone’s rights or harm any other person. Therefore, 

these sections in their present form cannot be said to be good in law, as they are based on public 

morality instead of constitutional morality.14 Going by the theory of Harm Principle 

propounded by J. S. Mill, it is submitted that persons who indulge in pornography or other 

sexually arousing material in the privacy of their homes should not be punished under the same 

provisions that are used to punish persons who sexually harass females online and traumatise 

them psychologically and cause considerable harm to their reputation 

III. CHALLENGES FACED DURING INVESTIGATION 

 Anonymity 

Anonymity is one of the biggest challenges faced by officers during investigations of 

cybercrimes. Often times, offenders do not use their real identity since it is very easy to make 

a fake account on social networking sites. This in itself is problematic since identifying the 

offender is key to catching them, and anonymity makes it difficult to do so. Under the IT Act, 

the responsibility of Internet Service Providers (ISPs) is limited. In case of third-party 

communications hosted by them and made available by intermediaries, the ISPs are not to be 

held responsible under the IT Act. Moreover, section 79(2)(c) states that in case the 

                                                      
14 Navtej Singh Johar v Union of India, (2018) 1 SCC 791 
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intermediary has taken due diligence, they shall not be held liable.  

 Loss of Evidence 

Another problem that is faced during investigation is that due to crimes being committed in the 

cyber-space, evidence has to be gathered immediately from online or the offender can delete 

the data and evidence pertinent to the case can be lost. 

IV. SAFETY MEASURES 

There are many lacunas and loopholes in the law concerning cyber-crime. It is an urgent need 

by both the Delhi state and Central legislature to bring laws specific to cyber safety of women. 

However, for the time being, it is the duty of the authorities to ensure proper implementation 

of the existing laws and responsibility of the citizens to take measures to safeguard themselves 

in cyber-space. 

It is suggested that while creating accounts on social media, women should be careful to limit 

the availability of personal information to the public. Further, the account should be kept on a 

private setting with only trusted individuals having access to personal information and media. 

Block accounts that are or may be at the risk of creating nuisance. Report such accounts 

immediately that may be violating the privacy of women, without their consent. 

Do not share personal information with strangers on social media and dating sites and do not 

agree to meet strangers until you are certain about their identities. 

It is recommended that account passwords should be changed between regular intervals of time 

and these passwords should not be shared with anyone. 

In case a crime has been committed in the cyber-space, do not hesitate in reporting such 

offences. Delhi Police has done a commendable job by launching cyber-crime specific police 

stations, called CyPad, across different parts of Delhi. These have eased the process of 

registering complaints pertaining to cyber-crime with both an online portal15 and stations 

registering complaints for the same. 

Offenders committing such crimes should not be allowed to get away hiding behind the screens 

of their computers. 

***** 

 

                                                      
15 http://www.cybercelldelhi.in/ 


