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  ABSTRACT 
Consumer protection laws often attempt to protect the financial interests of consumers, 

provide them the freedom to make an educated decision, and grant them recourse in the 

event of a problem. Legislation can contain regulatory instruments that define a duty of 

disclosure, a complete ban on deceptive and aggressive behavior, a ban on unfair 

contract terms in specific types of contracts, and more. In an online setting, the same 

holds true, albeit legislation frequently needs to be revised to clarify coverage, as is 

explained in more depth in the following section. The majority of nations in the world 

have consumer protection laws in place, and many of them have taken measures to 

include internet transactions. To some extent, this has been achieved through the 

"regionalization" of consumer law and policy, with cooperation occurring between the 

EU, ASEAN, and APEC to varied degrees, or through collaborative endeavors by the 

BRICS countries. United Nations International Trade Law Commission (UNCITRAL) 

and UNCTAD, OECD, and ICPEN have all achieved some global success in 

international trade law enforcement (ICPEN).The image is completed by civil society 

organizations like Consumers International (CI) and consumer organizations 

worldwide. Consumer law has unavoidably evolved into a more international issue in a 

global economy, whether one that is digital or not. However, continued regulatory 

divergences and friction indicate that overall governance has not kept up with market 

trends. 

Keywords: OECD- E- Commerce- Consumer 

 

I. INTRODUCTION 
Since the mid-1990s, e-commerce has grown to be a substantial part of global commercial 

activity. However, e-commerce still has challenges, especially for clients that conduct business 

on a global scale. It is estimated that only 7% of all B2C sales in 2015 were cross-border e-

commerce, whereas B2B sales account for the majority of the $25.3 trillion global e-commerce 

                                                      
1 Author is a Research Scholar at Baba Mastnath University, Rohtak, India. 
2 Author is a Supervisor and Assistant Professor at Baba Mastnath University, Rohtak, India. 
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market, according to the "United Nations Conference on Trade and Development." Internet 

transactions and delivery across borders are hindered by the notion that they are less secure and 

there are no available solutions in the event of an issue.3 

In general, trust issues between consumers and suppliers or retailers are more serious online 

than offline. There is typically little face-to-face interaction, but people still buy products and 

services. Traditional retail offers a social context that makes the transaction easier: It typically 

entails the exchange of goods and money at the same time, contacts with employees, and "visual 

clues" that allow the customer to gauge the professionalism of the supplier or store. Online 

transactions, on the other hand, are "extended over space and time," and they are "dis-

embedded" from a relationship of human trust and physical presence. Although virtual 

assistants and, soon, virtual reality may be helpful, there are undoubtedly certain distinctions 

between the experience of conducting business online and more conventional forms. Customers 

are requested to provide sensitive information and personal data in this context, either to a 

retailer, online intermediary, or digital platform. You risk having your personal information or 

credit card information compromised. 

Consumers may be discouraged from making future online purchases if personal data-related 

stories in the news. Consumers who exclusively use mobile devices and other emerging 

technology like smart devices could create new security and data handling concerns. To address 

online consumer and data protection, fraud, and related competitive challenges within their 

respective countries, some governments have adopted rules. Some assign the responsibility of 

monitoring healthy online markets to independent regulatory organizations, such as consumer 

protection, data protection, or competition authorities.4 

A desired result is to increase trust in the institutional structure that oversees e-commerce, if not 

in the specific shop (personal trust) (institutions-based trust). The power of independent 

regulatory authorities to penalize any opportunistic behavior can also be used as a tool to 

increase trust. There may be a separate payments regulator in place in some nations that deals 

with consumer concerns about electronic payments. In other instances, a specific e-commerce 

regulatory authority has been called for to be established. 

Literature Review 

• “Gaining the trust of consumers and developing a relationship has become more  

                                                      
3 For a detailed report, see https://www.worldretailcongress.com/__media/Global_ecommerce_Market_Ranking 

_2019_001.pdf 
4Government of India’s press release, see https://pib.gov.in/Press ReleseDetailm.aspx?PRID=1603982 
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challenging for e-businesses. The primary reasons are weak online security, lack of 

efectiveness of the electronic payment system, lack of efective marketing program, 

delay in delivery, low quality of goods and services, and inefective return policy” 

(Kamari  & Kamari, 2012; Mangiaracina& Perego, 2009). 

• “Among the challenges that are the reasons for the distrust of customers and downsides 

of e-commerce is that the online payment mechanism is widely insecure. The lack of 

trust in electronic payment is the one that impacts negatively on the e-commerce 

industry, and this issue is still prevalent” (Mangiaracina  & Perego, 2009) 

• “As a focal point in e-commerce, trust refers to a party’s ability to be vulnerable to 

another party’s actions; the trustor, with its involvement in networking, sees trust in the 

form of risk-taking activity” (Mayer et al., 1995; Helge et al., 2020). 

Hypothesis 

Contrary to popular belief, despite the widespread use of internet commerce and electronic 

transactions, Indian customers remain wary of placing their trust in commercial online 

transactions. Customers who shop online interact with unknown merchants and suppliers, 

making them more vulnerable to fraud than customers who shop in traditional brick-and-mortar 

stores. E-commerce is frequently plagued by issues related to security and privacy of customer 

data, product quality, delivery delays, the inability to exchange defective items, complaints that 

are arbitrarily dismissed, and terms and conditions that are difficult to understand. 

Objective 

The objective of this paper is to duly research and understand the concept of consumer 

protection in today’s world of E- Commerce. It focuses on the following: 

• Understanding the importance of consumer protection 

• Understanding the growth of E- Commerce 

• Understanding the challenges faced by consumers.  

Research Methodology 

The contents for the present paper have been included after following the analytical research. 

After reading enough number of papers, based on this topic, and analyzing the contents of those 

papers, and weighing the important topics, this paper is been put together and prepared. The 

research in this paper is secondary research, based on research available on internet. 
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II. IMPORTANCE OF CONSUMER PROTECTION IN E-COMMERCE 
Consumer protection is a pressing concern in global e-commerce. E-commerce is a term used 

to describe a system that facilitates sales of products and services through electronic exchange. 

Through cost reductions, competition, and improved manufacturing process organization, e-

commerce boosts productivity and expands choice.5According to OECD standards established 

in 1999, “e-commerce” is defined as “commercial operations conducted online, including 

communications like marketing and advertising and transactions like ordering, invoicing, and 

payments” (OECD, 2000). 6 

Among other things, the OCED-1999 guidelines acknowledged the significance of three critical 

issues of consumer protection in relation to e-commerce. Everyone should be able to use e-

commerce services. In order to improve client trust in online transactions, it is critical that 

methods for fair, honest, and lawful dealings are continually being developed. Third, developing 

effective redress methods must be a top priority for all parties involved, including the 

government, industry, consumers, and their representatives. These rules mostly apply to 

international transactions (OECD, 2000).  

The OECD revised its recommendations for consumer protection from 1999 in 2016. This was 

done in 2016 in light of the technological improvements, widespread use of smartphones, and 

broad use of social media that spurred the rise in online shopping. The main objective of this 

year's new laws is to address the growing privacy and security worries of online shoppers, 

particularly with regard to non-monetary transactions like digital content purchases and 

consumer-to-consumer (C2C) sales. It also shows how important it is for consumer protection 

agencies to make sure they can protect people who shop online and work together on cross-

border issues (OECD, 2016). In its notes-2017, the “United Nations Conference on Trade and 

Development” (UNCTAD) acknowledges comparable issues with consumer protection in e-

commerce. The notes examine policy initiatives involving pertinent legislation and their 

application, consumer education, ethical company conduct, and global collaboration to increase 

consumer trust (UNCTAD, 2017).  

E-commerce can entail transactions within a country's borders or across borders. B2C is the 

most common form of business-to-consumer e-commerce, but there are five other types as well, 

including B2B, consumer to customer, business to administration, and customer to 

administration, all of which function on a global scale. Regardless of model, customers are the 

                                                      
5Vancauteren et al., 2011 
6For global trend-access, explore, and personalized insights, see details at https://www.forrester.com/data/fo 

recastview/reports# 
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market's king and must protect their own interests if they are to thrive. However, the main e-

commerce operations including B2B and B2C are the subject of this article.  

The OECD and UNCTAD are two international organizations dedicated to promoting fair and 

competitive trade. An organization of over 250 consumer organizations from over 100 

countries, Consumer International (CI) was established in 1960 to represent and defend the 

rights of consumers in international policy forums and on world markets.  

Investigations into the following forms of global internet fraud are conducted by 

Econsumer.gov7, a partnership of consumer protection organizations from 41 nations around 

the world: 

• “Computer hardware, internet services, and online shopping 

• Lottery or sweepstakes or prize scams  

•  Vacations and travel  

• Credit and debit  

• Jobs and making money  

• Imposters scam: family or friends; government, business or romance  

• Mobile devices and services 

• Telemarketing and spam 

• Anything else” 

III. GROWTH OF E-COMMERCE 
As technology has advanced, the number of people with access to the internet has grown, and 

consumers and businesses alike have embraced e-commerce as a means of expanding their 

operations.“The Boston Computer Exchange, which debuted its first e-commerce platform in 

1982, handled the first online transaction. Internet adoption is directly related to the potential 

growth of e-commerce.” 

E-commerce has mostly expanded as a result of the rise in mobile device and smartphone usage 

around the world. When buying and selling online using mobile devices, people are more 

adaptable and passive.8 The expansion of the millennial generation's digitally savvy workforce, 

the widespread use of mobile devices, and ongoing e-commerce technology optimization are 

                                                      
7econsumer.gov came into being in April 2001, addresses international scams and guides its members to combat 

fraud worldwide; see for details https://econsumer.gov/#crnt. 
8Nielsen, 2018; Singh, 2019; UNCTAD, 2019a, 2019b 
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forcing changes in the formerly slow-moving B2B market's direction and pace. A perfect storm 

that will fuel the rise of B2C businesses is set to impact the roughly $1 billion B2B e-commerce 

sector9.  

Currently, the global retail market has changed due to e-commerce.Due to the increasing 

purchasing power of foreign consumers, the quick expansion of social media users and the rapid 

advancement of infrastructure and technology, e-future commerce's will be much more 

competitive than it is today. 

It's clear from looking at the e-commerce development pattern that customers are still very 

appreciative of online shopping's versatility and breadth after 2015. In the future, online stores 

will grow in popularity because it is easier to buy and return goods in the immediate area. E-

commerce is growing internationally, with a CAGR of 15% from 2014 to 2020 and 25% from 

2020 to 2025. Further investigation into the e-commerce sector reveals that by the year 2020, 

more than sixty percent of individuals will have internet access, and approximately forty-two 

percent of people will have smartphones. Between the ages of 25 and 34, 31% of users log on, 

followed by 24% of users aged 35 to 44, and 22% of users aged 18 to 24. Because of its 

substantial infrastructure and networking, the “Asia-Pacific region today accounts for more than 

70% of worldwide e-commerce activity.” 

However, the United States accounts for more than half of China's $750 billion in losses10. 

Analysis of international clients' purchases shows that cross-border transactions are made in all 

sectors of online shopping. By July 2020, 90% of customers will have been to the website of an 

online retailer; 74% of customers will have made a purchase online; and 52% of customers will 

have done so while utilizing a mobile device. “The Asian e-commerce market, however, is still 

somewhat diversified. With a score of 95.5 on the UNCTAD e-commerce readiness index 2017, 

South Korea ranks fifth globally, while Afghanistan is rated 132nd” (UNCTAD, 2017). 

Asian e-commerce is expanding quickest, according to a 2018 study by the ADB and the 

UNESCAP.11 The region had the world's largest share of online business-to-consumer 

transactions. “World Retail Congress (2019)” issued “the Global E-Commerce Market Ranking 

2019”, which ranked the world's top 30 e-commerce markets according to a variety of factors. 

In the first place were the United Kingdom (UK), China, Japan, and Germany. From 2018 to 

2022, India's CAGR was 19.8%, putting it in 15th place overall. Online purchasing could be 

                                                      
9Harrisson et al., 2017 
10Kerick, 2019 
11Consult the UNECE's e-commerce guidelines, which are available at https://www.unece.org/flea 

dmin/DAM/stats/groups/wggna/GuideByChapters/Chapter 13.pdf, pp. 249–263. 
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improved in all areas, including localized payment options and duty-free returns according to 

the report.12 

IV. CONSUMER CHALLENGES IN E-COMMERCE  
Customers in poor countries encounter a variety of challenges while shopping online, as 

evidenced by responses to a UNCTAD survey on e-commerce consumer protection, which was 

sent out to consumer protection groups all across the world:  

• “Low internet connectivity and limited electrical supply  

• Slow and unreliable Internet infrastructure  

• Unsteady communications network  

• Language hurdles  

• A lack of information that is both clear and sufficient on the names and locations of 

traders, as well as goods and services, pricing, and guarantees;  

• Information and marketing strategies that are both deceptive and misleading in regard 

to goods and services as well as prices. 

• Offers from unidentified sellers on the Internet.  

• Uncertainty about the suitability of goods;  

• Financial refunds for things that are not adequate;  

• Drip pricing methods;  

• Uncertainty about the acceptability of goods; 

• Return or refund policies not being met, as advertised on trader websites; 

• Data security, online scams, and frauds using stolen identities and irreversible electronic 

payments are all issues that consumers must contend with.” 

THE GUIDELINES FOR CONSUMER PROTECTION, AND E-COMMERCE  

With regard to consumer protection in online commerce, Guideline 63 emphasizes the 

importance of maintaining a degree of protection that is not less than what is provided in offline 

commerce. Among other consumer difficulties, this is reaffirmed in guideline 5 (j) as a valid 

need that the recommendations seek to satisfy.  

Guideline 64 emphasizes the need for consumer and corporate awareness of their rights and 

                                                      
12Nielsen, 2019 

https://www.ijlmh.com/
https://www.ijlmh.com/


 
1863 International Journal of Law Management & Humanities [Vol. 5 Iss 4; 1856] 
  

© 2022. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

obligations and calls for a review of current consumer protection regulations to take into account 

the unique aspects of e-commerce.  

The OECD “Guidelines for Consumer Protection in the Context of Electronic Commerce” are 

specifically mentioned in reference to in Guideline 65, along with other pertinent international 

standards and guidelines on e-commerce.  

Guideline 65 emphasizes adapting international norms and recommendations to national 

conditions to encourage cross-border collaboration between member states. 

The rapid expansion of e-commerce and fintech transactions has been made possible by the 

fusion of trade and technology. This has resulted in new legal and regulatory concerns, 

especially those related to consumer product liability. The issue of illegal trade-related 

transactions is another issue. “The Consumer Protection Act of 1986” and the “Consumer 

Protection Act of 2019” both established a framework for product liability to safeguard 

consumers' interests (act). The government recently circulated the proposed Consumer 

Protection (E-Commerce) Rules, 2019 (rules), which outline the evolving compliance regime 

in the e-commerce sector. The draft regulations' main goals are listed below.13 

Mandatory enrollment: Each and every e-commerce organization that conducts or intends to 

conduct e-commerce must register and adhere to certain requirements. 

Duties and openness: Sellers will be required to clearly and transparently publish information 

about their e-commerce entities on their portals, such as their legal names, primary addresses, 

phone numbers, and email addresses, names of their websites, the products they sell, and other 

details. E-commerce firms must display their return, refund, exchange, warranty, guarantee, 

shipment, delivery, payment, and grievance resolution policies. E-commerce businesses must 

also take care to avoid misrepresenting the features of their products in their advertising, as well 

as to clearly state all other pertinent information, such as information on product shelf life, 

payment method security, health and safety considerations, and price breakdowns that include 

all fees. In accordance with the law, they must safeguard, use, and store the personally 

identifying information of their customers. E-commerce businesses will be required to accept 

the return of late or defectively delivered goods without conditions, including fake and 

incorrectly marketed goods, and to issue reimbursements within 14 days. 

Unjust agreements: Consumers can object and contest contracts that are arbitrary or unfair under 

the act's idea of unfair contracts. Contractual provisions are necessary for e-commerce websites 

                                                      
13See Government’s e-gazette notifcation“http://egazette.nic.in/ WriteReadData/2019/210422.pdf” 
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to reduce risk exposure and protect their interests from third-party liability. Consumers are 

bound by these terms and conditions when they register on the site or make a transaction, and 

they typically take the form of a clickwrap agreement. The stipulations of the rules must now 

be complied with in order to use these standard terms and conditions. 

Sale of counterfeit goods:For the purpose of this act, the activities of making, selling, storing, 

distributing, or importing such products are all subject to penalties, some of which include 

imprisonment and the suspension or termination of trading licenses. This is done to ensure that 

e-commerce enterprises do not allow counterfeiters to use their platforms and to ensure that the 

products they sell are authentic. Fake or replica goods must be accepted for return, and the 

whole purchase price must be refunded within 14 days. 

Comparable playing field:E-commerce firms are prohibited from directly or indirectly 

influencing the prices of products and services sold via their portals in order to ensure parity 

between brick-and-mortar stores as well as e-commerce platforms and to protect smaller players 

from predatory pricing and significant discounts. 

Procedures for redress: The proposed regulations require e-commerce businesses to name 

grievance officers, publicize their contact information, and outline the process by which 

customers can file complaints. According to the proposed guidelines, grievance officers must 

settle complaints within a month of receiving them. The proposed guidelines also list additional 

ways to file complaints, including via phone, email, or internet. 

In addition, sellers on e-commerce platforms are required to engage into formal contracts with 

organizations before they may solicit sales on those platforms. They must also ensure that 

mandatory sales information, including unit prices, taxes, fees, including display requirements 

in accordance with legal metrology norms, is provided. Finally, they must provide fair and 

reasonable delivery terms and accept ownership of warranties. 

When read together with the act, the draft rules signal a change from the caveat emptor (let the 

buyer beware) principle to the caveat vendor principle (let the seller beware). In addition to 

addressing concerns of consumer rights, unfair commercial practices, and deceptive advertising, 

the proposed regulations aim to safeguard consumers against misleading information and 

misrepresentation on e-commerce platforms. By assuring that the organizations and sellers will 

be held to specific legal standards, they enforce penalties for defective and false goods. 

V. CONCLUSION 
In order to avoid internet shopping, people lacked trust in the products, their makers, and their 
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distributors. In many countries, including India, e-commerce has grown as a result of people 

having easier and cheaper access to the internet thanks to devices like computers, tablets, and 

smartphones. New distribution techniques have emerged as a result of the rapid expansion of e-

commerce. It has given customers additional opportunities, making them more susceptible to 

new types of unfair trade and unethical enterprise. Additionally, the government's efforts to 

safeguard consumer rights, particularly those of internet shoppers, fall short. As a result, the 

government passed the “Consumer Protection Act of 2019” and the “Consumer Protection (E-

commerce) Rules of 2020”, which will take effect in July 2020. Less than six months have 

passed since the new Act and Rules went into effect, making it premature to make any 

judgments about their efficacy in ensuring the safety and security of internet users.  

According to online consumers' enthusiastic comments, though, they're feeling more secure 

about making purchases online. Protecting consumers' rights is essential to the growth of e-

commerce, and the new regulations are designed to support that goal. This improves the ability 

of internet users to create trust and ensures their safety. Today, the consumer holds the most 

sway over the economy. As a result of the new reform, two statutes were passed that aid 

business. Legal issues could arise as a result of operational experience in the future. However, 

judicial intervention and directions that assure the safety and security of online customers will 

enable the rise of e-commerce in India.14 

***** 

  

                                                      
14“Full reported case details are available at https://indiankanoon.org/ doc/49459460/” 
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