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ABSTRACT 

Internet today has become an inevitable part of our lives and it is difficult to imagine a 

life without the internet and social media. With the growing technology, fast spread of 

mobile information and social media, our lives have become dependent on online media 

for all the information and also provide platforms for easy communication across the 

globe. Technology while providing so many advantages poses threats to individuals and 

social media has become a haven for the criminals as it has given rise to crimes 

committed in the online world. The latest form of social media is available to all and 

there is no person left who is not astonished by the perks of the internet. The major 

reason behind the popularity of social media is that of anonymity and also the creation of 

a virtual world where people can share information, exchange pictures, become friends, 

play games, fall in love, fight etc. without having actually met. However, infringement of 

privacy has become common especially in cases of women where personal information 

like name, address, location, photographs etc. are misused by the offenders. The factor of 

anonymity and fakeness in social media and the jurisdictional issues has hiked the cyber 

violence amongst individuals of all age groups and poses a problem at a global level. The 

threats posed by social media can be seen on the security, privacy and also on the dignity 

of an individual. 

The paper discusses the influence of social media on the youth and the reasons for the 

growth of cybercrimes on social media. The paper also discusses the common type of 

cybercrimes taking place in social media and to analyse the role of law to identify and 

prevent cybercrime with the use of social media. The paper also recommends some steps 

to create awareness amongst the youth of the nation about the consequences of 

cybercrime holistically and efficiently. 

Keywords: Cybercrime, social media, law, privacy, dignity, security 

 

I. INTRODUCTION 
The Social media has radically changed the way information is used and shared among 

 
1 Author is an Assistant Professor  at CMR School of Legal Studies, Bangalore, India. 
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people and also social media has become an inevitable part of all be it government agencies 

or any other private companies. It provides a platform to the users for sharing information 

and opinions in an easy way reaching a large proportion of the population without relying on 

traditional media outlets. Social media has been playing a very important role in impacting 

the views and opinions of an individual also. Data which is collected from social networking 

sites is a valuable input to analyze the flow of information, views, opinions etc. It is so useful 

to detect the frequency of sharing information, who is sharing such information and what is 

the information about. This can help in so many ways such as sharing information to billions 

of people about any emergency, a recent example being spreading information regarding the 

instructions of lockdown during the pandemic. Nonetheless, mostly it is not news or any 

public issue which is shared on social media but social networking sites have become a major 

source of political news. 

Social media if used for rightful purposes, can help and create awareness in the general public 

about any happening taking place around the world. Social media being the success story of 

the decade as far as the numbers of people using the software go. The idea of the popularity 

of social media sites can be seen from the increase in the users of Facebook from 2.45 billion 

monthly users in 2019 to 270 billion monthly active users by June 2020 with an increase of 

12% over a year.2 Such popularity means these sites are like honey to a wasp where crimes 

relating to cyberworld are concerned. Social media being one of the greatest and effective 

platforms has now become a playground for committing crimes. Cybercrimes have been 

rising with the rise of internet users in the past decade.3 Cybercrimes are crimes committed 

through a computer or in other words any wrongful act that involves computer or computer 

network is a cybercrime. Cybercrimes are present any many ways as they can attack our 

identity available on social media with the use of sophisticated tools like malware or they can 

easily access our personal information available on social networking sites and also shopping 

websites. Another form is creating a fake identity on social media to defame another person 

or to steal our credit information and data which is easy to access through shopping sites. 

Another important form is a gender-based attack and attack on minors. The growth of child 

pornography prospers over cyberspace and women and minor children are the main victims 

of such acts as the offender’s identity is anonymous. Youngsters too fall prey of such 

 
2 Menlo Park, Facebook Reports Second Quarter 2020 Results, FACEBOOK INVESTOR RELATIONS (July 

30,2020), https://investor.fb.com/investor-news/press-release-details/2020/Facebook-Reports-Second-Quarter-

2020-Results/default.aspx. 
3 Tariq Rahim Sumro & Mumtaz Hussain, Social Media-Related Cybercrimes and Techniques for Their 

Prevention, RESEARCH Gate (May 2019), https://www.researchgate.net/publication/333944511_Social_Media-

Related_Cybercrimes_and_Techniques_for_Their_Prevention. 
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offenders in the cyber world and they are tricked by fake messages and fake identities on 

social media. It does not stop here as the new incidents came into the light where school 

children on social media were planning rape of a minor girl. A recent incident of ‘Bois locker 

room’ known as the Instagram scandal came into light. 

According to the chief of NIA (National Investigation Agency), Alok Mittal, “every sixth 

cybercrime in India is committed through social media.”4 In 2016 there were around 150 

cases of cybercrimes on social media in our country and it increased to around 300 cases in 

2017.5 Fraud cases on social media have also increased by 43% in 2018.6  

II. IMPACT OF SOCIAL MEDIA 
Social media provides a platform which allows people to connect to the world via internet, 

audio and video calls, chatrooms and many other functions offered by it to the users. The 

process of being a member of any social media platform is very easy and also convenient for 

children to sign up for such platforms. To become a member of any social media platform, a 

person has to sign up using his/her personal details and once signed in he/she can access the 

content available on the platform and also can share the details, pictures or information with 

other person using that social media platform. Social media platforms that are popular 

amongst youth are Facebook, Twitter, Instagram, WhatsApp, Snapchat etc. among others. 

The impact of social media on the youths today would be both positive as well as negative. 

The youth is influenced by online media because of its wide reachability. Taking positive 

impact into consideration online media is the fastest updates provider amongst the youth. It 

makes them aware of the happenings around the world and also, they can stay in touch with a 

friend sitting in a different city or a country. This helps in strengthening a relationship or we 

can say bridging a gap between friends who are far and cannot physically meet more often. 

Moreover, social media provides a platform to create pages and groups which could be based 

on their profession or other dimensions according to their interest and likes that leads to more 

connection and opportunities making it known to the world. Also helping in finding suitable 

employment for the youth in today’s world. From the introvert’s side, social media is a 

 
4 Suchetana Ray and Anirban Ghoshal, Every sixth cybercrime in India committed through social media: NIA, 

HINDUSTAN TIMES (Aug 25, 2016, 00:51 IST), https://www.hindustantimes.com/india-news/every-sixth-cyberc 

rime-in-india-committed-through-social-media-nia/story-KscgnwjcTZ0pzVeVaOiN6M.html#:~:text=are%20gr 

owing%20exponentiallyEvery%20sixth%20cybercrime%20in%20India%20is%20committed%20through%20so

cial%20media,annually%20between%202013%20and%202015. 
5 Sandhya Keelery, Number of cybercrimes related to social media across India 2016-2017, STATISTA (Oct. 16, 

2020), https://www.statista.com/statistics/875906/india-number-of-cyber-crimes-related-to-social-media/#:~:tex 

t=In%202017%2C%20there%20were%20overcrime%20reported%20in%20the%20country. 
6 Casey Crane, 33 Alarming Cybercrime Statistics You Should Know in 2019, HASHED OUT (Nov. 14, 2019), 

https://www.thesslstore.com/blog/33-alarming-cybercrime-statistics-you-should-know/. 
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perfect place where they can easily express in a way they want. Not only the youth but people 

of all age groups find social media astonishing as it makes life enjoyable and easy.  

However, social media being popular for keeping people connected also leads to social 

isolation. The face-to-face interaction has become minimal due to these social media 

platforms. According to many pieces of research and studies, youth facing social isolation 

can have varied effects on mental, emotional, physical and psychological health causing 

anxiety, fear of missing out, depression and many other issues. Moreover, social media is a 

platform where cyberbullying and cyber theft is very common among teenagers. Due to the 

lack of privacy in social media, the chances of misusing the private information of the person 

by any third party is very high.7 Another facet to this is wastage of time by youth in online 

chatting through all these platforms rather than being productive. Not only the youth but also 

young teens become the predators of the cybercriminals. Social media exposes people of all 

age groups to the offenders who misuse the information provided on such online sites. The 

spread of pornographic content through some groups on these social websites are also 

becoming common. There have been cases where youngsters are talking about raping a minor 

in one of the social media platforms. Also, social media on one hand provides information 

but also encourage the spread of fake news and information. WhatsApp is the primary source 

of transmitting false information and people believing it is another cause of concern. The 

reason for spreading such news could be to cause fights and enmity between various groups. 

The impact of online media could be majorly seen on youths as they are the most vulnerable 

and enthusiastic group for such new technology and advancement. The growth of such online 

media has transformed the definition of interaction and communication. Presently during 

Covid, crimes committed on the internet has risen according to the reports.8 

The bottom line is that social media has been incorporated in our lifestyle and most of the 

people’s lives revolve around it. Social media provides a good source of information but it 

can be fake and misleading at times. Physical meeting and personal contact are missing from 

our lives as everything is provided by the internet on a mobile phone.  

III. TYPES OF CYBER CRIMES 
According to the National Cyber Crime Reporting Portal9, 5 cybercrimes are highlighted –  

 
7 Umarani Purusothaman, Impact of social media on youth, RESEARCH GATE (Oct. 2019), 

https://www.researchgate.net/publication/336716719_Impact_of_social_media_on_youth. 
8 AFP, Interpol warns of 'alarming' rise in cybercrime cases during Covid-19 pandemic, DECCAN HERALD (Aug. 

04 2020, 18:00 IST), https://www.deccanherald.com/international/interpol-warns-of-alarming-rise-in-cybercrim 

e-cases-during-covid-19-pandemic-869489.html. 
9 National Cyber Crime Reporting Portal, Ministry Of Home Affairs, https://cybercrime.gov.in/Webform/More 
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Email scam and Phishing – Phishing is a type of cybercrime which takes place when a false 

email claiming to be of a particular organization ask for sensitive personal and financial 

information. Thus, scamming the user to provide their private information and then use it for 

their gain.10 On May 2020 it was reported by country’s federal cybersecurity agency about a 

fake email campaign claiming to have a personal video of a user and threatening to release it 

if the ransom amount in cryptocurrency is not paid.11 

Identity Theft – This has become very common in social networking. In this type of crime, 

the offender obtains personal information of the victim through social websites.12This is done 

to use the information of the victim to obtain credit, loans or any financial assistance. Also, it 

includes stealing private information to get access to bank accounts or use such sensitive 

information to commit fraud or a crime in the name of the victim. 

According to the report of Economic Times, “4 out of 10 Indians have experienced identity 

theft.”13 As per the reports of National Crime Records Bureau, total cases filed under identity 

theft (section 66 C of the Information and Technology Act) and cheating by personation 

(section 66 D of the IT Act) in 2016 were 1545 and 1597 respectively. The rise was seen in 

2017 when the numbers of cases reported under section 66 C and section 66 D went to 3724 

and 2296 respectively. 

Obscene content – Sharing or transmitting obscene content is a crime and also punishable 

under section 67 of the Information Technology Act. Supreme court in one of the leading 

case14 defined obscenity as “the quality of being obscene which means offensive to modesty 

or decency; lewd, filthy and repulsive.” Also, the Supreme Court distinguished obscenity and 

pornography. Offenders also morph pictures available on social media and create obscene 

materials and transmit using social media which results in disrespect of the victim. A per the 

news of Hindustan Times, a man was arrested as he was creating, sharing and posting images 

 
ScriptAudio.aspx. 
10 Mayur Joshi, Phishing in India is becoming innovative, INDIA FORENSIC (Dec. 9, 2020), 

https://indiaforensic.com/understandingphishingindia/#:~:text=Phishing%20uses%20'spoofed'%20e%2D,numbe

rs%2C%20account%20usernames%20and%20passwords.&text=Phishing%20mails%20take%20you%20to%20

fraudulent%20websites. 
11 PTI, Fake ransom seeking email scam prowling in Indian cyberspace, THE ECONOMIC TIMES (May 02, 2020, 

15:00 IST), https://cio.economictimes.indiatimes.com/news/digital-security/fake-ransom-seeking-email-scam-

prowling-in-indian-cyberspace/75503847. 
12 Diganth Raj Sehgal, All You Need to Know About Identity Theft in Cyberspace in India, I PLEADERS (Sep. 

2019), https://blog.ipleaders.in/all-you-need-to-know-about-identity-theft-in-cyberspace-in-india/. 
13 ET Bureau, 4 in 10 Indians have experienced identity theft: Report, THE ECONOMIC TIMES (Apr. 07, 2020, 

05:51 PM IST), https://economictimes.indiatimes.com/tech/internet/4-in-10-indians-have-experienced-identity-

theft-report/articleshow/75029916.cms?from=mdr. 
14 Ranjit D. Udeshi vs. State of Maharashtra, AIR 1965 SC 881, Para 7, p. 885 
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of Hindu mythological figures on social media.15 

Online scam or fraud – In the digital age where everything is available on the internet, fraud 

and online scams have got attention. Cloning of account of a person to receive personal 

information is another fraudulent activity which is committed over the internet. The offenders 

use the pictures and photographs to make a new account and then lure friends and relatives to 

provide the details of bank accounts or any other personal information and sometimes also 

send obscene content to create disrespect. In the year 2018, crimes registered with the motive 

of fraud were 15051 out of 27,248 cases making it 55.2% of total cybercrimes registered, 

according to the National Crime Reports Bureau.16 

Cyberbullying – Bullying is a form of harassment where a person is made to do something 

which he does not intend to do. It is common among teenagers and youngsters. This has 

become very common. It includes commenting, posting humiliating messages about an 

individual, sharing unnecessary pictures or videos of an individual, creating fake webpages of 

an individual among many others. In a study by an NGO known as Child Rights and You, in 

Delhi, around 9.2% of 630 adolescents had witnessed cyberbullying and half of them had not 

reported it to parents, teachers, guardians or any social media organizations concerned.17 

Cybercrime – It is a very wide term and includes all the crimes committed on the internet or 

with the help of a computer. Cybercrimes have increased rapidly over the years. Cybercrime 

over social media also includes defamation, morphing, phishing, fraud etc. Defamation being 

crime as well as a tort is also committed over social websites like Facebook, Instagram etc. 

now has become common. The reason being the anonymity of a person who commits such a 

crime.  

According to National White-Collar Centre18, 6 cybercrimes over social media were 

highlighted –  

Burglary via Social Networking – In this type of crime, the offenders use social media to 

commit and search potential victims for burglary. It is quite common on social media to post 

personal activities like going for vacations or dinner etc. These posts provide crucial 

 
15 Farhan Shaikh, Man booked for posting obscene content on social media, THE HINDUSTAN TIMES (June 20, 

2020, 22:57 IST), https://www.hindustantimes.com/cities/man-booked-for-posting-obscene-content-on-social-

media/story-P95J5EkCjzUFUFwpWCIhaJ.html. 
16 GOI, Crime in India 2018, NATIONAL CRIME RECORDS BUREAU (MINISTRY OF HOME AFFAIRS), 

https://ncrb.gov.in/sites/default/files/Crime%20in%20India%202018%20-%20Volume%201.pdf. 
17 Rhea Maheshwari, In one year alone, cyberbullying of Indian women and teenagers rose by 36%, SCROLL.IN 

(Mar.16, 2020 · 09:30 pm), https://scroll.in/article/956085/in-one-year-alone-cyberbullying-of-indian-women-

and-teenagers-rose-by-36. 
18 NW3C, Criminal Use of Social Media (2013),NW3C, 2013. 
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information about the victim and hence they become easy targets. Offenders look for such 

easy targets as they get enough time to burgle the property of the victim. According to 

Telangana Today, 54 tolas of gold jewellery from the victim house was stolen is the leading 

example here.19 The victim shared the details of the family trip on Facebook which also 

included information like the house is locked and when he returned the house was burgled. 

The police stated that the person who committed such theft had also liked the post and used 

the opportunity to commit theft.  

Social Engineering and Phishing – In this type of crime, the offender psychologically 

manipulates the victim to find out the personal information. Creating a fake profile of a 

person and using it to get personal information and financial assistance from family and 

friends on social networking websites. 

Malware – Malware are being spread through social media and it provides a great platform 

for such viruses. The makers of these types of malware hide destructive links, attachments in 

the mails or unknown chats which is a common function of a social networking website. 

Once clicked on these links or attachments, the virus infects the computer without any 

knowledge. 

Identity Theft – It means stealing the identity of a person for obtaining its personal 

information to commit some criminal activity. It is the intentional use of sensitive personal 

information without any legal authority and with criminal intent.20 

Cyber-Stalking – Cyberstalking means online stalking. It is different from social media 

stalking. Stalking which takes place in cyberspace by the means of social media to cause 

irritation, anxiety, abuse to the victim is called cyberstalking. 

Cyber-Casing – The NW3C explains cyber-casing as a process, that provides the location of 

a person by using data which is available online.21 Geotagging is one of the eminent features 

provided by social media and also, has become a major trend these days. Information 

concerning geographical location is the main element in the cyber casing, which helps 

offenders plan and execute their plans.22 

 

 
19 Srinivas M, Burglar in Hyderabad likes FB posts on vacation plans, then strikes, TELANGANA TODAY (May 5, 

2018, 12:07 AM), https://telanganatoday.com/burglar-likes-fb-posts-on-vacation-plans-then-strikes. 
20 S. Irshad & T. R. Soomro, Identity Theft and Social Media, 18 IJCSNS 1, 43-55 (2018). 
21 NW3C, “Criminal Use of Social Media (2013),” NW3C, 2013. 
22 P. Saariluoma and H. Sacha , How cyber breeds crime and criminals, THE SOCIETY OF DIGITAL INFORMATION 

AND WIRELESS COMMUNICATIONS (SDIWC), (2014), https://jyx.jyu.fi/bitstream/handle/123456789/43972/1/he 

lfensteinsaariluomadigitalsec2014draft.pdf. 
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IV. LAWS UNDER INDIAN LEGISLATURE 
As per the chief of the NIA i.e. National Investigation Agency, every sixth crime online is 

committed through social media in India. It is known that India has enacted the first 

Information and Technology Act, 2000 based on the UNCIRAL model recommended by the 

General Assembly of the United Nations. Chapter XI of this Act deals with offences/crimes 

along with certain other provisions distributed in this Act. The definition of the term “cyber-

crimes” isn't mentioned in any statute or rulebook. The word “cyber” is slang for anything 

relating to computers, information technology, internet and computer game. Therefore, it 

stands to reason that “cyber-crimes” are offences concerning computers, information 

technology, internet and virtual reality.  

One finds laws that punish cyber-crimes in several statutes and even in rulings framed by 

various regulators. The Information Technology Act, 2000 (“IT Act”) and therefore 

the Indian legal code, 1860 (“IPC”) penalise variety of cyber-crimes and unsurprisingly, there 

are many provisions within the Indian Penal Code and the Information and Technology Act 

that overlap with each other. Social media law India is regulated by the 

knowledge Technology Act which was enacted within the year 2000 to manage, control 

and affect the problems arising out of the IT. The meaning of Social networking media is an 

“intermediary” within the Indian information technology act 2000 (IT Act 2000). Thus, 

responsibility for various acts or omissions that are punishable under the laws of India is 

social networking sites in India. 

 Section 66A of the IT Act has been enforced to manage the social media law in India and 

assumes importance because it controls and regulates all the legal issues in connection 

with social media law India. This section distinctly limits the transmission, posting of 

messages, emails, comments which may be offensive or unjustifiable. The offending 

message is often in sort of text, image, audio, video or the other electronic record which is 

capable of being transmitted. In the current scenarios, such sweeping powers under the IT Act 

provides a tool within the hands of the govt to curb the misuse of the Social Media Law India 

in any form.   

However, in 2015, during a landmark judgment upholding the proper to free speech in recent 

times, the Supreme Court in Shreya Singhal vs Union of India23, struck down Section 66A24 

of the Information & Technology Act, 2000. The judgment which is being praised by 

 
23  Shreya Singhal vs U.O.I, AIR 2015 SC 1523 (India). 
24 The Information And Technology Act, 2000, § 66 A, No. 21, Acts Of Parliament, 2000 (India). 
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the commoner and legal luminaries alike, found the provision of cyber law to be open-ended, 

vague and unconstitutional because it restricted the fundamental right of freedom of speech 

of Indian citizens.  

The quashing of Section 66A doesn't however end in an absolute right to free speech since 

analogous provisions of the Indian Penal code (IPC) will still apply to social media online 

viz. Section 295-A25 which is Intentionally Insulting Religion Or Religious Beliefs, Section 

153-A which lays down provisions for Promoting Enmity Between Groups On Grounds of 

faith, Race Etc., Section 499 which talks about Defamation, section 505 which is Statements 

conducing to Public Mischief, Section 509 - Insulting The Modesty Of A Woman, Section 

506 - Criminal Intimidation, Sedition (S124-A), etc. One of the vital provision that might be 

effective against posting defamatory and obscene messages on social media would be 

invoking Section 499 and 500 of IPC. Under the IPC, the defamatory statement might be oral 

or written or in signing or by visible representation and will be made/ published with the 

intention to harm or with knowledge about its defamatory character (IPC, section 499). Thus, 

section 499, IPC is wide enough to incorporate the publication and spread of defamatory 

content via electronic means or with the help of internet. And Defamation is punishable under 

section 500 of IPC. 

Further, the law against obscenity may be a reasonable restriction on the “fundamental right 

to freedom of speech and expression”. Technology has enlarged the area of the offence of 

obscenity. Today, obscene material (including pornography) is available at the press of a 

mouse and other people can access it within the privacy of their homes. The Internet 

facilitates the creation like the rapid transmission of such material across the planet. Legal 

regulation is complicated by the very fact that there's no universally accepted definition of 

obscenity. What is considered obscene material in one country might not be considered so in 

another. Technologically also, there are no effective filters to screen out objectionable 

material on the internet which poses a lot of problems for the users. Certain provisions of IPC 

contains the traditional law which deals with obscenity (including pornography) in India26. 

The prohibition of sale, letting on hire, distribution, public exhibition and circulation etc., of 

obscene material, is also made punishable under Section 29227 of IPC. Section 29328 of IPC 

provides enhanced punishment for sale etc. of indecent material to any person under the age 

 
25 Indian Pen. Code. § 295-A - Deliberate and malicious acts, intended to outrage religious feelings of any class 

by insulting its religion or religious beliefs. 
26 Indian Pen. Code. § 292-294. 
27 Indian Pen. Code. § 292 - Sale, etc., of obscene books, etc. 
28 Indian Pen. Code. § 293 - Sale, etc., of obscene objects to young person. 
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of twenty years. Even a suggestion or plan to do so is punishable. Circulating or publishing of 

obscene photographs of girls is additionally punishable under sections 3 and 4 of the Indecent 

Representation of Women (Prohibition) Act, 198629. These provisions can be used for 

penalizing people that circulate obscene material through electronic form. 

Because of the above, though sec 66A of the IT Act has been held unconstitutional by the 

apex court, however, a victim of cyber offence wouldn't be rendered remediless and 

will invoke the acceptable section and law to urge desired relief. Although the remedies for 

all the cyber offences are not available in the Information Technology Act but other laws 

fulfil the need of the hour.  

V. CONCLUSION/SUGGESTIONS 
Social media has shown its potential in various matters of life, whether it's about using public 

for an uprising against our government or to limit the space between the astronauts and 

science lovers all over the world. A report of Aljazeera shows that protest organizers 

heavily depend upon social media sites, like Facebook, Twitter and others.30 With the vast 

amount of information available at social networking sites, the likelihood of the usage of 

massive data in different walks of life is numerous. Marketers can use social networking sites 

to know consumer behaviour and plan effective marketing campaigns. The United 

Kingdom government started tracking social media feeds of Facebook, Instagram, Twitter 

and blogs.31 The summary and some findings of the study are discussed below and the author 

has also recommended some steps to combat such crimes.  

One of the major issues in the area of cybercrime is the absence of an absolute law anywhere 

in the world. Due to the disproportional growth ratio of all internet and cyber-related laws, 

the problem further aggravates. Though a good start has been made by the enacting the 

Information Technology Act and the amendments done to IPC, problems and the issues with 

cybercrimes persist. Not only laws but the gap in online literacy also need to be filled. 

Jurisdiction is a very debatable issue on the maintainability of any suit, which gets filed. 

Today, with the growing area of cyberspace the territorial boundaries seem to fade. Thus the 

concept of territorial jurisdiction as mentioned under Section 16 of Cr.P.C. and Section 2.of 

the I.P.C. will need to subside to an alternative method of dispute resolution.  Loss of 

 
29 The Indecent Representation of Women (Prohibition) Act, 1986, § 3-4, No. 60, Act of Parliament,1986 

(India). 
30 A. J. A. Agencies, Timeline: Egypt's revolution, AL JAZEERA (2011). 
31 Tariq Rahim Sumro and Mumtaz Hussain, Social Media-Related Cybercrimes and Techniques for Their 

Prevention, RESEARCH GATE (May 2019), https://www.researchgate.net/publication/333944511_Social_Media-
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evidence may be a quite common & expected problem as all the info are routinely destroyed. 

Further, the collection of knowledge outside the territorial extent also paralyses the system of 

crime investigation. Cyber Army: there's also an important got to build a technology crime & 

investigation infrastructure, with highly technical staff at the opposite end. Though Section 

75 provides for extra-territorial operations of this statute,  they might be meaningful only 

backed with provision recognizing orders and warrants for information issued by competent 

authorities outside their jurisdiction and measure for cooperation for exchange of fabric and 

evidence of computer crimes between enforcement agencies. Cyber and technology savvy 

judges are the need of an hour.32 Judiciary plays a vital role in making the enactment 

consistent with the order of the day. One such instance, which needs acknowledgement is the 

P.I.L. (Public Interest Litigation), which the Kerala supreme court has accepted through an 

email also. 

To improve cybersecurity these various precautionary measures can be kept in mind by the 

people.33 These include: 

• Avoid misuse of personal information like address and personal photographs. Do 

not send photographs to any stranger or an unknown person you meet online.  

• Use anti-virus software and keep your phones and laptops up to date with anti-

virus software. 

• Always make the payment on social networking sites in a secure manner to avoid 

expropriation of credit and financial information. 

• Awareness should be given to students about social media cybercrimes. They 

should be taught about the evil effects of this virtual world. 

• Regulation of any abnormality on the websites and monitoring of the traffic by the 

owners and intermediaries should be maintained. 

• Use the privacy options available on various social media platforms, such as 

Facebook, Instagram, Twitter and others. 

• Do not click on any unwarranted links on any social networking sites as these 

could be fake and created for the sole purpose to steal your data.  

Thus, after analysing all the above facts and circumstances prevailing in our country, it is 

often said that there's a requirement to bring changes within the Information Technology 

 
32 Dr. Rekha Pahuja, Impact of Social Networking On Cybercrimes: A study, 4 Epitome: IJMR 4 (2018). 
33 Anubhav Pandey, Cybercrime and social media websites, I PLEADERS (June 3, 2017), 
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Act to combat cybercrime. Also, India should have the proper technology to beat 

cybercriminals altogether. At the same time, media being the fourth pillar of democracy 

should play an important role by creating social awareness amongst the people about the 

careful use of social media and thereby not becoming victims of cybercrimes. 

Although social media is one of the major platforms for promoting cybercrimes but on the 

other hand cybercrimes have been threatening social media since the beginning. This is 

visible in form of forged transactions, hacking, pornography, cyber defamation and 

cyberstalking. Even though India has various laws to deals with such cybercrimes, the 

conviction rate is minimal. Cyber Forensics is a new and growing field. It must be 

encouraged to determine the steps and methods to detect Cyber Evidence. Further, necessary 

amendments and changes must be in Indian law and statues to be read harmoniously with the 

Information and Technology  Act to control and prevent Cybercrimes. 
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