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Jurisdiction – An Impediment to Get Rid 

Off From Cryber Space Offences 
 

P.LAVANYA
1 

       

  ABSTRACT 
Jurisdiction is the territorial area of authority to hear and judge cases. The internet, 

however, has no territorial boundaries: it is a virtual world of interconnected computer 

networks, known as cyberspace. Today a world cannot be imagined without the internet 

connectivity which has become a basic necessity of a human being. This global network 

has made the life easier through its immense contribution in communication and 

information sharing. It is playing a pivotal role in almost every field of life either its 

education, business, politics, medicine, infrastructure or science and technology. To fully 

appreciate and comprehend this issue, we first need to understand the jurisdiction issues 

arising in an offline environment in India in criminal cases and the body of law applicable 

to ascertain jurisdiction. Then we proceed to apply the same rules in a cyberspace 

environment and assess the difficulties. 

 

I. INTRODUCTION  
Jurisdiction has not been defined in the Code of Civil Procedure (hereinafter referred to as 

CPC). In simple terms, it could be defined as the power of the court to adjudicate a matter. 

Jurisdiction can be defined as the power given to a formally formed legal body to adjudicate 

on legal matters and by virtue of it to administer justice within a designated place of control. It 

is also used to describe the subject matter or geographical area wherein the authority extends. 

In the case of Hriday Nath v. Ram Chandra2, the court has defined jurisdiction as the authority 

of the courts to decide the cases by virtue of its judicial powers. The Indian judiciary has 

invoked the classical legal maxim “Ubi Jus Ibi Remedium” that where there is a right there is 

a remedy. Hence, the jurisdiction generally lies wherein the wrong is committed. Section 9 of 

the Civil Procedure Code describes the jurisdiction of the civil court to entertain civil suits 

unless it is impliedly or expressly prohibited. The position was affirmed in the case law of 

Ganga Bai v. Vijai Kumar3, Wherein the court averred that it is an “inherent right” to institute 

 
1 Author is an advocate at Madras High Court, India. 
2 AIR 921 CAL 34 
3 1974 AIR 1126 
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a civil suit unless it is restricted by a statute. No authority is necessary for maintainability of 

the suit, if not statute bars the suit. In the case of Sankaer Naryan Potti v. K. Sreedevi4, the 

supreme court while interpreting section 9 has held that unless the jurisdiction, expressly or 

impliedly removed from a civil court, the court has the jurisdiction to try the civil dispute. 

II. CIVIL NATURE  
“Civil Suit” is not been defined in any act. Any suit that is not criminal in nature can be termed 

as suits of civil nature. Any suit that pertains to the determination and enforcement of a civil 

right may be defined as a civil suit. Civil courts have the “inherent” jurisdiction to try the case 

until any statute bars it. In the case of Kehar Singh Nihal Singh v. Custodian General5, the court 

elaborated upon the concept of the civil proceeding. It was defined as the grant of private rights 

to individuals or corporations of the society. The purpose of the action is the compensation or 

recovery of private rights. In other words, the Civil action may be explained as the proceeding 

between two parties for enforcement or redressal of a private right. The burden of proof to 

prove the exclusion of jurisdiction is upon the party claiming. 

III. EXCLUSION OF JURISDICTION  
The general presumption is that the civil court has the jurisdiction to try the case. The 

jurisdiction of the court cannot be questioned unless it is not expressly or impliedly ousted. In 

the case of State of A.P. v. Majeti Laxmi Kanth Rao6, the apex court laid down a test to 

determine the exclusion of jurisdiction of the Civil Courts. Firstly, the legislative intent to 

exclude the suit is to be determined. It could be either directly or implicitly. The court must 

find and deduce the reasons for exclusion of the Civil courts and the justification for it but the 

justification is not open for judicial scrutiny. After the court is satisfied with the reasons, the 

court must find out whether the statute that bars the jurisdiction provides for an alternative 

remedy. The alternative remedy must entail the functions akin to civil courts like the power to 

pass the orders. In case there is no alternative remedy available, the civil court’s jurisdiction 

cannot be excluded.But it was ruled in Balawwa v. Hasanabi7, Civil court’s jurisdiction is 

barred with respect to a tribunal created by a statute only to the extent that the relief granted by 

the tribunal in question. In this aspect, the Allahabad High court in various judgement has held 

that the suit is restricted from the jurisdiction of civil courts of the cognizance of the entire suit 

is barred. It means that for certain suits wherein certain parts are not tried by the civil court 

 
4 1998 3 SCC 751 
5 AIR 959 P H 58 
6 AIR 2000 SC 2220 
7 2000 9 SCC 272 
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because of implied or express exclusion, it does not mean that entire suit will be prohibited. As 

the other points of law are beyond the purview of the tribunal or even if it is within its scope 

of the special tribunal created under the act, civil court’s jurisdiction is not barred as it could 

still pass judgement as it still has the inherent jurisdiction to entertain the suits. The situation 

remains ambiguous whether the special tribunals under the act can pass the decree with respect 

to the part of the suit wherein the jurisdiction of the civil court is excluded. Unfortunately, only 

a very few cases concerning personal jurisdiction in cyberspace have been decided by the 

superior courts in India. The reason perhaps is that residents in India have not yet accepted or 

adapted themselves to this new technology as a fit mechanism to undertake legal obligations 

The term ‘Lex Fori’ literally means the law of the forum or the law of the jurisdiction where 

the case is pending. The exercise of jurisdiction is regulated by the procedural laws. Procedure 

is the judicial process for enforcing rights and duties recognized by substantive law and for 

justly administering redress for infractions. Procedure involves all aspects such filing of suit, 

collection of evidences, enforcing of judgements.  

Jurisdiction under Indian laws is dealt with through the civil law, Civil Procedure Code, 1908. 

The sections that deal with jurisdiction involve Section 6 of the CPC which deals with 

pecuniary jurisdiction, while Section 16 states subject matter jurisdiction. Section 19 deals with 

suits for movable property and Section 20 states where the defendant resides or cause of action 

arises, in other words territorial jurisdiction. In the case of Rajasthan High Court Advocates 

Association vs Union of India8, the Supreme Court defined cause of action as every fact which 

is necessary for plaintiff to prove, if traversed in order to support his right to the judgement of 

the court. If, for instance due to a transaction cause of action has arisen in Hyderabad wholly 

or partly the courts would have jurisdiction if the defendants reside in India or anywhere else. 

The problems that arise with respect to Section 20, which talks about territorial jurisdiction is 

when parties are located in different jurisdictions, medium of communication is in different  

IV. PLEA OF THE ABSENCE OF JURISDICTION  
In the case of Kiran Singh v. Chaman Pawan9 expanded the scope of raising the objection to 

the jurisdiction. The court asserted that the plea to objection could be raised at any stage of the 

proceeding even at the stage of execution or even in collateral proceedings. Building on the 

same lines, Chief Engineer Hydel Project vs. Ravinder Nath10, observed that the plea of 

objection to jurisdiction should not be rejected on mere grounds that it was not taken in the 

 
8 2001 2 SCC 294 
9 1955 SCR 117 
10 CIVIL APPEAL NO 658 OF 2008 
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initial stages as the decree passed by the court without jurisdiction will be hit by the doctrine 

of Coram non judice11.  

The plea for the absence of the jurisdiction could be raised at any stage of the proceeding. 

However, it should be allowed only in the court of the first instance and not in the appeals 

following it. If such pleas are allowed, then it might be misused by the appellant(s) who lose 

in the lower courts. For example, the losing party in the lower courts might raise the plea of 

absence of jurisdiction in the higher courts even though the suit(s) commenced through his/her 

petition. It will be inconsistent with the principles of natural justice and therefore, injustice to 

the opposite party. Thus, it should not be allowed to raise the plea at the appellate stage.  

V. TYPES OF JURISDICTION 
(A) Pecuniary Jurisdiction  

Pecuniary means “related to money”. It addresses the question of whether the court is 

competent to try the case of the monetary value of suit in question. The code allows trying a 

case unless the suit’s value exceeds the pecuniary limit of the court. One of the purposes of the 

jurisdiction is to prevent the burdening of cases in the courts. Different kinds of courts are 

granted different monetary limit to hear cases based on the valuation of each suit. The limit is 

dynamic.  

Section 15 of the Code directs the institution of the suit in the court of the lowest grade. It refers 

to the pecuniary jurisdiction of the civil court. It is a rule of procedure and it does not impact 

the jurisdiction of the court. Thus, the decree passed by a higher graded court is not void per 

se. The main purpose of defining pecuniary jurisdiction is to prevent the court of a higher 

degree from getting burdened and to provide convenience to the parties.  

Generally, the court accepts the valuation of the plaintiff. However, the court shall intervene if 

it finds the valuation to be wrong. For example, “A” wants to sue “B” for breach of contract to 

recover Rs. 5000 in Bombay. The Bombay High court has original jurisdiction and the Small 

causes court with the jurisdiction up to Rs. 50000. So, a suit to recover Rs. 5000 should ideally 

be instituted by A in Small causes court.  

In the case of Karan Singh v. Chaman Paswan12, the plaintiff filed a suit at the court of the 

subordinate court at Rs. 2950 but the court dismissed the case. Plaintiff appeal in the District 

Court was also dismissed. Later, his second appeal was accepted by the High Court, but it 

 
11 The meaning of CORAM NON JUDICE is before a judge not competent or without jurisdiction. 
12 CIVIL APPEAL NO 14 OF 1953 
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ordered him to pay the deficit amount. With the valuation revised it fell under the jurisdiction 

of the Subordinate judge, but the appeal would directly be at High court. The appellant 

contended that the decision of the District Court will be a nullity, but the High court dismissed 

the contention. Later, the appellant approached the Supreme court which upheld the decision 

of the High court stating that the decision of the District court won’t be void.  

(B) Territorial Jurisdiction 

In this kind of jurisdiction, the geographical limits of a court’s authority are demarcated. It 

cannot supersede the territorial limit. It is the extent of the area to which the court’s authority 

extends. In other words, It is the territorial limit of the law or court’s power. Furthermore, 

section 16 defines the territorial jurisdiction on the basis of the location of the immovable 

property. Harshad Chiman Lal Modi v. D.L.F. Universal Ltd13. In this case, the court 

interpreted section 16 that the suit pertaining to immovable property should be bought to a 

court where the res is situated. The court where the property is not situated does not have any 

powers to decide the rights in such property. However, the court can still pass a relief if the 

opposite party agrees to try the suit in such a case.  

If the immovable property is situated within the jurisdiction of more than one court that the suit 

can be instituted at the court where any portion of the property is situated. However, in the case 

wherein it is ambiguous that within which court’s jurisdiction, several courts appear to have 

jurisdiction, the property is situated then any one of the courts could entertain the suit with the 

reasons recorded in writing.  

In the suits related to the wrong (including the compensation for such wrong) to movable 

property, the plaintiff can institute the suit either at the place wherein the wrong was committed 

or the place where the defendant resides, carries business, works. In the situation where the 

wrong constitutes of a series of acts than the suit can be filed at either of the places. In case 

wherein the wrongful act was committed at one place and it’s consequences were in the other 

place then the plaintiff can file the claim at either of the place. For example, If Om, a resident 

of Ayodhya beats Harry in Mumbai, Harry may institute a suit in Ayodhya or Mumbai.  

Section 20 of the CPC covers the cases that have not been envisaged in any of the previous 

section. The plaintiff is at the liberty to institute a suit in any of the following places:  

o The place where the cause of action arose, completely or in parts, 

o Wherein the defendant carries out his business or resides or works or,  

 
13 CIVIL APPEAL NO 2726 OF 2000 
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o In the case of multiple defendants, wherein any of the defendant resides or carries out 

their business or reside or work for gain.  

For instance, Laxman is a merchant in Mirzapur. Ram carries business in Delhi. Ram through 

his agent bought goods from Laxman in Mirzapur and asked Laxman to deliver them to Namit. 

Laxman delivered the goods as required. Laxman can sue Ram for prices either in Mirzapur 

wherein the cause of action arose or in Delhi 69 wherein the defendant resides. In another 

illustration wherein Bhrigu resides in Rampur, Sanat in Lakhanpur and Subhash in Calcutta. 

They all agree to conduct business in Ahmedabad and signed a contract with conditions. Sanat 

and Bhrigu breached a condition in the contract in Ahmedabad. Subhash can institute the suit 

in Ahmedabad or at Rampur wherein Bhrigu resides or at Lakhanpur wherein Sanat resides. 

Provided that the non-resident defendant in the case should not object14. The objective of this 

section is to secure justice and protect defendants from unwarranted expenses of travelling long 

distances in the cases in which he/she might be involved.  

(C) Subject Matter Jurisdiction  

The subject matter can be defined as the power vested in a court to hear and try cases pertaining 

to a particular type and subject matter. It relates to the nature of the claim. In other words, it 

means that certain courts are excluded from hearing cases of nature. No question of merits can 

be decided by the courts which do not have subject matter jurisdiction. The court, in that case, 

can only decide only on jurisdiction and return the plaint. For instance, Kabira, a resident of 

Raipur, bought a food item of ZZ brand that was infested with pests. He should sue the ZZ 

company in Raipur District Forum rather than District Civil court of Raipur.  

Section 21 of the code is related to the stage challenging the jurisdiction. In the case of Harshad 

Chiman Lal Modi v. DLF Universal Ltd. and Anr.15, In the instances of territorial and pecuniary 

jurisdiction, objections must be raised in the earliest opportunity and before the settlement of 

issues. However, with respect to the subject matter jurisdiction, the court without jurisdiction 

over subject matter cannot take up the suit. Any order passed by such a court will be void.  

(D) Original Jurisdiction  

It refers to the court’s authority to take cognizance of cases that could be adjudicated in those 

courts in the first instance itself. Unlike the appellate jurisdiction wherein the courts review the 

already decided matter, here the cases are heard afresh. For instance, the Madras High court 

has the original jurisdiction with respect to matrimonial, probate, company matters and 

 
14 https://blog.ipleaders.in/civil-procedure-codes-application-cyberspace/ 
15 Appeal (civil) 2726 of 2000 
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testamentary.  

(E) Appellate jurisdiction  

This refers to the court’s authority to review or rehear the cases that have already been decided 

in the lower courts. It is generally conferred upon the higher courts. In the Indian context, both 

the High court and Supreme court have the appellate jurisdiction to take matters that are bought 

in the form of appeals.  

VI. CYBER SPACE AND CPC 
The substantive source of cyber law in India is the Information Technology Act, 2000 (IT Act) 

which came into force on 17 October 2000. The objective of the Act is to provide legal 

recognition to e- commerce and to facilitate storage of electronic records with the Government. 

The IT Act also penalizes various cybercrimes and provides strict punishments. In pursuant to 

this there are certain provision under this act which renders the idea of jurisdiction of court for 

the trial of cases pertaining cyber crimes in India as well as outside India Such provisions of 

IT Act are as follows: Sec 1 specifies the extent of the application of this act. It states that16: It 

shall extend to the whole of India and, save as otherwise provided in this Act, it applies also to 

any offence or contravention thereunder committed outside India by any person. Sec 75 deals 

with the provisions of the act to apply for offences or contravention committed outside India. 

It states that17:  

1. subject to the provision of sub section (2), the provision of this act shall also apply to any 

offence or contravention committed outside India by any person irrespective of his nationality.  

2. For the purpose of sub section (1), this act shall apply to an offence or contravention 

committed outside India by any person if the act or conduct constituting the offence or 

contravention involves a computer, computer system or computer network located in India. 

Comment: The above sections sec1(2) and sec 75 of the IT Act applies to any offence or 

contravention committed in India as well as outside India. The application of this act outside 

India is empowered by invoking the power of extra territorial jurisdiction of nation It is 

immaterial to the fact that whether the offender is citizen of India or not and whether the crime 

has been committed inside or outside of India because it applies to any person irrespective of 

their nationality if he harms or tries to the computer, computer system or network located in 

India either by operating in India or from any part of the world.  

 
16 Information technoloy act,2000. 
17 Supra note 93 
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Sec 46 of the Act renders power to adjudicate in case of contravention of any provision of this 

act and for the purpose adjudging it provides for the appointment of adjudicating officer who 

is vested with the powers of civil courts which are conferred on the Cyber Appellate Tribunal.  

Sec (48) of the act provides for the Establishment of Cyber Appellate Tribunal18. (1) The 

Central Government shall, by notification, establish one or more appellate tribunals to be 

known as the Cyber Regulations Appellate Tribunal.  

Comment- This tribunal is established by the government under this Act and the government 

itself decides the matters and places as to where the tribunal would exercise its jurisdiction. It 

is considered as the first appellate tribunal where the appeal from the orders of control board 

or the adjudicating officers is preferred. Further any person aggrieved by the decision of 

appellate tribunal may prefer appeal in High Court within sixty days from the date of 

communication of such decision or order. The  

Information Technology Act 2000 seems exhaustive when it comes to adjudicate the matter 

where the parties are Indian citizen and the offence or any contravention has been committed 

in India as the India as the Indian Courts follow the Principle of lex foris that means the law of 

the country but it still creates confusion in order to exercise its extra territorial jurisdiction 

where the offence has been committed outside India or by any non-citizen. This act apply for 

offence or contravention committed outside India.  

1) Subject to the provisions of sub-section  

2) the provisions of this Act shall apply also to any offence or contravention committed outside 

India by any person irrespective of his nationality.  

3) For the purposes of sub-section this Act shall apply to an offence or contravention committed 

outside India by any person if the act or conduct constituting the offence or contravention 

involved a computer , computer system or computer network located in India.  

For instance, if an American citizen damaged the reputation of one of the Indian Politician by 

publishing lewd comments through the social media and the aggrieved person approached to 

Indian court for the justice. It is obvious that IT act, 2000 provides for extra territorial 

jurisdiction but the issue arises here that how far would it be effective to bring the American 

citizen to India to be prosecuted for cyber defamation as the IT Act is not applicable to the 

American citizen.  

Apart of IT Act 2000, there are other relevant legislation under Indian laws that gives the 

 
18 Supra note 93 
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authority to India Courts to adjudicate the matters related to cyber-crimes such as: Sec 3 and 4 

of Indian penal code 1882 also deals with the extra territorial jurisdiction of Indian courts. 

Section 188 of CrPC 1973 provides that even if a citizen of India outside the country commits 

the offence, the same is subject to the jurisdiction of courts in India. Section 178 deals with the 

crime or part of it committed in India and Section 179 deals with the consequences of crime in 

Indian Territory.  

VII. CRITICAL ANALYSIS OF CIVIL JURISDICTION OF CYBER SPACE 
 With the advent of artificial intelligence, there has been a massive aberration in online 

transactions. These transactions can lead to situations such as “Cyber Torts”. The Information 

Technology Act, 2000 was enacted to provide a legal framework for such transactions. Its 

purpose is to upgrade the outdated laws in order to deal with cyber law issues. it is imperative 

to examine the jurisdiction of then cyber law. The jurisdiction is conferred upon the 

adjudicating officer if the matter is below Rs. 5 crores. The subject matter jurisdiction also lies 

with the adjudicating officer. But as already stated pecuniary jurisdiction is limited to Rs. 5 

crores.  

But territorial jurisdiction is not addressed properly in the Act. Though the act has a very well-

defined adjudicating procedure yet, it fails to take cognisance of the most essential part. It is 

difficult to determine as it is borderless and spreads across over territories of any jurisdiction. 

As the specific law, IT act fails to determine the boundaries we must consider the general law 

i.e. the CPC for help. In India, generally, the civil jurisdiction lies where the wrong is done. It 

is based on the maxim of lex loci deliciti19. While in property suits, it is based upon lex situs 

or law of physical location.  

Unlike the conventional understanding of jurisdiction, cyber transactions pose difficult 

situations to determine the jurisdiction. It might happen that there might be multiple 

jurisdictions pertaining to the same suit. Enforcement and implementation of foreign decrees 

hold a great challenge. In order to implement the foreign decree, it should be final order with 

respect to the subjects, therefore, concisely settled by the parties amongst themselves. With 

respect to the provision explained above, it is implicit that the foreign decrees are binding 

provided that the exceptions stated are taken care during the adjudication. Also, in case an 

individual or corporate has explicitly accepted the foreign jurisdiction then such individuals or 

corporates bound by the decision of it. Hence, any internet transaction can be taken cognisance 

 
19 The lex loci delicti commission or lex loci delictus is the Latin term for "law of the place where the delict wrong 

was committed" in the conflict of laws. 
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throughout the country. The foreign decree passed against the Indian defendant is probably not 

enforceable based on the procedure laid in section 13 of CPC. It should be noted that the 

aggrieved party must approach Indian courts to either to get the foreign decree performed under 

section 44A or file an entirely new suit upon the decision for its enforcement. Thus, with 

obtaining a decree in the foreign court the aggrieved party averts leading evidence in India but 

faces bigger problems under section 13. So, it could be said that the foreign complainant should 

file the claim in India if the defendant is a resident of India. As the Internet transaction will 

have a large number of documentary evidence and leading of evidence won’t be burdensome. 

Therefore, it is suggested that to take care of the problems under section 13 and institute the 

claims in India.  

Now, In the vice versa case, wherein the aggrieved party is in India and the defendant resides 

in a foreign jurisdiction, it can be tackled by section 19 of CPC. Section 19 allows for the filing 

of a suit for damages of the wrong committed to the movable property or the person. The suit 

can be instituted at the jurisdiction of the place of business or residence of the defendant or the 

place wherein wrong was done.  

As already explained in the above part, Section 20 could be used to secure justice as it is wide 

encompassing provision to tackle the issues of jurisdiction left out in the above sections. 

Section 45 of the CPC envisages a possibility of execution of a decree passed by Indian courts 

in the foreign jurisdiction under certain situations. So, it will help in transferring the execution 

decree from Indian jurisdiction to a foreign jurisdiction. 

A certified copy of the decree from the foreign or superior court has to be filed in the district 

court then such decree will be perceived as if it were passed in India and the decree can be 

executed by the district court. Along with the certified copy, another certificate has to file that 

states the extent to which the decree has been satisfied. Section 47 governs the procedure for 

filing of the certified copy and the District court can refuse to execute the decision if the 

execution falls under the exception stated in subsections (a) to (f) of section 13.The substantive 

source of cyber law in India is the Information Technology Act, 2000 (IT Act) which came 

into force on 17 October 2000. The objective of the Act is to provide legal recognition to e- 

commerce and to facilitate storage of electronic records with the Government.  

The IT Act also penalizes various cybercrimes and provides strict punishments. In pursuant to 

this there are certain provision under this act which renders the idea of jurisdiction of court for 

the trial of cases pertaining cyber crimes in India as well as outside India. Such provisions of 

IT Act are as follows: Sec 1 specifies the extent of the application of this act. It states that: It 
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shall extend to the whole of India and, save as otherwise provided in this Act, it applies also to 

any offence or contravention thereunder committed outside India by any person. Sec 75 deals 

with the provisions of the act to apply for offences or contravention committed outside India. 

It states that: 

1. subject to the provision of sub section (2), the provision of this act shall also apply 

to any offence or contravention committed outside India by any person irrespective of his 

nationality.  

2. For the purpose of sub section (1), this act shall apply to an offence or contravention 

committed outside India by any person if the act or conduct constituting the offence or 

contravention involves a computer, computer system or computer network located in India.  

Comment: The above sections sec1(2) and sec 75 of the IT Act applies to any offence or 

contravention committed in India as well as outside India. The application of this act outside 

India is empowered by invoking the power of extra territorial jurisdiction of nation It is 

immaterial to the fact that whether the offender is citizen of India or not and whether the crime 

has been committed inside or outside of India because it applies to any person irrespective of 

their nationality if he harms or tries to the computer, computer system or network located in 

India either by operating in India or from any part of the world.  

Sec 46 of the Act renders power to adjudicate in case of contravention of any provision of this 

act and for the purpose adjudging it provides for the appointment of adjudicating officer who 

is vested with the powers of civil courts which are conferred on the Cyber Appellate Tribunal. 

Sec (48) of the act provides for the Establishment of Cyber Appellate Tribunal. (1) The Central 

Government shall, by notification, establish one or more appellate tribunals to be known as the 

Cyber Regulations Appellate Tribunal. The Information Technology Act 2000 seems 

exhaustive when it comes to adjudicate the matter where the parties are Indian citizen and the 

offence or any contravention has been committed in India as the Indian Courts follow the 

Principle of lex foris that means the law of the country but it still creates confusion in order to 

exercise its extra territorial jurisdiction where the offence has been committed outside India or 

by any non-citizen.  

For instance, if an American citizen damaged the reputation of one of the Indian Politician by 

publishing lewd comments through the social media and the aggrieved person approached to 

Indian court for the justice. It is obvious that IT act, 2000 provides for extra territorial 

jurisdiction but the issue arises here that how far would it be effective to bring the American 

citizen to India to be prosecuted for cyber defamation as the IT Act is not applicable to the 
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American citizen.  

Apart of IT Act 2000, there are other relevant legislation under Indian laws that gives the 

authority to India Courts to adjudicate the matters related to cyber-crimes such as: Sec 3 and 4 

of Indian penal code 1882 also deals with the extra territorial jurisdiction of Indian courts163 . 

Section 188 of CrPC 1973 provides that even if a citizen of India outside the country commits 

the offence, the same is subject to the jurisdiction of courts in India. Section 178 deals with the 

crime or part of it committed in India and Section 179 deals with the consequences of crime in 

Indian Territory164 .  

VIII. RELEVANT CASES LAWS 
SMC Pneumatics (India) Pvt. Ltd. v. Jogesh Kwatra20 This is a case related to cyber 

defamation. This is first case of its kind from India. In this case, the defendant was an employee 

of the plaintiff's company who used to send derogatory, obscene, vulgar, and abusive emails to 

his employers and also to different subsidiaries of the said company all over the world. The 

motive behind sending those emails was to malign the reputation of the company and its 

Managing Director all over the world. The High Court of Delhi assumed jurisdiction over a 

matter of defamation of reputation of corporate through e-mails. An ex-parte injunction was 

granted by the court.  

SIL Import v. Exim Aides Silk Importers21 In this case the court successfully highlighted 

the need of interpretation of the statute by judiciary in the light of technological advancement 

that has occurred so far . Until there is specific legislation in regard to the jurisdiction of the 

Indian Courts with respect to Internet disputes, or unless India is a signatory to an International 

Treaty under which the jurisdiction of the national courts and circumstances under which they 

can be exercised are spelt out, the Indian courts will have to give a wide interpretation to the 

existing statutes, for exercising Internet disputes.  

Impresario Entertainment & Hospitality Pvt. Ltd. vs S&D Hospitality22 Facts in this case 

the plaintiff's company offers restaurant services which has its registered office in Mumbai and 

is carrying its business in New Delhi and a restaurant under the name and style of 'SOCIAL' 

which it has trademark and has various branches as well. The plaintiff came to know about the 

defendant's restaurant in Hyderabad under the name 'SOCIAL MONKEY.  

Also, it has a popular beverage by the name A GAME OF SLING and the defendant has named 

 
20 Being Suit No. 1279/2001 available at https://indiankanoon.org/doc/(Accessed on 3RD DECEMBER, 2021) 
21 (1999) 4 SCC 567 
22 CS (OS) No 894 of 2008 
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a beverage as Hyderabad Sling which is identical or deceptively similar to the plaintiff's 

beverage. Both these outlets had entered into contract with websites like Zomato and Dine Out 

and so the information of both, along with menu and contact info was made available on the 

websites of Zomato and Dine Out.  

Therefore, issue before the Delhi High Court was whether it had the jurisdiction to adjudicate 

upon the matter The Hon'ble Court also observed that for the purposes of a passing off or an 

infringement action (where the plaintiff is not located within the jurisdiction of the court), the 

injury on the plaintiffs business, goodwill or reputation within the forum state as a result of the 

Defendant's website being accessed in the forum state would must be shown. Therefore, the 

court held that mere interactivity of the website in the forum State did not attract its jurisdiction.  

Earlier similar view was given in the case of Banyan Tree Holding (P) Limited v. A. Murali 

Reddy and Anr23 wherein the court held that a passive website, with no intention to 

specifically target audiences outside the State where the host of the website is located, cannot 

vest the forum court with jurisdiction.  

IX. CYBER SPACE AND CRPC  
Once a court has assumed jurisdiction, the next question is: what body of substantive law 

should be used to resolve the problem. It is the substantive criminal law of a country which 

declares whether a particular activity is a crime or not. Every country has its own set of criminal 

laws. What is a crime in one country might be an innocent act in another. Online activities 

create a vast scope for confusion. In India, the Information Technology Act delves deep into 

the issue of applicable law in computer crimes. It clarifies that any act which is committed 

either within or without India would be illegal if it is an offence under the Act.  

Under the Indian criminal law, section 179 of the Code of Criminal Procedure, 1973 embodies 

the effects doctrine, which reads as under: “179. Offence triable, where act is done or 

consequence ensues: When an act is an offence by reason of anything which has been done and 

of a consequence which has ensued, the offence may be inquired into or tried by a court within 

whose local jurisdiction such thing has been done or such consequence has ensued.” 

 The Supreme Court in State of Madhya Pradesh v. Suresh Kaushal24, has held that: “The 

above section contemplates two Courts having jurisdiction and the trial is permitted to take 

place in any one of those two Courts. One is the Court within whose local jurisdiction the act 

has been done and the other is the Court within whose local jurisdiction the consequence has 

 
23 Supra note 60 
24 2001 4 SCC 233 
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ensued.” For instance, it is well settled that where a sub-standard article is sold and an offence 

is committed, the place where the same is marketed will equally have jurisdiction to try an 

offence against the manufacturers as well as the distributors State of Punjab v Nohar 

Chand25, State of Rajasthan v Rajesh Medical Agencies26.  

Section 179 contemplates cases where the act done and its consequence happen to be in two 

different jurisdictions and provides that in such cases, the offence constituted by the act and 

the consequence may be inquired into or tried in either of the two jurisdictions. In an Indian 

case of this nature, ‘A’ at Karachi was making representations to the complainant at Bombay, 

through letters, telegrams and telephone talks, sometimes directly to ‘B’ and sometimes 

through a commission agent. ‘B’ parted with money in good faith of these representations, 

which were false. The Supreme Court held that the representations were made to ‘B’ at Bombay 

notwithstanding that ‘A’ was making the representations from Karachi. Hence the entire 

offence took place at Bombay and not merely one ingredient of it, (which was consequence of 

the false representations), namely, the parting with the money by ‘B’. The Apex Court held 

that the offence would be triable both at the place from where the false representations were 

made as well as where the parting of property took place Mobarak Ali Ahmed v State of 

Bombay27. Section 179 giving statutory recognition to the ‘effects’ doctrine is squarely 

applicable in computer crime cases. There would be many situations where we would find that 

though the initiator of an illegal action is somewhere outside the territory of India, the effect of 

his digital wrong-doing has caused damage to persons within India. Such persons, by operation 

of section 179, are liable to be tried in India. The Indian courts would have jurisdiction to try 

such cyber criminals. The concept of ‘effects’ doctrine28 has been recognised not just by India 

but by other countries as well. Its application in computer crimes has to be adopted as of 

necessity due to the peculiarity of the Internet, which permits initiation of the crime from any 

part of the world with its consequences or terminating effect in any other part of the world 

without any barriers.  

Convention on Cyber Crime -Council of Europe, The Cyber Crime Convention of the Council 

of Europe prescribes for the issue of jurisdiction in Article 22. It requires that every member 

nation should adopt legislative measures to establish jurisdiction over any offence established 

 
25 1984 3 SCC 512 
26 1987 SCC 242 
27 AIR 1957 SC 857 
28 Commonly known as the 'effects' doctrine is the situation , where the action takes place outside the territory of 

a country, but the primary effect of that activity is within the said country, it assumed jurisdiction. For instance, a 

person from Pakistan shoots across the border and an Indian is injured in the process 
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under the Convention, when the offence is committed in its territory. The nations have further 

option to establishing jurisdiction in case the offence has been committed on board a ship flying 

the flag of that Party; or on board an aircraft registered under the laws of that Party; or, by one 

of its nationals, if the offence is punishable under criminal law where it was committed or if 

the offence is committed outside the territorial jurisdiction of any state. It should be noted that 

the above Convention applies the theory of subjective territoriality and Nationality theory but 

avoids the ‘effects’ doctrine.  

X. CONCLUSION AND SUGGESTIONS 
From the above analysis it is obvious that most of the times those who are victims of the cyber 

were women and children. It is obvious that cyber crimes are emerging in this global era and 

there are more possibilities that the crimes become severe hence prospective analysis is 

required in the legislations and convention that deals with this. 

• Cyber space gives us ample opportunities but it is a ground for power and conflicts.  

• Cyber space has become ease of access, hence inappropriate content especially that 

contains pornography and other obscenity must be blocked from the access of children.  

• The convention that deals with cyber space has no universal jurisdiction and many 

countries are not signatories to the existing convention.  

• With the abuse in content of the cyber space by some netizens it has become threat to 

social, economic and personal rights of the human being.  

• Cyber space has become a ground for warfare.  

• And there are chances that within decades there may be a cyber war between countries.  

• Counter measures should be taken immediately for the victims of cyber space 

• There is a need for unique law which can be applied to determine the jurisdiction in 

cases of cyber crimes. A law must be developed at international level in nexus with the 

world countries to combat the cyber threats.  

• India must become an active participant and signatory to conventions and treaties which 

aims to curb cyber crimes and provide security to cyber space.  

• In order to determine the jurisdiction of court the loopholes in laws should be identified 

and the necessary amendments must be brought to widen the scope of adjudication.  

• The parliament must formulate the cyber space laws regarding the extradition policies. 

***** 
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