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Ransomware: A Cyber Threat to the 

Business Community 
    

R.THANMAYI
1 

         

  ABSTRACT 
In recent years, ransomware has become one of the biggest cyber scams to hit businesses. 

Ransomware is mischievous software that allows a hacker to restrict access to an 

individual's or company's vital information in some way and then demand some form of 

payment to lift the restriction. The most common form of restriction today is encryption of 

important data on the computer or network, which essentially lets the attacker hold user 

data or a system hostage. Over the past three years, ransomware has become one of the 

biggest scams to hit businesses. The ramifications of a successful attack are far more 

extensive than just the cost of the ransom. Organisations can suffer lost productivity, loss 

of business, inconvenience to customers and potentially the permanent loss of data. In this 

paper, mode of ransome attack, ways to protect the hardware are discussed. Ransomware 

attack is a breach of Right to personal liberty guaranteed under the Indian Constitution. 

India at present does not have a proper extradition law to deal with crimes that have been 

committed over the Internet. Critical analysis of ransomware attack, methods to protect the 

ransomware attack and the legal protection against ransomware attacks are presented in 

this article.  

Keywords: Ransomware, legal protection, Indian Information Act. 

 

I. INTRODUCTION 

“Ransomware is a type of malicious software (malware) that threatens to publish or blocks 

access to data or a computer system, usually by encrypting it, until the victim pays a ransom fee 

to the attacker. In many cases, the ransom demand comes with a deadline. If the victim doesn’t 

pay in time, the data is gone forever or the ransom increases”2 (RossBrewer,2016). Ransomware 

attacks are all too common these days. Major companies in North America and Europe alike 

have fallen victim to it. Cybercriminals will attack any consumer or any business and victims 

come from all industries. Several Government agencies, including the FBI, advise against 

paying the ransom to keep from encouraging the ransomware cycle, as does the No More 

Ransom Project. Furthermore, half of the victims who pay the ransom are likely to suffer from 

 
1 Author is a student at School of  Law, SASTRA University, Thanjavur, Tamil Nadu, India. 
2 Cybereason, 2022. Ransomware: The True Cost to Business 2022 —  
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https://www.cybereason.com/hubfs/dam/collateral/reports/Ransomware-The-True-Cost-to-Business-2022.pdf
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repeat ransomware attacks, especially if it is not cleaned from the system. Due to the large 

amounts of money to be made, new versions appear frequently. This allows bypassing antivirus 

software and other intrusion detection methods. In this paper, we present a brief history of 

ransomware, the arguments for and against paying the ransom, legal protection against 

ransomware attack and methods to seek justice. 

II. THE IMPACT OF RANSOMWARE ON BUSINESSES 

“Between 2015 and 2021, the global cost of ransomware increased dramatically: from $325 

million in 2015 to $20 billion in 2021. 67% of affected firms reported losses ranging from $1 

million to $10 million from ransomware attacks. Following a ransomware attack, 37% of 

respondents indicated their company had to fire staff, which is over 30% more than in 2021. 

The number of organizations targeted by ransomware attacks grew by 33% in the first half 

of 2022 (73%) compared to 2021 (55%). In 2021, about 66% of organizations experienced 

losses due to ransomware, up from 37% in 2020. This is an increase of 78% in one year, which 

shows that adversaries are getting much better at launching large-scale attacks. The average size 

of a target company was 15,581 employees in 2021, a decrease of 31% compared with 2020 

(Cybereason,2022). Granular reporting and analysis is useful to provide detailed audit trail 

support for forensic investigations into who, what, when, where, and how users access file”3( 

Al Mashhadani, et. al.,2019). 

Huang et al.,20184“reported that they were able to trace the financial transactions, from the 

acquisition of bitcoins by victims, through the payment of ransoms, to the cash out of bitcoins 

by the ransomware operators. They found that many ransomware operators cashed out using 

BTC-e, a now-defunct Bitcoin exchange. In total they were able to track over $16 million USD 

in likely ransom payments made by 19,750 potential victims during a two-year period.”  

III. RANSOMWARE ATTACK IN INDIA 

A malicious software attacked the power utility systems of Telangana and Andhra Pradesh last 

year where all the servers went down until the glitch was rectified. Since the computer systems 

of Telangana and Andhra Pradesh power utilities were interlinked, the virus attack quickly 

spread, taking down all the systems. Uttar Haryana Bijli Vitran Nigam was hit by a ransomware 

attack where the hackers gained access to the computer systems of the power company and stole 

 
3 Al Mashhadani, M. Kaiiali, S. Sezer and P. O’Kane, "A Multi-Classifier Network-Based Crypto Ransomware 

Detection System: A Case Study of Locky Ransomware," in IEEE Access, vol. 7, pp. 47053-47067, 2019, doi: 

10.1109/ACCESS.2019.2907485. 
4Huang et al.,2018. "Tracking Ransomware End-to-end," 2018 IEEE Symposium on Security and Privacy (SP), 

2018, pp. 618-631, doi: 10.1109/SP.2018.00047. 
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the billing data of customers. The attackers demanded Rs.1 crore or $10 million in return 

for giving back the data.  

“India was the third worst-hit nation by WannaCry ransomware, affecting more than 2 lakh 

computer systems. During the first wave of attacks, this ransomware attack had hit banks in 

India including few enterprises in Tamil Nadu and Gujarat. The ransomware majorly affected 

the US healthcare system and a well-known French car manufacturing firm.  

This botnet malware took over the internet, targeting home routers and IoT devices. This 

malware affected 2.5 million IoT devices including a large number of computer systems in 

India. This self-propagating malware was capable of using exploitable unpatched 

vulnerabilities to access networks and systems. 

The hackers are increasing their attacks on victims in India too as the country ranked 

10 th globally in the number of ransomware attacks. As the attacks increased by 218 per cent, 

the country emerged second in the Japan and Asia-Pacific region. About 42 per cent of total 

attacks in India are reported in Maharashtra. The top sectors that are being targeted in the 

country are software and services, capital goods, and the public sector”5                       (Kurmanath, 

2022) 

IV. LEGAL ACTIONS AGAINST RANSOMWARE ATTACKS 

“Ransomware attack is a breach of Right to personal liberty guaranteed under the Indian 

Constitution. Prima Facie - it is an infringement of our Fundamental Right to Privacy covered 

under Article 21- Right to Life of Constitution of India. Information Technology (Reasonable 

Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 

provides protection to personal information. Prior to these Rules, in India remedies for invasions 

of privacy existed under tort law and the Supreme Court of India accorded limited constitutional 

recognition to the right to privacy (under Article 21). These Rules provide the only codified 

provisions protecting the privacy of individuals and their personal information. These malware 

attacks are a clear case of Extortion. According to Section 383 of IPC, Whoever intentionally 

puts any person in fear of any injury to that person, or to any other, and thereby dishonestly 

induces the person so put in fear to deliver to any property or valuable security, or anything 

signed or sealed which may be converted into a valuable security, commits ‘Extortion’. 

“6 (Aditya Mehta, et.al., 2022) 

 
5 India among top 10 victims of ransomware attacks; Maharashtra the most affected by Kurmanath, K.V,Business 

Line, March 25, 2022. 
6 Digital Age Warfare: Ransomware Attacks, Aditya Mehta,  Pritvish Shetty & Shreya Bansal,  2022.  
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Ransomware attack: Punishment under the IT Act 

The present act is also punishable with imprisonment for a term which may extend to three years 

and with fine under Section 66A of IT Act through 2008 amendment, which states that “Any 

person who sends, by means of a computer resource or a communication device 

● any information which he knows to be false, but for the purpose of causing annoyance, 

inconvenience, danger, obstruction, insult, injury, criminal intimidation, enmity, hatred 

or ill will, persistently by making use of such computer resource or a communication 

device, 

● any electronic mail or electronic mail message for the purpose of causing annoyance or 

inconvenience or to deceive or to mislead the addressee or recipient about the origin of 

such messages shall be punishable with imprisonment for a term which may extend to 

three years and with fine.”7 

The Information Technology Act: 

● Tampering with Computer Source documents – Section 65 

● Hacking with Computer Systems, Data alteration – Section 66 

● Publishing obscene information – Section 67 

● Unauthorised access to protected system – Section 70 

● Breach of Confidentiality and Privacy – Section 72 

● Publishing false digital signature certificates – Section 73 

IPC and Special Laws: 

● Sending threatening messages by email – Section 503 

● Sending defamatory messages by email – Section 499 

● Forgery of electronic records – Section 463 

● Bogus websites, cyber frauds – Section 420 

● Email spoofing – Section 463 

● Web-Jacking – Section 383 

● E-mail Abuse – Section 500 

 

 
7 Section 66A of IT Act 2000( through 2008 amendment) 

https://www.ijlmh.com/
https://www.ijlmh.com/
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Some Special Acts: 

● Online sale of Drugs under Narcotic Drugs and Psychotropic Substances Act 

● Online sale of Arms Act 

V. METHODS TO SEEK JUSTICE 

 Like any other criminal case, the ransomware attack victims need to file a complaint first to 

seek remedy from the Judicial system of the country. The complaint can be filed in the 

concerned Police Station as a FIR. To tackle the issue of cyber crimes, CIDs (Criminal 

Investigation Departments) of various cities opened up Cyber Crime Cells in different cities as 

well. Chapter 10 and 13 of the IT Act talks about the Offences (and the said penalties awarded 

under it, if proven) under the Act and the power given to the victims against it and during the 

procedure of investigation, respectively. 

Section 48 of the IT Act, 2002 establishes the cyber appellate tribunals around different places 

in the country. Section 57 provides appeal to cyber regulations appellate tribunal. – 

(1) Save as provided in sub-section 

(2), any person aggrieved by an order made by the controller or an adjudicating officer under 

this Act may prefer an appeal to a Cyber Appellate Tribunal having jurisdiction in the matter. 

VI. JURISDICTIONAL CHALLENGES FOR CYBER CRIMES 

“India at present does not have a proper extradition law to deal with crimes that have been 

committed over the Internet.  To address this issue, India should become a signatory to the 

Convention of cyber crimes treaty and should ratify it. The Supreme Court of India, in the case 

of SIL Import v. Exim Aides Silk Importers 8, has recognised the need for the judiciary to 

interpret a statute by making allowances for any relevant technological change that have 

occurred. Until there is specific legislation in regard to the jurisdiction of the Indian Courts with 

respect to Internet disputes, or unless India is a signatory to an International Treaty under which 

the jurisdiction of the national courts and the circumstances under which they can be exercised 

are spelt out, the Indian Courts will have to give a wide interpretation to the existing statutes, 

for exercising Internet disputes. But some of the legislation currently present, can still be 

helpful.”9(Kirty Rajan, 2022). 

Section 75 of the Information Technology Act, 2000  implies that the Act shall apply to an 

 
8 (1999) 4 SCC 567 
9 Analysis of Cyber Jurisdiction in India. Legal Services in India, E journal, Kirty Rajan,2022. 

https://www.ijlmh.com/
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offence or contravention committed outside India by any person if the act or conduct 

constituting the offence involves a computer, computer system or computer network located in 

India. While 

Section 3 and 4 of the Indian Penal Code, 1860 deals with the extra-jurisdictional power given 

to the Indian Courts.  Code of Criminal Procedure, 1973, Section 188 provides that even if a 

citizen of India outside the country commits the offence, the same is subject to the jurisdiction 

of courts in India. In India, jurisdiction in cyberspace is similar to jurisdiction as that relating to 

traditional crimes and the concept of subjective territoriality will prevail. Moreover, Section 

178 deals with the crime or part of it committed in India and Section 179 deals with the 

consequences of crime in Indian Territory. 

VII. CONCLUSION 

In recent years, ransomware has evolved into one of the biggest cyber security threats. From the 

criminal's perspective, the Internet is an enormous gift, not only for ransomware, but also for 

malware, in general. The Internet has created a criminal ecosystem that supports the 

development, deployment and financial mechanisms to support malware. As cyberattacks grow 

more sophisticated, this requires a holistic approach to cybersecurity and cyber resilience in 

tangible, targeted, and comprehensive ways. The Information technology Act is a step toward 

protecting the data and sensitive information stored with the intermediaries online. It gives 

various provisions which benefit the citizens and protect their data from being misused or lost. 

However, with the advancement of e-commerce and online transactions, it is necessary to deal 

with problems like internet speed and security, transactions that are struck, the safety of 

passwords, cookies, etc. Cyber crimes are increasing at a great pace, and there is a need to have 

a mechanism to detect and control them. Hence, the legal issues associated with ransomware 

attacks need to be navigated carefully, particularly as the law changes and is developed in this 

area in response to the ever growing risk of ransomware attacks. 

***** 

  

https://www.ijlmh.com/
https://www.ijlmh.com/


 
1269 International Journal of Law Management & Humanities [Vol. 5 Iss 6; 1263] 
 

© 2022. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

VIII. REFERENCES 

1. Cybereason, 2022. Ransomware: The True Cost to Business 2022 —  

2. Kurmanath, K.V, 2022. India among top 10 victims of ransomware attacks; Maharashtra 

the most affected. Business Line, March 25, 2022 

3. Al Mashhadani, M. Kaiiali, S. Sezer and P. O’Kane, "A Multi-Classifier Network-Based 

Crypto Ransomware Detection System: A Case Study of Locky Ransomware," in IEEE 

Access, vol. 7, pp. 47053-47067, 2019, doi: 10.1109/ACCESS.2019.2907485. 

4. Huang et al.,2018. "Tracking Ransomware End-to-end," 2018 IEEE Symposium on 

Security and Privacy (SP), 2018, pp. 618-631, doi: 10.1109/SP.2018.00047. 

5. Aditya Mehta,  Pritvish Shetty & Shreya Bansal,  2022. Digital Age Warfare: 

Ransomware Attacks 

6. Kirty Rajan,2022. Analysis of Cyber Jurisdiction in India. Legal Services in India, E 

journal  

***** 

https://www.ijlmh.com/
https://www.ijlmh.com/

