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Right to Privacy: A Critical Analysis         
 

SAHIL GOEL
1 

    

ABSTRACT 
“Law is a normative science that is a science which lays down norms and standard for 

human behaviour in a specified situation or situations which is enforceable through the 

sanctions of the state.”  

The concept of privacy has been the most challenging & technical issue in front of our 

judiciary, government & the people of India in the past. But what actually do we mean by 

the term privacy & in what context do we say, that we should have a right to privacy? It is 

important to critically analyze the right to privacy because initially, the right to privacy 

had a very narrower scope as it only included 'right to be let alone”. 

The objective to conduct this research-based study is to trace the evolution of privacy, find 

out what exactly privacy is & how it evolved through various cases before the judiciary. 

The paper would critically analyze the judgment & its implications in KS Puttaswamy Vs 

Union of India case in which right to privacy was declared to be a fundamental right under 

part 3 of the Constitution of India & not an elitists phenomenon anymore, by a 9-judge 

bench of Supreme court of India. This judgment broadened the scope of Article 21 which 

entitles a person to right to life & personal liberty & included right to privacy under this 

article.  

Apart from the above, the paper would also focus on other aspects related to privacy such 

as phone tapping, state surveillance & privacy in the age of pandemic.  

The expected outcome of study would be to properly understand the view of judiciary 

towards right to privacy & what more needs to be achieved as a nation as far as right to 

privacy is concerned specially in the digital age.  

Keywords: Privacy, Personal liberty, Pandemic, Phone Tapping, State Surveillance. 

 

I. INTRODUCTION 

The umbrella term ‘privacy’, springs from the Latin word “Privatus”, meaning isolated, 

restricted, personal, or peculiar. Although, India possesses the constitutional protection of 

privacy after the SC verdict in the “KS Puttaswamy” case in 2017, it still lacks a major 

portion of privacy protection, namely the protection of private data. Though, privacy as a 

term has not been mentioned in any statute or constitution of our country, but still  it's a 

 
1 Author is a student at Amity Law School, Noida, India. 
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right which a person possesses right from his birth. 

According to the Black’s Law Dictionary2, privacy means, “right to be let alone; the right of 

a person to be free from “unwarranted publicity”; and the right to live without unwarranted 

interference by the pubic in matters with which the public is not necessarily concerned” 

In the ongoing times, our lives without the use of technology is next to impossible & with the 

advancement of social-media & complex technology, privacy in our lives has dwindled to some 

extent. Therefore, to ensure about an individual’s privacy is the utmost priority today.  

The prime concern about the privacy & data protection has increased worldwide as a 

consequence of evolution in technology and cyberspace. So, the surveillance potential of 

powerful computer systems triggers the demand for specific laws to govern the collection and 

managing of private data as it is the main goal of data protection today.  

Since the 1950’s, the infringement of privacy has been a crucial matter of concern in our 

country. The constitutions of various nations around the globe didn’t mention about right to 

privacy, despite the fact the need to protect one’s personal data is a matter of concern from an 

extensive period of time.  

Various countries have amended their constitution to inculcate, articles & laws relating to 

privacy. On a global level, many organizations are making an attempt to secure the data of an 

individual & enacting laws to ensure that privacy is not violated. Even as we discuss about it 

till today, privacy is still not easy to define as its meaning keeps on changing depending upon 

the context & case in which it gets used.  

This research-based study attempts to highlight various aspects pertaining to privacy starting 

from evolution of the privacy highlighting the cases in which “privacy” got infringed to the 

concerns which had emerged during the age of “Covid-19” pandemic relating to the “Aarogya 

Setu” app.  

At the end some important points have been suggested along with the conclusion. 

II. EVOLUTION OF RIGHT TO PRIVACY IN INDIA 
The question that whether right to privacy should be a fundamental right or not under the 

Constitution of India, 1950 had been a 3long historical legal battle from the past 40-50 years. 

The privacy concept could be traced out in the ancient text of Hindus. 4If one looks at the 

 
2 “Privacy” Black’s Law dictionary  
3 Ishita Jha, Right to Privacy, legal desire, https://legaldesire.com/right-to-privacy/,  
4 Law Teacher, https://www.lawteacher.net/free-law-essays/constitutional-law/evolution-of-the-right-to-privacy-

constitutional-law-essay.php  
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“Hitopadesh” it says that certain matter (worship, sex and family matters) should be protected 

from disclosure. In early half of 20th century that is the era of 1930s &1940s, privacy was 

considered to be attached only to property. In earlier times, if a person said that he features a 

right to privacy, it used to mean that a person wants to live in his/her house & be left alone in 

his house & not be disturbed by outsiders. 5The earliest recordings of “right to privacy” in 

Indian jurisprudence were in the late 1800s when a local British court upheld privacy of a 

“pardanashin woman” for accessing her balcony without the fear of the neighbours. The 

concept has evolved ever since that.  

Since, “the right to privacy” was not explicitly mentioned anywhere while the constituent 

assembly debates were happening, so it was not incorporated into the constitution by the 

drafters of the constitution. Therefore, the Judiciary had to interpret privacy from the very 

beginning. It was in 1954, just four years after the Constitution came into existence, that SC 

addressed the question of privacy in the 6MP Sharma case.  

This case was regarding the search & seizure of some documents of Dalmia group companies 

which got incorporated in July, 1946 & went into liquidation in June, 1952. 7An investigation 

was conducted & it was revealed that the company was involved in malpractices & the 

shareholders of the company submitted false balance sheets & hided the actual details. 

Subsequently, a FIR was registered & the District Magistrate issued search warrant & search 

of the premise was conducted.  The main issue which arose was that whether such practice of 

search & seizure of documents caused infringement of 8Article 19(1)(f) for right to property & 

9Article 20(3) for right against self-incrimination of the Indian Constitution. 

It was to be ascertained by the judges that whether such practice of search & seizure by the 

Indian government was subject to any constitutional limitation which would cause breach of 

right to privacy. The eight-judge constitutional bench of the SC held that such “right to privacy” 

is not a fundamental right, nor a constitutional right but only a statutory right by stating & state 

would have an overriding power to such a search & seizure practice for safeguarding the social 

security. The case was dismissed by a majority decision on the ground 10that while drafting the 

 
5 Nikhil Narendran, A brief History of the right to privacy, The Week 

https://www.theweek.in/content/archival/news/india/brief-history-right-to-privacy.html 
6 MP Sharma Vs Satish Chandra, 1954 SCR 1077 
7 Priyanka Mittal, Is Privacy a Fundamental Right , Two cases which the supreme court will look at, Mint  

https://www.livemint.com/Politics/7oHGx6UJfLD0uIDXFwV9CL/Is-privacy-a-fundamental-right-Two-cases-

that-Supreme-Court.html  
8 INDIA CONST. art 19(1)(f)  
9 Ibid, Art 20(3) 
10 Supreme Court Observer, https://www.scobserver.in/court-in-review/right-to-privacy?slug=m-p-sharma-v-

satish-chandra  
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constitution, the drafters had not intended to subject, facility of search & seizure to a 

fundamental right of privacy.  

The “right to privacy” issue emerged again before the judiciary in 1962 in the 11Kharak Singh 

case where petitioner, Kharak Singh a dacoit, was put under class A of history sheeters & was 

therefore put under surveillance, secret picketing & his movements were being monitored. He 

filed a writ petition under 12Article 32 for challenging the constitutional validity of regulation 

236 under Chapter XX of UP Police regulation which empowered the UP Police to put his 

house & family members under constant surveillance & make domiciliary visits to his 

residence at night. The 6-judge bench held that such police surveillance by way of domiciliary 

visits at night would be violative of right to personal liberty under 13Article 21 & declared 

clause 236(b) of UP Police Regulation as unconstitutional. However, Justice Subba Rao 

disagreed in his minority judgment & said that, constitution did not expressly declare the “right 

to privacy” as a fundamental right, but such right was an essential ingredient of “personal 

liberty”  

The case of 14Gobind Vs State of MP was one of the landmark judgements for right to privacy.  

The facts of this case were similar to that of the Kharak Singh case. Since the petitioner was 

listed as a habitual criminal, so he was put under surveillance by virtue of provision 855 & 856 

of the Madhya Pradesh Police Regulations. The surveillance comprised of domiciliary visits at 

irregular intervals by the police, periodic inquiries regarding his lifestyle, secret picketing, 

verification & tracking of the petitioner’s movement which led him to challenge the 

constitutional validity of the above provisions. It was held by the court that since provisions 

were backed by section 46 (2)(c) of the Police Act, 1888 which empowered the state 

government to enact any regulation for public interest, so they could not be inferred as 

unconstitutional. 15The petition got dismissed by the court, declaring that the “right to privacy 

was not an absolute fundamental right, it was an integral part of right to life & personal liberty” 

& so reasonable restrictions could be imposed on such right where there was a suspicion 

regarding a person being involved in criminal activities & to ensure public safety.  

(A) ADM Jabalpur Case  

All through these years, the right to privacy remained as a question mark, seldom before courts 

 
11  Kharak Singh vs State of U.P & Ors. 1964 1 SCR 332  
12 INDIA CONST, art 32  
13 Ibid, Art, 21 
14 1975 AIR 1378, 1975 SCR (3) 946 
15 Diva Rai, Govind Versus State of Madhya Pradesh, iPleaders, https://blog.ipleaders.in/govind-versus-state-of-

madhya-pradesh/ 
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It was in 1975 that became a watershed year for the “right to privacy” in India in the 16ADM 

Jabalpur case popularly known as the Habeas Corpus case. Since at that era, national 

emergency was imposed, all the voices of discriminatory nature were shut down, anyone who 

dissented against the government was put in jail on grounds of preventive detention. Under the 

“preventive detention rules”, a person can be jailed only for a certain time and not indefinitely 

and he ought to be taken to nearest court. The persons arrested were not even allowed to go to 

courts and not allowed to exercise the “right of liberty” & were confined at one place only. 17In 

ADM Jabalpur also, people were detained under the Maintenance of Internal Security Act, 

1971. The primary issue which arose before the court was that, “whether a person who being 

detained under MISA, 1971 & files a writ of habeas corpus before a High Court, the writ be 

rejected on the basis of presidential orders under 18Article 359 (1)?”  

The SC in its worst judgement held that, during the time of emergency being in force, any 

person, be it a foreigner also, shall be barred to file a “Habeas Corpus writ” or any other writ, 

or any direction or order under Article 226 before a High Court for the enforcement of the 

rights enshrined by Article 14, Article 21 & Article 22 of the Constitution & it would be 

suspended for the period during which the emergency would be in force. The SC mentioned 

this judgement in Puttaswamy case verdict & stated that “this judgement is being overturned 

& the state would not be able to curb the persons liberty even during the time of emergency as 

well & also the right to life & personal liberty is essential for the development of any human 

being.”  

In the case of  19Suresh Kumar vs NAZ Foundation, SC, reversed the judgment of the 

division bench of the Delhi High Court in 2009 of declaring sec 377 as unconstitutional being 

violative of various fundamental rights which included the “right to privacy & dignity under 

the fundamental right to life & personal liberty under Article 21, the right to equality under 

article 14 & prohibition of discrimination on grounds of sex etc under Article 15.”20 The court 

stated that the LGBT (Lesbian, Gay, Bisexual & Transgender) community can move freely and 

there would be no “criminalization, penalization & litigation” on the grounds of homosexuality 

and unnatural sex  An appeal was made against this verdict of the High Court in SC & the court 

held that HC wasn’t right in its findings & was also incorrect in interpreting the provision for 

 
16 ADM Jabalapur vs Shivkant Shukla, 1976 2 SCC 521 
17 The Leaflet, ADM Jabalpur: The Case that was but should never have been, https://www.theleaflet.in/adm-

jabalpur-the-case-that-was-but-should-never-have-been/# 
18 INDIA CONST, Art 359 cl 1   
19 Suresh Kumar Kaushal & Anr vs Naz Foundation & Ors 2013 4 SCC (Cri) 1  
20 Oindrilla Mukherjee, Suresh Kumar Kaushal vs Naz. Foundation: A Critical, Analysis, Lawctopus,  

https://www.lawctopus.com/academike/suresh-kumar-koushal-vs-naz-foundation-critical-analysis/ 
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decriminalising consensual homosexual sex “b/w same gender persons” as the appellants had 

argued that the provision didn’t specify or classify any particular group or gender and hence is 

not violative of Article 14, 15 & 21 respectively.  

The Supreme Court’s 9 judge bench, delivered a unanimous landmark verdict on 24th August, 

2017 by upholding their “right to privacy as a fundamental right as an integral part of right to 

life & personal liberty under Article 21 of the constitution in the KS Puttaswamy case”. By this 

time, privacy had attained an inherent role within the jurisprudence of our fundamental rights 

which assisted us in leading our lives with dignity. It had never faced such a robust challenge 

within the past 54 years of its existence. The apex court’s this verdict was implied to sec 377 

of the Indian Penal code being unconstitutional as it 21mentioned that “protection of sexual 

orientation lies at the footing of the fundamental rights” & rights of LGBT community are 

founded on the “constitutional principles” & as a result needs to be protected.  

On September 6th  2018, the verdict delivered in the Naz Foundation case was overruled by the 

five judge bench of the SC in 22Navtej Singh case & unanimously ruled that Section 377 was 

unconstitutional as far as criminalising homosexual sex b/w 2 persons was concerned. Though 

the remaining parts of the section relating to “sex with minors, non-consensual sexual acts 

& bestiality” would remain in force.  

III. ANALYSIS OF LANDMARK JUDGEMENT ON RIGHT TO PRIVACY & THE AADHAR 

CASE   
(A) Background 

The “Aadhar project” was initiated in 2009 to deal with the issues of Duplicate ID documents 

i.e. Ration card etc, The UIDAI was notified in 2009, with Nandan Nikleni, Co-founder of 

Infosys’s, appointed as the its first chairman & the first 12digit Aadhar number being issued 

on September 29,2010. This was to provide a biometric-based unique identity number that 

could help identify eligible persons for welfare schemes. It was inferred to be identity proof 

having more reliability. As on 29 February 2020, Aadhaar had been issued to 90.1 per cent of 

the population, which sees citizens issued with a 12-digit number that aligns to specific 

biometric data such as eye scans & fingerprints.23  

 
21 Shreya Mohapatra, Section 377 Read Down: The Way Forward, Socio Legal Review  

https://www.sociolegalreview.com/post/section-377-read-down-the-way-forward 
22 Navtej Singh Johar vs Union of India, writ petition (criminal) No. 76/2016 
23 Press Trust of India, Aadhar Cards issued to over 90% population of India as of Feb 2020: Govt, Business 

Standard, https://www.business-standard.com/article/pti-stories/aadhaar-issued-to-over-90-pc-of-population-

dhotre-120031901006_1.html 

https://www.ijlmh.com/
https://www.ijlmh.com/


 
2123 International Journal of Law Management & Humanities [Vol. 4 Iss 3; 2117] 

© 2021. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

In 2012, Justice K.S. Puttaswamy (Retired) filed a writ petition (Civil No. 494 of 2012) within 

the SC to the constitutionality of Aadhar on the grounds that it violates “right to privacy” as it 

aimed to build a database of personal identity and biometric information covering every Indian. 

The government contended that there was no constitutional “right to privacy” in view of a 

unanimous judgement by eight judges in M.P Sharma case & a verdict by four judges in the 

Kharak Singh case. On 11th August 2015, when the case came before a 3-judge bench of the 

court it ordered that the matter should be referred to a larger bench of the court. On 18th July, 

2017, a 5-judge constitutional bench ordered the matter to be heard by a 9-judge bench.  

(B) Judgement on Right to Privacy  

 SC’s 9 judge bench in its landmark verdict on 24th Aug 2017, unanimously ruled that “the right 

to privacy is a fundamental right of the citizen of this country which would be read with the 

right of life & personal liberty which has been enshrined under Article 21.” The court ruled 

that such a “right to privacy is an inherent part of the human element which dwells within each 

individual & was therefore declared an intrinsic & an inseparable part of the human existence”  

It also stated that a bit like other fundamental rights, right to privacy is additionally not an 

absolute right & the state can make a law to limit such a “right to privacy”. However, the court 

specified that whenever any law would be made which would attempt to restrict such a “right 

to privacy”, it would have to go through a 3-fold requirement or the 3-fold test which is as 

under: -   

1. Legality: - The 1st parameter is that of legality which means that any action by the state 

restricting the right to privacy must have a legislative mandate. By legislative mandate we 

basically mean that a law ought to be in existence which calls for or says to restrict such 

privacy. 

2. Need: - The next parameter is of need which is inferred in terms of legitimate state aim 

which means that the action by state government ought to be to pursue a legitimate purpose of 

state. For ex- the state can restrict someone’s “right to privacy” on the grounds of security & 

integrity of India. So here the security & integrity of India would become a legitimate state 

aim.  

3. Proportionality: - The 3rd test is of proportionality, which means that the state action 

both in its nature & extent must be “proportionate” to the objects & means it wants to achieve. 

The action by the state government has to be intrusive to a minimum extent of all the available 

alternatives to accomplish the ends. There ought to be a “rational nexus” between the objects 

the state is trying to accomplish & the means through which the state is trying to achieve them.  

https://www.ijlmh.com/
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Hence, the judgement in the Puttaswamy case, basically said that whatever law is made to 

restrict the right to privacy, that law has to pass this 3-fold test.  

This judgement was well received & was greatly lauded as it forced the government to change 

its view on the privacy of the citizens. 24This judgment caused the government to undertake 

structural reforms for bringing straightforwardness & accountability in the various surveillance 

projects it undertakes & further it also opened the ways of building a mechanism of judicial 

oversight over the various surveillance projects of the state. Hence the judgement brought a 

transparency & accountability with which the state government aims to have surveillance over 

its citizens.  

Further, the judgement in the Aadhar case was built on this right to privacy judgement because 

supreme court in the Aadhar case prohibited the authentication of the Aadhar details by private 

organisations including corporates.  

(C) Significance of Puttaswamy Judgement 

• “Right to privacy is now fundamental right under Article 21 of the Indian Constitution”. 

Thus, one can move to Supreme Court or High court against tyranny of the state.  

• Provides for assurance against the obstruction by the state in the private issues including 

marriage, family and sex. 

• It will help to prevent the situation of state’s surveillance.  

• It will give boost to the rights of LGBT community as confirmed by scrapping of 

section 377 of IPC.  

• The dignity & integrity of a people’s body, mind & thoughts are protected through 

Right to privacy.  

• Now one can seek justice & make the state accountable in case of any infringement in 

the private zone & in case of unnecessary surveillance without his/her consent.  

In this case, SC recognized what is known as the “right to privacy as part of Article 21” which 

set out the basic structure of data protection regime in India. Accordingly, the central 

government constituted the Justice Shri Krishna committee so as to suggest a data protection 

law for India. Based on the recommendation, the draft   personal data protection bill was framed 

& put in the public domain for feedback, though it has not been passed by the parliament yet. 

In view of the suggestion, the “draft data protection law” was outlined and placed in the public 

 
24 Krishnadas Rajagopal, Right to Privacy is intrinsic to life & liberty rules SC, The Hindu, 

https://www.thehindu.com/news/national/privacy-is-a-fundamental-right-under-article-21-rules-supreme-

court/article19551224.ece  
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domain for input, however it has not been passed by the parliament yet.  

(D) Justice Shri Krishna Committee Report 

Ministry of Electronics & Information Technology (MeITY) in July 2017 constituted a ten-

member committee of experts which was headed by former Supreme Court Judge, Justice B.N. 

Shri Krishna to study various issues related to data protection in India & also to draft a data 

protection law.  It submitted a report titled “A free & fair digital economy protecting privacy, 

empowering Indians.”  

One of the primary highlights of this report, is that this report stated that, despite the fact that 

right to privacy judgement was delivered by SC, 3 years ago, in 2017, However even today the 

government is continuing to commission & execute mass surveillance programmes. There is a 

need that the data protection law should be right based so that data surveillance can be regulated 

in a correct manner, with an effective judicial oversight.  

The report cited the judgement in the Puttaswamy case & highlighted that “sphere of privacy 

includes a right to protect one’s identity”. This privilege perceives the reality the all data about 

an individual is in a general sense their own and they are allowed to convey or hold it for 

themselves. 

This core of informational privacy, thus, is right to autonomy & self-determination in respect 

of one’s personal data and must be the primary value that any data protection framework serves.  

The “data protection law” has embodied the principle that the state must be a model data 

information regulator & endorsed a better quality of observance for the state.  

(E) Aadhar & Privacy  

SC in the “Aadhar” case has maintained that the constitutional validity of Aadhar wherein it 

has stated that the Aadhar strikes a fine balance between “right to privacy of individual with 

the right to life” of same individual as a beneficiary. 25The apex court has stated that Aadhar 

passes the constitutional validity test, but there shall be certain restrictions on the use of Aadhar 

in India.  

We shall be discussing, what all petitions were documented in the SC against the use of Aadhar 

along with the judgement of the supreme court on each of these petitions which were filed. The 

numerous petitions which had been documented before the SC are as under-   

(a) Petition 1: - Whether the Aadhar project creates or has tendency to create surveillance state 

 
25 Shraddha, What impact the recent Right to Privacy judgement will have on existing law, iPleaders, 

https://blog.ipleaders.in/right-to-privacy-judgment-impact/  
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& is, thus, unconstitutional on this ground? 

The petitioners raised their concern that Aadhar project creates the architecture of a ‘cradle to 

grave’ surveillance state & society which means that under Aadhar project, government would 

have the option to monitor a person from his birth to death. This implies that the state is 

empowered to track the movements of citizens, asses their habits & silently influence their 

behavior throughout their lives & this ability of the state to monitor the activities of the citizens 

can be utilized to empower the state to stifle dissent & influence political decision making. 

Thus, petitioners argued that authentication of Aadhar number enables tracking & tagging of 

individuals which means all citizens of India would be on an electronic leash.  

i. Judgement: - The SC decided that the architecture of Aadhar as well as the provisions 

of the Aadhar Act do not make a surveillance state. Aadhar gives dignity to marginalized 

sections of the society & whatever concerns are raised pertaining to the Aadhar project are not 

more than the advantages which would accrue to the people on this particular project getting 

implemented.  

It was further explained that during the enrollment process, minimal biometric data in the form 

of iris & fingertips is collected. Whenever the person would authenticate his Aadhar records, 

the requesting agency would be provided answer only in “Yes” or “No” about the 

authentication of the concerned individual. It does not get any IP address related data or the 

“GPS” location from where authentication is performed or even the details of the transaction 

which means that government is not able to track movement of each & every citizen in India 

as these parameters are not part of authentication. The Aadhar number, the demographic & 

biometric information (called identity information) is together stored in the central identities 

data repository. Also, the government has created a safeguard in the form of Technology & 

Architecture Review board & Security Review committee in order to ensure data protection of 

all the individuals & that the process of verification is not leaked to the cyber world.  

For example, UIDAI & its officers are prohibited from sharing a person’s identity & 

authentication records with anybody. It also restricts a person who authenticates another 

person’s identity from collecting or using his/her information without his/her consent.  

Other protections include prohibitions against publicly displaying a person’s Aadhar no. & 

sharing of a person’s fingerprints & Iris scans with anyone. Penalties have been prescribed for 

violation of these provisions. 

(b) Petition 2: -Whether the Aadhar Act causes violation of “right to privacy” & is 

unconstitutional on this ground?  

https://www.ijlmh.com/
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i. Judgement: - Referring to its earlier verdict that determined privacy to be a 

fundamental right, the order stated that any restrain on privacy must meet three tests- 

o It should be backed by law 

o Legitimate state aim to  

o Proportionality- There must be a balance b/w the degree of invasion of privacy 

& the importance of the goal.  

It was explained that the Aadhar project passes all the 3 tests which it had mentioned in its 

earlier judgement.  For instance- it highlighted that the Aadhar project has been backed by a 

law when the parliament had passed the Aadhar Act. 

Secondly, Aadhar project is backed by legitimate state aim of giving befits such as subsidiaries 

to the people & ensure that ensure that social benefit schemes reach the deserving community. 

Pertaining to proportionality, it expressed that, “Aadhar” project balances the “right of 

privacy”, it also achieves the balancing of 2 competing fundamental rights: “right to privacy” 

with the right to food, shelter & employment on the other. Balances the professed benefits of 

Aadhar & the Potential threat.  

Finally the SC expressed that even though the Aadhar act fails to violate the “right to privacy”, 

there should be some preconditions with respect of implementation of Aadhar project wherein 

the Aadhar card should be mandatory for receipt of only those “subsidiaries, benefits & services 

pertaining to which the expenditure is drawn from the consolidated fund of India which means 

that for other benefits & services pertaining to which the expenditure is not incurred from 

consolidated fund of India the Aadhar card would not be mandatory” 

All individual’s concerns do not qualify as being an “inherent part of right to privacy”. Only 

those issues pertaining to which there would be a reasonable expectation of privacy are 

protected by Article 21. 

(c) Petition 3: - Whether children can be brought within the scope of the Aadhar Act in order 

to avail the benefits?  

i. Judgement: - The enrollment of children under the “Aadhar Act” with the consent of 

their parents/guardian was allowed by the court. On turning 18, if a child wants to opt 

out of the Aadhar, child shall be given the option to exit. Currently this provision is not 

there in the act. This is new provision introduced by the court.  

Since under the constitution, education is a fundamental right for children, enrollment under a 

scheme such as Sarva shiksha Abhiyan does not require Aadhar for it not being a benefit. 

(d) Petition 4: - Whether several sections such as sec 33, 43, 57 of the Aadhar Act are 
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unconstitutional?  

i. Section 57: - Privately owned companies can use the Aadhar no. because of this 

section.    

ii. Judgement: - The SC ruled that allowing any corporate to use Aadhar for the 

authentication would enable commercial exploitation of private data & hence is 

unconstitutional  

iii. Section 33: - Provides for disclosure of Aadhar information in certain cases, such as 

pursuant to a court order. 

iv. Judgement: - The order said an individual, whose information is sought to be released, 

must be given the opportunity of hearing & the privilege to challenge any such court 

order. This is a safeguard provided by SC.  

v. Section 47: - Provides that only UIDAI can file a court complaint in case of violation 

of the act.  

vi. Judgement: -The section must be amended to also allow filing of such complaint by 

an individual/victim whose right is violated.  

(e) Petition 5: - Earlier, the government had passed the Aadhar act as the money bill under 

Article 110 of the Indian constitution. Petitioners, here argued that whether the Aadhar Act 

could be passed as Money Bill within the meaning of Article 110 of the Constitution? 

i. Judgement: - “Since Aadhar Act objective is to empower citizens to avail government 

subsidies, the expenditure of which is incurred from the consolidated fund of India. 

Hence it can be passed as a money bill as a money bill is related to taxation, borrowing 

of money by the government, expenditure from or receipt from the Consolidated Fund 

of India”.  

(F) Other Important Rulings  

1. Aadhar-PAN linkage 

It has been maintained. In 2017, the parliament made Aadhar mandatory for filing of tax returns 

& applying for PAN under the Income Tax Act, 1961. The new provision stated that, if a person 

failed to link their PAN with the Aadhar Number by a date notified by the central government, 

their PAN will be invalidated.  

The government said this would decrease the problem of multiple PAN cards obtained under 

fictious names & consequent tax fraud & tax evasion, because Aadhar will ensure proper 

identification.  
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2. Aadhar-Bank A/c Linkage   

It was mandated by 2017 amendment to prevention of money laundering Act Rules, 2005 to 

link the bank accounts & other financial instruments with Aadhar as it does not stand the 

proportionality test because just to prevent money laundering, there cannot be such a provision 

which would target every resident as a suspicious person, which is seen as disproportionate. 

Therefore, it causes violation of “right to privacy” of a person which extends to banking details 

& hence the amendment is declared unconstitutional. Aadhar is perceived as the best method 

of eliminating Duplicate PANs.  

3. Aadhar-Mobile Linkage  

Mandatory linking of mobile number with Aadhar via circular dated March 23, 2017 is held to 

be illegal & unconstitutional as it is not backed by any statute.  

4. Aadhar-Institution Linkage  

Institutions like CBSE, UGC etc, cannot make the requirement of Aadhar mandatory for 

students to register for the exams conducted by them, as they are outside the purview of section 

7 & is not backed by any statutory law.   

(G) Some Cases of Data Leak 

A data leak on a utility company website made details of every Aadhar holder available- In 

march 2018, a security researcher discovered that the state-owned utility company Indane had 

access to the Aadhar database via an API, but they did not secure this way of entry.  

In December 2017, it was revealed that the large telecom company, Bharati Airtel made use of 

“Aadhar-linked ekyc”) to open bank accounts for their customers without their knowledge or 

consent.  

(H) Dissenting Judgement 

Justice DY Chandrachud in his dissenting judgement said that, “The Aadhar Act, 2016 is 

unconstitutional as it fails to meet the necessities for having been certified as a money bill 

under article 110(1). Adequate norms must be laid down for each step from the collection to 

retention of biometric data based on informed consent, individuals must be given the right to 

access, correct & delete data. An opt-out option should be necessarily provided. The Aadhar 

Act is bereft of these provisions” 

IV. PHONE TAPPING & PRIVACY  
The progression in technology & science has made the interaction between people, simple. 
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Today, one can associate or connect with an individual, sitting a thousand miles away just by 

a message, an email or a phone call.  

Just, one important concern in the field of communication is "Security". Each individual has 

the privilege to secure the discussion or conversation between them which falls under “Article 

21 of the Constitution of India”. “Right to privacy”, though not expressly mentioned, is also 

included under “Article 21” after the judgement in “KS Puttaswamy case”.  

Phone tapping refers to listening or recording a communication though telephone in a furtive 

or clandestine manner with the intention of getting information about the activities of others.  

“Phone tapping” must be acted only in an official way with consent from the concerned 

department. Performing it in an unlawful & unofficial manner would not be lawful, resulting 

in prosecution of the person being responsible for such a “breach of privacy” 

“Telephone tapping does not violate right to privacy”, if it is accomplished for the public 

interest or in case of occurrence of any crisis. The “right to intercept” a phone is limited & 

can’t be undertaken without the government’s consent.  ‘Phone tapping” can only be done if 

there’s a legislation that meets constitutional requirements & prescribes a just, fair & 

reasonable procedure 

(A) 26People’s Union for Civil Liberties vs. Union of India & ors. 

1. Background 

27 “Phone Tapping” is an intrusion of one of the most valued assets of a person which is the 

privacy. As one can witness so much advancement in technology, the privilege of holding a 

telephonic discussion, in the privacy of one's home or office without impedance, is ‘prone to 

be abused’. A person’s right to privacy must be shielded from being violated or abused by the 

authorities. As a result, a writ petition was filed to claiming abuse of power, that the State 

practices upon an individual and the way the police authorities violate the fundamental rights 

ensured in the “Part 3 of the Indian Constitution”.  

2. Facts of the case & Matter in Dispute  

A petition was filed in the SC by People’s Union for Civil Liberties mentioning the incidents 

of “phone tapping” in the recent past as it was suspected that phones of some politicians were 

being intercepted by the Central Bureau of Investigation (CBI) on command of the ruling party 

& also to challenge the constitutional validity of Section 5(2) of the Indian Telegraph Act, 

 
26 AIR 1997 SC 568 
27 Advaita Kapoor, People’s Union for Civil Liberties vs. Union of India & ors, law times journal, 

http://lawtimesjournal.in/peoples-union-for-civil-liberties-vs-union-of-india-ors/  
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1885.  The petition was filed before the court so as to enable the court for clarification of law 

on the issue of tapping & electronic interception.  

“Section 5(2) of the Indian Telegraph Act, 1885” was the matter of dispute in this case which 

gives power to the state to tap the phones of people on occasions of public emergency or 

different conditions as set down in the enactment. 

“Also, that whether, tapping the telephone calls leads to violation of Article 21 & 19(1) (a) of 

the Indian Constitution? Likewise, whether such restriction is covered under Article 19(2) of 

the Constitution?” 

The petitioner protested against unrestrained instances of phone tapping of politician’s phones 

by CBI & wanted the arbitrary power provided under Section 5 (2) of the Indian Telegraphic 

Act, 1885 to be regulated, so as to inculcate “procedural safeguards” for ruling out arbitrariness 

and to prevent indiscriminate phone-tapping.  The respondent on the other hand argued that 

interception of messages & telephone calls was necessary to be done in the “interest of the 

sovereignity & security of India” or any other emergency like situation, for safe guarding of 

national interest.  

3. Judgement  

The SC held that the interception of phone or wiretaps as a whole would be an attack on privacy 

of an individual & hence would result in “violation of Article 21 the Indian Constitution”. The 

court however, held section 5(2) of the act as constitutional & stated that the power provided 

to the government by the section is not absolute & it’s an issue pertaining to privacy of an 

individual. The Directions for interception of any message or class of messages under sub-

section (2) of Section 5 of the Indian Telegraph Act, 1885 “ought to be issued by the Secretary 

to the Government of India in the Ministry of Home Affairs on account of Government of India 

and by the Secretary to the State Government responsible for the Home Department on account 

of a state government or any other authorized officer can exercise the power to intercept a 

telephone” for reasons or reasonable grounds mentioned in the section such as “sovereignty & 

integrity of India”, “security of state” etc. Also, nobody would have the power to “intercept a 

telephone of a person” without being permitted from the government.  

Further the apex court said that, “telephonic conversations are often of an intimate and 

confidential character and is a part of modern man’s life.” “At the point, when an individual 

makes a phone call & speaks with someone else, that individual also exercises his right to 

freedom of speech & expression, mentioned under Article 19 (1) (a) of the Indian Constitution. 

Hence, interception of the call would infringe this provision, until and unless it falls under 
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reasonable restriction provided under Article 19 (2).” 

“Right to privacy would certainly include telephone-conversation in the privacy of one” home 

or office. Telephone-tapping would, thus, infract “Article 21 of the Indian Constitution” unless 

it is permitted under the procedure established by law.” 

Yet, the setting up of high-level committee was ordered by the court to review the tapping of 

telephones & discover whether the taping was lawful or not. The Court likewise set down 

safeguards for checking arbitrariness in the issuance of phone tapping orders, such as “Home 

Secretary of the central or a state government” may only give the order for phone tapping. In a 

crisis, this power may be assigned to “a Home Department official of the central or state 

government, and a duplicate of the order must be sent to the concerned review Committee (see 

underneath) within one week.   

The authority which makes the order must consider whether the info which being considered 

as important, could be obtained by any other method  

Requests gave under the Indian Telegraph Act, 1885 will be legitimate for two months from 

the date of issue.  

Review Committees will be comprising of Secretary-level officials at both the central & state 

levels. They might assess whether an order to intercept has been passed in consistence with the 

law, and in the event that itihasinot, itimayibeiset aside & any duplicates of the intercepted 

communications be destructed.  

V. PRIVACY & SURVEILLANCE   
Surveillance as the term means “monitoring” & “mass surveillance” is a very popular term 

which implies monitoring by the state to whom the state wants to monitor. Generally, the state 

monitors a group of people for their behavior, activities & their movements. As far as the 

behavior is concerned, state is always concerned about the stability & hence it wants to know 

the behavior. Now in order to maintain the internal security as well as external security, it is 

important to monitor the activities as well as the movement of the people. It is imperative to 

realize that why mass surveillance is needed. Some of the advantages of the mass surveillance 

are as under: -  

1. To Fight Terrorism- We know that terrorist activities do not only impact economic & 

political stability of various nations but even the day to day life of normal citizens is 

impacted by terrorist activities.   
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2. To Prevent Crime in the society- If the activities of various individuals can be traced & 

monitored, then the likelihood of crime decreases in the society & hence its becomes an 

another advantage.  

3. Anti-Social Elements- There are a lot of elements in the society, known as anti-social 

elements which try to create unrest & we can track & stop them from doing it through 

surveillance. 

At the same time, surveillance has some disadvantages which are us under: -  

1. Violation of Privacy: - When the state acquires the power to monitor its citizens, it 

may violate the privacy of the citizens because there has to be a limit up to which the state can 

go in order to monitor the activities & movements of its citizens.  

2. Limit on Physical & Political Freedom: - The mass surveillance as shown by the 

incidents in China, North Korea, & various other totalitarian regimes, limits physical & 

political freedom. For ex- main purpose of mass surveillance is to stop social unrest & fighting 

terrorism as well as to prevent crimes, but what happens is that government often uses this 

power to discredit not only the opposition but the fraction of the citizens who tend to oppose 

the government.  

3. Genesis of Surveillance State: - A surveillance state is a country where the 

government engages in pervasive surveillance of large no. of citizens & visitors. & this 

widespread surveillance is usually justified as being necessary for national security such as to 

prevent crimes & acts of terrorisms, but may also be used to stifle criticism & opposition to the 

government. As we all know that China being a surveillance state, monitors & tracks not only 

the movement of its citizens but also online presence & activities of all the residents of china. 

They do it in order to maintain the communist government.  

(A) Mass Surveillance: A growing concern in our society today  

In earlier times, mass surveillance was limited only to the network of intelligence officials. 

They used to go out in the society & sought information from various sources. But with the 

advent of technology, the mass surveillance has become very easy task. For ex- we have a big 

data which is a collection of massive amounts of data generated by the online activities of the 

individuals.  

In order to analyze this big data, we have neural networks & artificial intelligence which have 

made the analysis of big data very easy. Now we have speech recognition & facial recognition 

software which makes it extremely easy through the CCTV footage to track the movements of 

the individuals.  
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Then comes the case of smart cities. This is not to be confused with the smart city scheme of 

the Indian government. But in general, if we talk about smart cities across the world, there is 

widespread incorporation of information & communication technology within the daily life of 

urban residence which results in increasing surveillance capacity of the states. Sometimes to 

the extent, that individuals may be unaware to what extent their information is being accessed, 

when the access occurs & for what purpose. Such conditions could give rise to the development 

of electronic police state.  

For ex- Shanghai, Amsterdam, Dubai are cities which have integrated various surveillance 

technologies in their day to day functioning. Hence this incorporation of or integration of 

information technology in almost all the affairs of the city management leads to increasing 

threat & potential of its misuse.  

(B) Mass surveillance in India  

Mass surveillance in India is governed by 2 legislations  

1. Indian Telegraph Act, 1885: - This enables the government to intercept calls which 

are telephonic calls such as the landline calls or mobile calls, or any other type of calls.  

2. Information Technology Act, 2000- This enables the interception of data by the 

government. It is very important to understand that the power of interception is given 

only to the government & not the private agencies.  

For example, In India if a private company providing the telecom services tries to intercept 

call, that is totally illegal as only the government has this power & there’s a set procedure to 

do that which was given by the Supreme Court in its 1997 judgment which stated that 

surveillance request has to be signed by an official who is at least the level of joint secretary. 

So, the Ministry of Home Affairs authorizes an official or the set of officials who cannot be 

less than the rank of the joint secretary which means they are really high ranked officials who 

would then consider the request of various agencies for surveillance & when they will sign this 

document, then the surveillance can be legally conducted.  

But there are certain problems with this rules & procedures of surveillance in India which are 

discussed as under: - 

1. Surveillance in India is highly bureaucratized: -This means that decision about 

surveillance is taken by the executive branch of the government. The same executive branch 

also reviews the process. So, there is no parliamentary oversight as well there is no judicial 

supervision as to how this surveillance process is being conducted. So, it may be the case, that 

an individual may almost never now that he/she is being put under surveillance & they will 
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never be able to challenge the legality of surveillance in court. So, this lack of oversight or lack 

of scrutiny of this surveillance process is a cause of concern.  

2. Vagueness & the ambiguity in grounds of surveillance: - This means that grounds 

of surveillance have been directly taken from article 19(2) of the Indian Constitution which 

provides the exception to the freedom of speech & expression. But there is also a criticism for 

criteria mentioned in article 19(2) that they are very vague & ambiguous. For example, in 

Article 19(2), the words which have been used are “friendly relations with foreign countries”, 

“sovereignty & integrity of India”, but there is no clear definition about the items which are 

included in this. Same terminologies have been included in the information technology act & 

hence this induces the vagueness in mass surveillance as well. As these criteria are very wide, 

vague & ambiguous, so the government can justify almost each & every surveillance they 

conduct.   

3. Opaqueness: - The vagueness & ambiguity of grounds of surveillance makes our mass 

surveillance even more dangerous & as a corollary to the 1st and 2nd issue is the third one which 

is opaqueness. There is almost no information available about the basis on which surveillance 

decisions are taken & how the legal standards are applied.  

A 2014 RTI request reveals that on an average 250 surveillance requests are approved every 

day. This data shows that approval is just a rubber stamp on request made by various agencies 

& there is almost no deliberation as to whether this surveillance required by the agencies is 

needed or not.  

(C) Current status of surveillance in India  

Despite the judgement on right to privacy, Aadhar & a draft data protection law drafted by the 

committee, the government continued to commission & execute mass surveillance programmes 

on grounds of national security & with little regard to follow the three-fold requirement of 

legality, need & proportionality.  

It is relevant to discuss the the incidence of Pegasus snooping on whats app. Pegasus is a 

malware, developed by an Israeli intelligence firm. This malware was propagated through 

whats app. Whats app uses end to end encryption technology & this means it is almost 

impossible to intercept a message exchanged between 2 persons, but this Pegasus malware 

which got circulated through whats app, decrypted the messages.  

This led to whats app filing a case against this Israeli cyber intelligence firm known as NSO. 

Why this becomes important in Indian context, is because it compromised many phones of 

human rights activist, journalist, lawyer in India & there is an allegation that the government 
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in India has also purchased this software in order to track certain individuals which mainly 

belong to activism.  

As far as legality of this surveillance is concerned, we have read that under Indian Telegraph 

act & Information Technology act, only the government of India is allowed to conduct mass 

surveillance & under sec 43 & sec 66 of IT Act, hacking is strictly prohibited & there are 

punishments laid down in the section for such a crime.  

Ministry of Information Broadcasting had floated a tender for “Social media Monitoring Hub”, 

a technical solution to snoop on all social media communications, including email. The 

government had to withdraw the project following a petition in Supreme Court.  

A request for proposal for a similar social media surveillance programme was floated in 

August, 2018 by Unique Identification Authority (UIDAI), which is presently under challenge 

before the Supreme Court.  

The Income Tax department has its Project Insight, which also has similar mass surveillance 

ends.  

There was another incident where central government, authorized 10 central agencies to 

conduct surveillance which were basically dealing with intelligence & tax revenue like IB, 

CBI, Enforcement directorate, Central board of direct taxes & which led to a lot of debate in 

India as to the creation of surveillance state in India. This notification has been challenged in 

Supreme Court.  

Analyzing the legality of any surveillance, the apex court has given a landmark judgement in 

the KS Puttaswamy case by upholding the right to privacy as a fundamental right under article 

14, 19 & 21 of the Indian Constitution. So, this case clearly held right to privacy as a 

fundamental right that means which cannot be violated through law & a person can directly 

approach supreme court for remedies. But there was an exception created for surveillance 

which is popularly known as triple test.  The supreme court in Puttaswamy case held that 

although right to privacy is sacrosanct but still the government of India is allowed to carry out 

mass surveillance in the country, but that mass surveillance will be justified if it satisfy 3 

criteria 

1. Mass surveillance should have legislative backing- The government can conduct mass 

surveillance but only after legislating a law & giving itself a power to do mass 

surveillance through that legislation.  
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2. The government will have to state legitimate state purpose which should mandate the 

government to carry out surveillance & it cannot carry out mass surveillance without 

any legitimate state interest  

3. Surveillance should be proportionate & it should not be too intrusive.  

As the case is opening up it needs to be seen that whether this particular case of snooping is 

justified under various sections of the IT Act & does it satisfy the criteria laid down in justice 

Puttaswamy case.   

VI. PRIVACY IN THE AGE OF PANDEMIC  
As the whole world is facing a “Covid-19” pandemic, this chapter highlights that in order to 

meet the extra ordinary situation created due to the ongoing pandemic, the government of India 

has applied the technology at three levels which are us under-  

• First, in preparing a list of persons who are suspected of “Covid-19” infection. 

• Secondly, in deploying geo-fencing & drone imagery for monitoring compliance by 

quarantined individuals.  

• Third, through the use of contact-tracing smartphone applications, such as “Aarogya 

Setu App.”  

(A) Issues with these state activities  

• In creating a list of infected persons, state governments have channeled the Epidemic 

Diseases Act of 1897. But this law does not authorize state to publicize such 

information.  

• The use of geo-fencing & drone technologies is similarly unsanctioned. While cell 

phone-based surveillance might be allowed to in extreme cases subject to Indian 

Telegraph Act, 1885.  

• Using drone imagery is also not authorized under any law. As drones are equipped with 

the ability to conduct thermal imaging, night time reconnaissance & ability to integrate 

facial recognition into existing databases such as Aadhar is not legally permitted.  

• “Concerns pertaining to security” have also been raised on use of “Aarogya Setu App”.  

• Application’s technical architecture & its source code have not been made public & is 

also not backed by any legislation. Further, the application can be used as a coercive 

method for relaxation purpose in economic quality.  
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• Aarogya Setu is framed as a necessary technological invasion into personal privacy, for 

achieving a larger social purpose. But without a statutory framework & in the absence 

of a data protection law, the application’s reach is boundless.  

(B) Concerns on App’s Privacy Policy 

There were certain concerns with respect to the “Aarogya Setu” app. 28These concerns were 

with respect to the citizens “right to privacy, autonomy & movement”. 

Different concerns were likewise featured relating to the information security issues in the 

application which are as under: -  

• The “Aarogya Setu app” collects personal data of the individuals & shares such 

personal data with the government. This itself amounts to infringement of right to 

privacy as it can be used by the government for certain administrative & medical 

interventions, in case if required or if it is a necessity for the government.  

• Keeping the app data in possession would enable the government to be at its liberty to 

revise policy term without even notifying the end users that is without even notifying 

such people who have installed the app.  

• The app design will help the Indian government in using large pool of data for the 

purpose of surveillance. All these may violate the citizen’s right to privacy. Under 

Article 21.  

• This might not only result in increased surveillance by the government but also cause 

restriction on fundamental rights of citizen including profiling of citizens & their 

movement design.  

• People might also be forced to surrender their autonomy rights & privacy to get 

government benefits such as applying for passport.  

• Even, the present users of the app could be subject arbitrary restrictions in their 

fundamental rights without their consent being given as they would not have anticipated 

such restrictions at the time of providing their consent on downloading the app.  

 

(C) Security Measures by the Indian Government  

The Indian government has come up with new data policy with respect to the “Aarogya Setu 

app”. So, that the data from the app will be hashed in a secured server of the gvt. & also stored 

 
28 Suhrith Parthasrathy, Gautam Bhatia & Apar Gupta, Privacy concerns during a pandemic, the Hindu, 

https://www.thehindu.com/opinion/op-ed/privacy-concerns-during-a-pandemic/article31456602.ece  
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or saved as Unique Digital ID (DiD) & this data includes name. phone, no., age, sex, profession 

& countries visited by the person in last 30 days.  

This means that, data would be saved as hash tag. So, when 2 persons would come in close 

contact with one another, then their DiDs which stores this particular information, will be 

exchanged.  

However, the other user will not have the option to access information which has been stored. 

This has been provided as a security measure by the Indian government pertaining to privacy 

policy for the app, Further, the security measure also highlights that the app also collects 

location data of the user, every 15 minutes & this is said to be stored on their phone. 

If the user tests positive for “Covid-19” or the “self-assessed symptoms” indicate it, it will be 

uploaded on the server. Thus, the hash tagging of data as Unique Digital ID will ensure the 

protection of this data.  

(D) A Way Foreword 

• To avoid unforeseeable dangers of mass surveillance & disproportionate restrictions of 

fundamental fights, “Aarogya Setu” app should only be implemented through law 

because as of now, India lacks any data protection law since the bill on data protection 

has not been passed by the parliament yet29.  

• Enacting a legislation to regulate this app will ensure proper thought & conversation on 

the issue in Parliament & will also restrict governments action on surveillance through 

the App. The government should enact a legislation with respect to the App.  

• If the app is challenged in the Supreme Court on infringement of right to privacy, then 

it must pass the Three-Fold Test as laid down by the apex court in KS Puttaswamy case.  

VII. SUGGESTIONS  
1. There is a need for an amendment in the Indian Constitution in order to expressly ensure 

the right to privacy by inserting a new provision in order to give recognition to the “right 

to privacy & then personal liberty under article 21” would also be more meaningful.  

2. There is a need for an exhaustive National Privacy Policy which could guarantee the 

people of the country the right to control the assortment & circulation of their personal 

information.   
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3. A legislation should be enacted which would provide that a person be provided an 

opportunity by the users of his personal information to safeguard his personal 

information from getting leaked. Also, users of private information of individuals should 

be mandated to “explicitly inform” them, whenever such data is being collected & how 

the information might be used.  

4. A dedicated Data Protection Law, needs to be established which would set specific 

standards in relation to the purpose & methods for obtaining the private data, both online 

& offline for the protection of privacy of an individual.  

In the event that the above recommendations could be contemplated, it very well may be 

foreseen that the “right to privacy” and private information can be ensured adequately and 

productively. 

VIII. CONCLUSION  
Privacy ought to be given a due place in our legal system & this has started reflecting in the 

judgements delivered. Many attempts were made to define privacy by various scholars, but no 

“legal effect” could be given to them. After long years of debate over the globe, laws pertaining 

to privacy have been enacted & it has now paved its path in various constitutions around the 

globe with a legal status. Even, in India, the judgement in the KS Puttaswamy case, was greatly 

applauded & as result privacy has got some recognition in the Indian constitution. But still, we 

are at very early stage of Data protection regime & no specialized legislation which could be 

termed as “adequate” or recognized internationally has been enacted in our country. Though, 

each individual could interpret privacy differently but everybody needs privacy in some form 

or the other as per his/her needs. Also, the law establishes that a person cannot be denied his 

“right to privacy”.  

Today, establishing a secure environment for communication over the cyber space is becoming 

difficult as threat to privacy has become a major barrier for achieving this. Since it is hard to 

anticipate that what shall happen in the future, yet seeing the desires of mankind & the speed 

by which technology is getting advanced, one can say that the future shall become more 

demanding and threats to one’s privacy & personal information could be high which shall 

require an effective legal framework for protecting the data.  

However, while making the laws, the legislature must be very much aware for maintaining a 

harmony between the interests of the citizens along with taking care of the pace at which 

cybercrimes are being increased. 
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