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  ABSTRACT 
COVID-19 came at a time when banks were finding it difficult to handle an upsurge in fraud 

instances. Though banks have not yet completely grasped the significance and effects of the 

present environment on matters related to fraud, it appears that the banks have accepted 

that the outbreak might result in an increase in frauds, according to Indian banking fraud 

survey, deloitte, 2022, there are 78% chances that frauds might climb over the next two 

years. Hence, the present article aims to comprehend how banks handle fraud risk, how new 

operational models affect fraud risk management, and ideas on future strategic investments 

with special reference to India. The findings of the research article will have an impact on 

the discussions and debates among banks, regulators, and practitioners about how to 

address (and reduce) the fraud and compliance risks that are now present in the 

environment. 

Keywords: Fraud risk management, Banking sector, Early warning signal, Artificial 

intelligence, Machine learning. 

 

I. INTRODUCTION 
Banks were attempting to cope with a growing percentage of fraud cases when COVID-19 had 

been announced. In combating financial crime, banks faced a three-pronged "attack": more 

digital transactions, constantly updating regulatory rules, and new fraud tendencies. While 

banks are still learning about the insinuations and influence of the present climate on difficulties 

relating to fraud, with 78% of people believe that frauds might climb over the next two years 

(Indian banking fraud survey, 2022). It suggests that banks are accepting the possibility that the 

epidemic could cause a spike in frauds. There has been a significant push toward digitalization 

and financial inclusion during the past several years, making banking highly reliant on 

electronic channels for both customers and banks1. This has only grown more severe throughout 

the epidemic and is probably going to get worse. 

Without a question, the pandemic's recent developments and technology breakthroughs will 

have a long-term effect on the banking sector. Furthermore, it is very possible that future 
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modifications to the way the banking sector functions will be necessary. Some trends have led 

to the identification of concerns, for instance, theft of data, cybercrime, third-party induced 

fraud, bribery and corruption, and bogus documents2. When compared to the earlier concerns 

like, dangers including data theft, bribery, and corruption have now taken Centre stage. These 

scam schemes have becoming more prevalent noticeably. Banks must take a deliberate initiative 

to be proactive by uncover the primary reason behind these fraudulent threats in response to a 

change in these trends so that they are better prepared for the future. For banks, the rise in 

cybercrime and data theft might be especially concerning since it could harm customer 

confidence and trust3.  

II. IMPACT OF COVID-19 ON BANKING SECTOR 
The Central Bank of India (RBI) and financial institutions were obliged to act in response to 

COVID-19's troublesome consequences.  The Government of India and the RBI launched a 

wide range of steps in reaction to the pandemic and to aid in reviving the economy4. These 

included, to mention a few, the suspension of loan repayments, the temporary suspension of 

Insolvency and Bankruptcy Code (IBC) cases, and the restructuring of loans. The pandemic-

related limitations required banks to adjust as well.  Lockdowns and social conventions that 

forbid close contact with others limited bank employees' and clients' mobility, which increased 

use of digital platforms and other non-in-person bank facilities5. Banks required to give their 

workforce online accessibility to the network and data of their company since a sizable portion 

of bank employees worked from home. To prevent service disruptions, this compelled banks to 

implement considerable organizational and operational changes quickly; Is the vulnerability of 

all such alterations to fraud being evaluated? This is a troubling concern6. 

 Despite several variations being implemented at the front-end, procedures and systems may 

still be in place, have banks been impacted by undiscovered flaws? Due to the introduction of 

additional digital touchpoints for different contactless banking services and other banking-

related activities, Banks must take the required actions to comprehend how these modifications 

would affect their capacity to detect fraud.  

The government's MSMEs stimulus plan and the RBI freeze, in addition to fresh loans and loan 

extensions, are anticipated, according to industry analysts. While providing loans or renewing 

existing facilities, banks will need to exercise extra caution, weighing the strain on the account 

and the business's sustainability in light of the altered situation7. 

In order to execute change quickly without compromising on risk management, banks will need 

to be nimbler given the pandemic's ongoing effects in several ways. 
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STRESSED ASSETS 

 

In spite of the pandemic's negative effects on some businesses, stressed assets remain a source 

of concern for banks. Banks should take into account a combined strategy that smears the 

findings of the pre-disbursement investigation to continued surveillance and spots abnormalities 

and red warnings in order to increase the overall efficacy of asset monitoring frameworks8. The 

amount of due diligence undertaken in this method must have accurate, thorough, and usable 

intelligence. Monitoring of Early Warning System EWS, novel fraud scenarios, and the 

integration of information gleaned from internal and external data sources are all necessary 

throughout the post-disbursement phase 9.  

III. CONTINUAL MONITORING AND FRAUD RISK MANAGEMENT AT BANKS 
Additionally, to a powerful and reliable Enterprise Fraud Risk Management (EFRM) system, a 

FRM function has to be successful, A bank ought to have a committed, autonomous team and 

a strong compliance culture. The three pillars of administration are reporting, identification, and 

investigation should be managed by the FRM department10. This involves establishing a reliable 

method for detecting fraud that incorporates information from teams working on scrutiny, credit 

monitoring, commercial, etc.; a pond of knowledgeable FRM generals; To prevent recurrence, 

scam must be reported, guidelines and processes improved, and danger registries promptly 

updated. 

Banks can mitigate the effects of scam, therefore decreasing fatalities and preserving their 

Factors led to higher 
stressed assets

inadequate 
investigation 

prior to 
payment

Economic 
slowdown

Limited 
monitoring of 

assets after 
disbursement

Collusion and 
malintent

Regulatory 
changes
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standing, with the assistance of a competent fraud risk management and monitoring 

department11. In addition to being able to anticipate new legislation and deal with developing 

fraud threats, it needs to be capable of preventing, detecting, and looking into a variety of fraud 

concerns.  

The requirement for a separate FRM Department in banks  

There are several benefits to having a separate FRM department that reports to the bank's ED, 

MD, and CEO, including, the most crucial being conveying how vital top management believes 

the FRM function is. The avoidance of conflicts of interest when executing FRM tasks is a 

second benefit. It helps with the creation of new goods and services, procedure improvement, 

talent expansion, etc., by carrying in appropriately qualified personnel in a separate fraud risk 

management department12. A separate fraud risk management department can also assist in 

hastening the notification of senior management of frauds, especially those with high dollar 

amounts, and avoiding delays in decision-making13.  

However, this is crucial to establish and enforce a fraudulent behavior-free culture inside the 

organization's DNA in addition to aligning the FRM unit. Setting the correct tone at the top can 

be facilitated by senior management's active participation and monitoring. Furthermore, top 

management must convey this message and show the essential concentration in order to 

establish a zero-tolerance culture14.  Additionally, in accordance with the RBI1, the CEO of the 

bank, the board's special committee as well as the audit committee must be responsible for 

managing the risk of fraud, monitoring fraud, and conducting fraud investigations15.  

Current state of anti-fraud program’s implementation  

Increased reliance on logical techniques for scam monitoring and recognition has been the 

pandemic's most significant effect on fraud risk management activities. The use of data analytics 

in FRM might signal a change in the banking sector. The epidemic has led to a workforce 

shortage, a rise in contactless operations and services, and remote actions, which has increased 

the demand for FRM solutions that focus on data analytics16. This is demonstrated by the fact 

that 21% of respondents said that the pandemic would also lead to changes in their goal 

operating model that will improve the function's capacity for remote fraud-risk management17. 

How does bank presently identify a fraud incident? 

• Through a client grievance 

• Using software (EFRMS/EWS) for transaction monitoring or internal automated data 

analysis. 

https://www.ijlmh.com/
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• During routine process reviews, account audits, and reconciliations 

• Through an anonymous internal complaint or whistle-blower 

• During a law enforcement agency's review 

Proactive strategy to improve fraud risk management 

The following steps were taken by the bank to reduce fraud. 

• Set up seminars and trainings to improve the abilities of the employees doing fraud 

monitoring duties. 

• Implement video KYC for onboarding new customers and KYC updates. 

• Use GPS or other technologies to electronically check the assets/collateral of clients. 

• Demand that vendors and consumers utilize certain software and security precautions 

like encryption 

• Improve Case Management Solutions to quickly and efficiently respond to fraud 

situations 

• Utilizing AI/ML and integrating external datasets, improve current Early Warning 

System and Fraud Monitoring Systems to accommodate modern banking environments. 

Investing in fraud risk management to increase resiliency and hasten efficiency 

In recent years, the Indian banking sector has emphasized the need of setting up fraud 

monitoring units or anti-fraud cells to conduct inquiries as well as to concentrate on preclusion 

and the prompt identification of suspected fraudulent behavior using fraud monitoring systems, 

etc. Though, taking into account the rising amount and frequency of frauds as reported in the 

Annual Report of RBI for FY 2020–21, the ability of fraud monitoring units to prevent and 

identify fraud looks to have a lot of room for improvement, allowing for a more thorough and 

proactive approach19. 

In reality, the expert group on NPAs and scams, which was established under the leadership of 

Shri Y. H. Malegam, presented extracts of its recommendations in January 2020, according to 

the RBI. The suggestions include establishing a Market Intelligence Unit (MIU) to enhance 

FRM and adding a credit monitoring team to the bank to give inputs and insights during client 

activity monitoring, sanctioning, and assessment20. 

 Currently, the financial statements and bank transactions of a client serve as the foundation for 

the attentive definitions defined for fraud monitoring systems and EWS. However, MIU's inputs 

will assist spot and draw attention to warning signs including the existence of shell businesses, 
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comments from important suppliers or clients, the rationale for a variation in management or 

promoters, development on building locations, and levels of activity in a manufacturing21. 

It is crucial to make sure that the forage the monitoring team sends to the MIU is correct and up 

to date in order to obtain timely and pertinent findings from the MIU22. For instance, the 

information provided to MIU to conduct checks on suspect individuals who have obtained 

payments from borrowers out of the bank loan need to be predicated on the most recent 

information accessible with the bank. Here, data analytics may be quite important in preventing 

financial loss by spotting probable fraud situations earlier than would otherwise be the case. 

Data analytics includes not only setting up pre-established alerting criteria but also spotting 

irregular activity patterns that change over time. The only way to achieve this dynamism is 

through utilizing AI and ML techniques23. 

In order to manage fraud risk more effectively in the upcoming years, banks will need to 

integrate cutting-edge fraud recognition systems as well as combine AI with Big Data analytics 

to provide warnings that are more accurate and relevant. Banks and financial institutions will 

be able to monitor consumers during every phase of their lifecycle, from onboarding to 

settlement, by integrating these capabilities with the fraud risk management methodology24.  

The existing conventional techniques of fraud detection suffer from a dearth of centralized 

control, a lack of FRM procedures that provide enough feedback, absence of risk-based 

supervision, an emphasis on finding rather than prevention, etc. EWS and FRM must be 

combined in order to transition to a proactive, agile future and create a strong and complete 

system25. 

Fostering collaboration between multiple fraud risk monitoring technologies  

Banks across the industry use a variety of systems that carry out pre-set scenarios and create 

warnings, which might take early warning signs in their form, probable scam alerts, or doubtful 

alerts, suggesting behaviors related to money laundering26. However, the majority of institutions 

still observe these signals separately.  

To create synergy and obtain a thorough understanding of consumers and their transactions, 

some banks have started to combine multiple alert monitoring solutions.  Incorporation of 

signals need not imply that one team examines all warnings produced by different gears used 

by banks27. In order to increase synergy, it may be necessary to revisit the alert situations listed 

in different systems, align the Fraud Risk Management and Early Warning Signals teams, share 

data with the departments responsible for monitoring and checking of credit to proactively 

identify danger indications, provide the AML transaction monitoring staff with insightful 
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feedback, and, if necessary, report to the Financial Intelligence Unit28. For banks, combining 

their efforts would help them reach their ultimate goal of safeguarding their consumers from 

potential financial loss and boosting confidence among stakeholders.  

 The importance of having an efficient framework for monitoring fraud has increased as a result 

of a rise in fraud since our previous poll. Expectations of a rise in transaction volume as a 

consequence of government inducement are cause for concern29. Upgrading FRM resources is 

required in this respect, both in terms of their capabilities and strengths. To fill its FRM function 

with qualified personnel and ensure the development of data analytics capabilities in crucial 

areas like forensic audits, market intelligence, and EWS alert evaluations, the banking sector 

needs to find personnel with the necessary skill sets and expertise30. This requires the banking 

sector to spend strategically in areas such as skill development and training.  

EWS and FRM must be improved using AI/ML  

Customers are increasingly using digital channels for transactions, which has helped to boost 

transaction speed and convenience31. On the other hand, as business models have changed and 

the use of technology has expanded, frameworks for managing fraud risk have faced more 

difficult problems.  Because banking technology is constantly developing, human judgement 

and conventional transaction warning systems are no longer useful for quickly identifying 

fraud32.  

The number of bank transaction datasets has rapidly expanded as a result of the massive daily 

increase in transactions brought on by the digitization of commercial activities. It's interesting 

to note that this data contains a number of insightful trends that might help detect fraud in the 

transaction activities of a certain consumer early on33. A sophisticated data analytics tool can 

comb through enormous amounts of information, collect and analyze intelligence from other 

sources, and spot linkages that are hidden and warning signs. As a result, banks will be able to 

proactively spot suspected fraudulent transactions before they take place34. Fraud risk 

assessment and detection may be done considerably more quickly and effectively by combining 

human judgement with machine learning algorithms (things these datasets can teach).  

 Presently, rule-based systems make up the majority of EWS and transaction monitoring 

systems that provide scam warnings. The transaction is flagged for additional examination when 

a specific threshold is exceeded, specific requirements are satisfied, or a recurring event is 

discovered. The amount of "wrong positives"— transactions that are flagged as perhaps 

suspicious yet turn out to be legitimate —is one operational problem of classic Early Warning 

Signals and fraud alert monitoring systems with specified thresholds/constraints35. For banks, 
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following up on and looking into such false positives may be an extremely time- and money-

consuming task. Nevertheless, the present system may develop the capacity to identify actual 

abnormalities more effectively, with lower levels of false alarm, by conducting reviewing test 

results on a regular basis and incorporating lessons learned into monitoring systems36. 

IV. SUGGESTIONS 
AI approaches may be utilized to decrease false positives, identify real positives, and discover 

new trends in order to get better outcomes. By focusing on uncommon items based on factors 

the model is aware of, anomaly detection algorithms are specifically designed to spot fraudulent 

transactions. Implementing this use case requires involvement from the risk, compliance, and 

business teams in addition to intelligence acquired from outside sources.   

Furthermore, banks can employ empirical studies and data segmentation to build bespoke 

criteria and detect traits unique to each peer group. For instance, because individuals with high 

net worth frequently make substantial transactions, they might need different criteria than those 

with smaller incomes37. The procedure of alert configuration allows banks to ascertain whether 

threshold levels should be raised if too many false alerts are generated or lowered if suspicious 

behavior is being overlooked. The manner banks carry out fraudulent checks and keep track of 

their operations may be changed with the use of advanced statistics38. Considering the massive 

amounts of data created by banks, identifying unethical activity might not be as precise as 

anticipated and may require longer resources and time without applying correct data 

interrogation tactics, properly utilizing all the information sources that are available—both 

external and internal39.  

The existing conventional techniques of detecting fraud suffer from a dearth of centralized 

control, a lack of FRM procedures that provide enough feedback, a lack of risk-based 

monitoring, an emphasis on detection rather than prevention, etc. EWS and FRM must be 

combined in order to transition to a proactive, agile future and create a strong and complete 

system. 

V. CONCLUSION 
Although there has always been risk in the banking industry, institutions must immediately put 

strong, efficient, and effective control systems in place given the present growth in fraud 

tendencies. Various banks have increased their spending in upgrading their FRM frameworks, 

monitoring systems, and controls during the past few years; It seems, nevertheless, that their 

attempts have fallen short. The existing compartmentalized strategy to managing fraud risk will 
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no longer work. Banks should take a variety of precautions to safeguard their operations from 

fraudsters looking to take advantage of the epidemic while they navigate these extraordinary 

times. 

Review the rules and situations to reflect the "new normal." This will guarantee that neither new 

patterns or fraud tendencies are ignored, nor that banks be overrun with notifications about 

clients whose behavior has considerably altered, such as payment flows that have changed 

significantly as a result of reconfigured supply chains.  Banks need to devote attention to 

evaluate the efficacy, relevance, and the effectiveness of present controls in comparison to a 

new risk assessment in light of the numerous authorities issuing guidance globally. Banks may 

assist guarantee that there are connections between risk typologies and the control architecture 

by conducting regular, timely, and updated risk assessments.  

Consider the methods and technologies employed to stop, watch for, and identify financial 

crime. By using innovation, the appropriate balance between risk management and 

effectiveness/efficiency may be achieved, through utilizing Artificial Intelligence and Machine 

Learning is a major problem for banks handling their regulatory requirements. Banks will be 

well-positioned to handle any upcoming crises if they choose to respond in a way that the public, 

regulators, and investors will continue to be interested in. 

***** 
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